Apache HTTP Server Version 1.3 Documentation

Directives

M odules

Apache HTTP Server Version 1.3

Release Notes

New Featuresin Version 1.3

Upgrading to Version 1.3

Apache License

Reference Manual

Compiling and Installing

Starting
Stopping or Restarting

Run-time Configuration Directives

Modules: By Type or Alphabetical

Server and Supporting Programs

Dynamic Shared Object (DSO) Support

The Apache API

Platform Specific Notes

Microsoft Windows | Cygwin

Novell Netware 5

HP MPE/iX
UnixWare

TPE

| Search |

Using the Apache HTTP Server

Authentication, Authorization, and Access Control

CGl: Dynamic Content with CGI

Configuration Files

Content negotiation

Environment Variables

General Performance hints

Handlers

Log Files
Security tips
Server Side Includes

Server-Wide Configuration

suexec: Using SetUserlD Execution for CGlI

URL Mapping: Mapping URLsto the Filesystem

URL Rewriting Guide

Virtual Hosts

Other Topics
Frequently Asked Questions

SiteMap
Tutorias

Other Notes

Maintained by the Apache HTTP Server Documentation Project.

http://httpd.apache.org/docs/index.html (1 of 2) [12/05/2001 4:48:08 PM]


http://httpd.apache.org/docs/sitemap.html
http://httpd.apache.org/docs/mod/
http://www.apache.org/search.html
http://httpd.apache.org/docs/LICENSE
http://httpd.apache.org/docs/programs/
http://httpd.apache.org/docs/sitemap.html
http://httpd.apache.org/docs/misc/
http://httpd.apache.org/docs-project/

Apache HTTP Server Version 1.3 Documentation

Apache HTTP Server

http://httpd.apache.org/docs/index.html (2 of 2) [12/05/2001 4:48:08 PM]



Site Map

Apache HTTP Server

Site Map

o« Apache HTTP Server Version 1.3 Documentation

0 Release Notes
= Upgradingto 1.3from 1.2
= New features with Apache 1.3
o Using the Apache HTTP Server
= Compiling and Installing Apache

= Starting Apache
= Stopping and Restarting Apache

= Configuration Files

= How Directory, L ocation and Files sections work
= Server-Wide Configuration

= LogFiles

= Mapping URLSsto Filesystem L ocations

= Security Tips

= Dynamic Shared Object (DSO) support

= Apache Content Negotiation

= Custom error responses

= Setting which addresses and ports Apache uses

= Environment Variablesin Apache

= Apache's Handler Use
= SUEXEC Support
= Performance Hints
= URL Rewriting Guide
o Apache Virtual Host documentation
= Name-based Virtual Hosts
= |P-based Virtual Host Support
= Dynamically configured mass virtual hosting
= VirtualHost Examples
= An In-Depth Discussion of Virtual Host Matching

= File Descriptor Limits with Virtual Hosts

» |ssues Regarding DNS and Apache
o Apache Server Frequently Asked Questions

http://httpd.apache.org/docs/sitemap.html (1 of 4) [12/05/2001 4:48:07 PM]



Site Map

o Guides, Tutorials, and HowTos
= Authentication, Authorization, and Access Control

= Apache Tutorial: Dynamic Content with CGlI

= Apache Tutorial: Introduction to Server Side Includes
=« HOWTO documentation

= Apache Tutorials

o Platform-specific Notes
= Using Apache with Microsoft Windows

= Compiling Apache for Microsoft Windows

= Running Apache for Windows as a Service

= Using Apache with Cygwin

= The Apache EBCDIC Port

= The Apache TPF Port

= |nstalling Apache on TPF

= Using Apache with HP MPE/iX

= Using Apache with Novell NetWare

= Compiling Apache under UnixWare

= Running a High-Performance Web Server for BSD
= Performance Tuning Tips for Digital Unix

= Running a High-Performance Web Server on HPUX
= Hints on Running a High-Performance Web Server

o Apache HTTP Server and Supporting Programs
= Manual Page: httpd - Apache HTTP Server
= Manual Page: apxs - Apache HTTP Server
= Manual Page: ab - Apache HTTP Server
= Manual Page: apachectl - Apache HTTP Server

= Manual Page: dommanage - Apache HTTP Server
= Manual Page: htdigest - Apache HTTP Server

= Manual Page: htpasswd - Apache HTTP Server

= Manual Page: logresolve - Apache HTTP Server

= Manual Page: rotatelogs - Apache HTTP Server

= Manual Page: suexec - Apache HTTP Server

= Other Programs - Apache HTTP Server

o Apache modules

= Apache modules - By Type

= Apache directives

= Definitions of terms used to describe Apache directives

= Definitions of terms used to describe Apache modules

= Apache Core Features

http://httpd.apache.org/docs/sitemap.html (2 of 4) [12/05/2001 4:48:07 PM]



Site Map

http://httpd.apache.org/docs/sitemap.html (3 of 4) [12/05/2001 4:48:07 PM]

Apache module mod

aCCess

Apache module mod

actions

Apache module mod

dias

Apache module mod

asis

Apache module mod

auth

Apache module mod

auth anon.c

Apache module mod

auth _db

Apache module mod

auth dbm

Apache module mod

auth digest

Apache module mod

autoindex

Apache module mod

cern_meta

Apache module mod

cai

Apache module mod

digest

Apache module mod

dir

Apache module mod

env

Apache module mod

example

Apache module mod

expires

Apache module mod

headers

Apache module mod

imap

Apache module mod

include

Apache module mod

info

Apache module mod

i sapi

Apache module mod

log_agent

Apache module mod

log config

Apache module mod

log referer

Apache module mod

mime

Apache module mod

mime magic

Apache module mod

mmap_static

Apache module mod

negotiation

Apache module mod

proxy

Apache module mod

rewrite

Apache module mod

setenvif

Apache module mod

SO

Apache module mod

speling

Apache module mod

status

Apache module mod

unique id

Apache module mod

userdir

Apache module mod

usertrack

Apache module mod

vhost dias




Site Map

o Apache APl notes

o Older Documentation

PATH INFO Changesin the CGI Environment
Apache Keep-Alive Support

Apache Multiple Log Files

Server Pool Management

Source Re-organisation
Notes about Compatibility with NCSA's Server
International Customized Server Error M essages

Descriptors and Apache

Connectionsin FIN_WAIT_2 and Apache
Known Client Problems

Why We Took PEM Out of Apache
Configuring Multiple |P Addresses

M S Windows Netscape 3.0b4 KeepAlive problem solved
Reading Client Input in Apache 1.2

Apache HTTP Server

http://httpd.apache.org/docs/sitemap.html (4 of 4) [12/05/2001 4:48:07 PM]



http://www.apache.org/LICENSE.txt

/* - - - - —~—- —~—- —~—- - - —_- —_—_—_-—_—_—_—_—_—_—_—_—_—_—_—_—_—_——___’’’"’"’’’’’’’’’’’T’’T’’_—_——z—z—=z—
The Apache Software License, Version 1.1

Copyright (c) 2000 The Apache Software Foundation. All rights
reserved.

Redi stribution and use in source and binary forns, with or wthout
nodi fication, are pernitted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

3. The end-user docunentation included with the redistribution,
if any, nust include the follow ng acknow edgnent :
"Thi s product includes software devel oped by the
Apache Software Foundation (http://ww. apache.org/)."
Alternately, this acknow edgnent may appear in the software itself,
i f and wherever such third-party acknow edgnents normal |y appear.

4. The nanes "Apache" and "Apache Software Foundation" nust
not be used to endorse or pronote products derived fromthis
software without prior witten permission. For witten
perm ssi on, please contact apache@pache. org.

5. Products derived fromthis software may not be call ed "Apache",
nor may "Apache" appear in their nane, without prior witten
perm ssion of the Apache Software Foundati on.

THI'S SOFTWARE | S PROVIDED " "AS I S'* AND ANY EXPRESSED OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE APACHE SOFTWARE FOUNDATI ON OR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIMTED TO PROCUREMENT OF SUBSTI TUTE GOODS CR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY QUT
OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DAMAGE.

® ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Ok Ok Ok F * * *

*

*

* This software consists of voluntary contributions nade by nany

* individual s on behal f of the Apache Software Foundation. For nore

* informati on on the Apache Software Foundation, please see

* <http://ww. apache. or g/ >.

*

* Portions of this software are based upon public domain software

* originally witten at the National Center for Superconputing Applications,
* University of Illinois, U bana-Chanpaign.

*/
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Upgrading to 1.3 from 1.2

In order to assist folks upgrading we are now going to maintain adocument describing information critical to existing Apache users.
Note that it only lists differences between recent major releases, so for example, folks using Apache 1.1 or earlier will have to figure
out what changed up to Apache 1.2 before this document can be considered relevant. Old users could look at the sr ¢/ CHANGES
file which tracks code changes.

These are intended to be brief notes, and you should be able to find more information in either the New Features document, or in the
src/ CHANGES file.

Compile-Time Configuration Changes

« The source code has been reorganized, which affects anyone with custom modules or modifications. But also, the Modul e
directive has been changed to the AddModul e directive.

o« TheConfi gurati on variable EXTRA LFLAGS has been renamed EXTRA LDFLAGS.

« The- DMAXI MUM_DNS definition has been obsoleted by changesto nod_access enforcing double-reverse DNS lookups
when necessary.

o The- DSERVER_SUBVERSI ON=\ "stri ng\ " compile-time option has been replaced with the run-time API call
ap_add_ver si on_conponent () . Compile-time modification of the server identity by the configuration scriptsis no
longer supported.

« nod_di r hasbeen split into two piecesnod_aut oi ndex, andnod_di r.

« nod_br owser hasbeenreplaced by nod_set envi f .

« IRIX systems with untrusted users who can write CGls which execute as the same uid as httpd should consider using
suexec, or adding - DUSE_FCNTL_SERI ALI ZED ACCEPT to EXTRA CFLAGS. Thisis slower, more information is
available on the performance tuning page. Thereisamild denia of service attack possible with the default config, but the

default config is an order of magnitude faster.

« nmod_aut h_nsqgl hasbeen removed from the distribution.

« The new Apache Autoconf-style Interface (APACI) was added to the top-level to provide areal out-of-the-box build and
installation procedure for the complete Apache package.

Run-Time Configuration Changes

« There have been numerous changes to the default config files. Ensure that you compare your existing configuration files
with the new ones to ensure there aren't any undesired differences. In particular:

o Asof Apache 1.3.0, the current config files apply different Options and AllowOverride settings to various
directoriesthan were used in 1.2.

o Asof the release following Apache 1.3.3, the three config file templates have been merged into httpd.conf-dist and
the order of the directives changed.

« Asof 1.3.2, nod_expi r es will add Expires headersto content that does not come from afile on disk, unlessyou are

using a modification time based setting. Previoudly, it would never add an Expires header unless content came from afile
on disk. This could result in Expires headers being added in places where they were not previously added.

« Standalone Fancyl ndexing directives are now combined with the settings of any IndexOptions directive already in effect,
rather than replacing them.

« AuthName strings will need to be quoted in .htaccess or server configuration filesif they contain blank characters (like

http://httpd.apache.org/docs/upgrading_to_1_3.html (1 of 3) [12/05/2001 4:48:09 PM]


http://httpd.apache.org/docs/mod/mod_browser.html

Upgrading to 1.3 from 1.2

Misc

spaces). For example, if you use an AuthName directive like this:
Aut hNanme This and That

you will need to change it to
Aut hName "This and That"

This change was made for consistency in the config language.

Asof Apache 1.3.1, methodslisted in <Limit> directives must be upper case. Method names, such as GET, POST, and
PUT are defined as being case-sensitive. That is, a GET request is different from a get request. Prior to Apache 1.3.1, the
<Limit> directive parser incorrectly treated both of these as being the same. Apache's built-in method limit processing
currently only understands uppercase method names, so if you've used clauses such as"<Limit Get post>" in your
configuration files, you need to correct them to use uppercase hames.

Unrecognized method names in the server configuration files will result in the server logging an error message and failing
to start. In .htaccess files, unknown methods will cause the server to log an error to its error log and return an 'Internal
Server Error' page to the client.

The default Apache Server Root directory changed from the NCSA-compatible /usr/local/etc/httpd/ to /usr/local/apache.
This change covers only the default setting (and the documentation); it is of course possible to override it using the -d
ServerRoot and -f httpd.conf switches when starting apache.

Folks using HTTP/1.1-style virtual hosting will need to list the ip:port pairs that are supposed to have HTTP/1.1-style
virtual hosting viathe NanmeVi r t ual Host directive (one directive per pair). Previoudly this support was given implicitly

on the "main server address’. Now it hasto be explicitly listed so as to avoid many problems that users had. Please see the
Apache Virtual Host documentation for further details on configuration.

The precedence of virtual hosts has been reversed (applies mainly to vhosts using HTTP/1.1 Host: headers, and the
ServerPath directive). Now the earlier vhosts in the file have precedence over the later vhosts.

Host naneLookups defaultsto Off.

REMOTE_HOST CGl variable changed. In Apache 1.2 and earlier, the REMOTE_HOST environment variable made
available to CGI scripts was set to either the full DNS name of the client, or else to the client's | P address if the name was
not known. This behavior differed from that specified by the CGI specification, which defines this variable as being NULL
if the name isn't known. In Apache 1.3, we have made this correction. REMOTE_ADDR aways contains the client's |P
address, but REMOTE_HOST isonly defined when the server has been able to determine the client's DNS name.

The undocumented nod_access syntax "alow user-agents' was removed. The replacement is the more general "alow
from env".

When using wildcards in pathnames (such as* and ?) they no longer match / (dlash). That is, they more closely behave how
aUNIX shell behaves. This affects<Di r ect or y> directives, for example.

If no Tr ansf er Log directive is given then nothing will be logged. (Previously it would default to | ogs/ access_I 0g.)

Apache now has configurable error logging levels, and the default eliminates some messages that earlier versions aways
generated.
When booting, Apache will now detach itself from stdin, stdout, and stderr. stderr will not be detached until after the config

files have been read so you will be able to seeinitial error messages. After that al errors arelogged in the error_log. This
makes it more convenient to start Apache viarsh, ssh, or crontabs.

<Files> sections previously could take a full pathname, and were matched against the full pathnames. This had some
inconsistencies, and was removed. To emulate this older behavior use a <Files> section nested inside a <Directory> section.

<L ocation> matching behavior with respect to dashes has changed. See the <L ocation> documentation for more info.

Changes

Server Type i net d hasbeen deprecated. It still exists, but bugs are unlikely to be fixed.

htt pd_noni t or has been deprecated. The replacement isto use nod_st at us and make arequest to a URL such as
http://nmyhost/server-status?refresh=10.
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« Apache now provides an effectively unbuffered connection for CGI scripts. This means that data will be sent to the client as
soon as the CGI pauses or stops output; previously, Apache would buffer the output up to afixed buffer size before sending,
which could result in the user viewing an empty page until the CGlI finished or output a complete buffer. It is no longer
necessary to use an "nph-" CGlI to get unbuffered output. Given that most CGls are written in alanguage that by default
does buffering (e.g., perl) this shouldn't have a detrimental effect on performance.

"nph-" CGls, which formerly provided a direct socket to the client without any server post-processing, were not fully
compatible with HTTP/1.1 or SSL support. As such they would have had to implement the transport details, such as
encryption or chunking, in order to work properly in certain situations. Now, the only difference between nph and non-nph
scriptsis "non-parsed headers".

« dbnmanage has been overhauled.

Third Party Modules

The following changes between the 1.2 and 1.3 API may require sight changes in third party modules not maintained by Apache.

« Toavoid symbol clashes with third-party code compiled into the server, the general prefix "ap_' was globally applied to the
following classes of symbols. Apache provided general functions (e.g., ap_cpyst r n), public API functions (e.g.,
pal | oc, bget s) and private functions which can't be made static (because of cross-object usage) but should be (e.g.,
new_connect i on). For backward source compatibility with Apache 1.2 a new header file named conpat . h was
created which provides defines for the old symbol names. Y ou'll either haveto #i ncl ude conpat . h or update the API
symbols you use.

« Be sure and examine the source code reorganization page to see whether any item there affects you.

o Useof SERVER VERSION definition. If third-party modules reference the server version string using this symbol, they
should be corrected to obtain it by calling the new API routineconst char *ap_get server _version().

o« ap_construct url prototype change. The second parameter was previously aser ver _r ec, it has been changed to a
request _rec.

« Thet abl e datatype has been made an opague type. Code which assumesat abl e isthesameasan ar r ay_header
will not compile. Thisis actually a change to enforce the API the way it was intended, all versions of Apache have had a
tabl e_el t s() function which isintended for code which needs to access the elements of atable. The changes required
for this are pretty easy, and work with al versions of Apache.

Supposet isatable. Whenever codereferstot - >el t s, replace it with something like this:

array_header *arr
table_entry *elts

Whenever codereferstot - >nel t s usear r - >nel t s. Many examples can be found in the standard modules, search for
table_elts.

table_elts(t);
(table_entry *)arr->elts;

Apache HTTP Server
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Overview of New Features in Apache 1.3

New features with this release, as extensions of the Apache functionality. Because the core code has changed so significantly, there
are certain liberties that earlier versions of Apache (and the NCSA daemon) took that recent Apache versions are pickier about -
please check the compatibility notesif you have any problems.

If you're upgrading from Apache 1.2, you may wish to read the upgrade notes.

Enhancements: Core | Performance | Configuration | Modules | API | Misc

Core Enhancements:

Dynamic Shared Object (DSO) support

Apache modules may now be loaded at runtime; this means that modules can be loaded into the server process space only
when necessary, thus overall memory usage by Apache will be significantly reduced. DSO currently is supported on
FreeBSD, OpenBSD, NetBSD, Linux, Solaris, SunOS, Digital UNIX, IRIX, HP/UX, UnixWare, NetWare, AlX,
ReliantUnix and generic SVRA4 platforms.

Support for Windows NT/95

Apache now supports the Windows NT and Windows 2000 operating systems. While Apache may run on Windows 95, 98,
or ME, these consumer products are never recommended for production environments, and their use remains experimental.
All versions of Apache running on Windows prior to 1.3.15 should be considered beta quality releases.

Support for Cygwin

Apache now supports the Cygwin platform for the Windows NT and Windows 2000 operating systems. The Cygwin
versions should be considered as stable and reliable as the Windows native counterpart.

Support for NetWare 5.x

Apache now experimentally supports the NetWare 5.x operating systems.
Re-or ganized Sour ces

The source files for Apache have been re-organized. The main difference for Apache usersisthat the "Module” linesin
Conf i gur at i on have been replaced with "AddModule" with adightly different syntax. For module authors there are
some changes designed to make it easier for usersto add their module.

Reliable Piped L ogs

On amost all Unix architectures Apache now implements "reliable” piped logsin mod log config. Where reliable means
that if the logging child dies for whatever reason, Apache will recover and respawn it without having to restart the entire
server. Furthermore if the logging child becomes "stuck" and isn't reading its pipe frequently enough A pache will also
restart it. This opens up more opportunities for log rotation, hit filtering, real-time splitting of multiple vhosts into separate
logs, and asynchronous DNS resolving on the fly.

http://httpd.apache.org/docs/new_features_1_3.html (1 of 8) [12/05/2001 4:48:13 PM]



New features with Apache 1.3

Performance Improvements

o |P-based virtual hosts are looked up via hash table.
» <Directory> parsing speedups.

« Thecritical path for static requests has fewer system calls. This generally helps all requests. (45 syscalls for a static request
in 1.2 versus 22 in 1.3 in awell tuned configuration).

« ProxyRecei veBuf f er Si ze directive givesnod_pr oxy's outgoing connections larger network buffers, for increased
throughput.

o Thelow level I/Oroutinesusewr i t ev (where available) to issue multiple writes with asingle system call. They also avoid
copying memory into buffers as much as possible. The result isless CPU time spent on transferring large files.

« Static requests are served using nrap, which means bytes are only copied from the disk buffer to the network buffer
directly by the kernel. The program never copies bytes around, which reduces CPU time. (Only where available/tested.)

« When presented with aload spike, the server quickly adapts by spawning children at faster rates.

« The code which dispatches modules was optimized to avoid repeatedly skipping over modules that don't implement certain
phases of the API. (This skipping showed up as 5% of the CPU time on profiles of a server with the default module mix.)

« Revamp of the Unix scoreboard management code so that less time is spent counting children in various states. Previously a
scan was performed for each hit, now it is performed only once per second. This should be noticeable on servers running
with hundreds of children and high loads.

« New serialization choices improve performance on Linux, and IRIX.
« nmod_I| og_confi g can be compile-time configured to buffer writes.

o Replaced st rncpy() withap_cpyst rn(), aroutine which doesn't have to zero-fill the entire result. This has dramatic
effectson nod_i ncl ude speed.

« Additionsto theinternal "table" API (used for keeping lists of key/value string pairs) provide for up to 20% performance
improvement in many situations.

See the new performance documentation for more information.

Configuration Enhancements

Unified Server Configuration Files

(Apache 1.3.4) The contents of the three server configuration files (httpd.conf, srm.conf, and access.conf) have been merged
into a single httpd.conf file. The srm.conf and access.conf files are now empty except for comments directing the
Webmaster to look in httpd.conf. In addition, the merged httpd.conf file has been restructured to allow directives to appear
in a hopefully more intuitive and meaningful order.

Continuation Linesin config files

Directive linesin the server configuration files may now be split onto multiple lines by using the canonical Unix
continuation mechanism, namely a'\' as the last non-blank character on the line to indicate that the next line should be
concatenated.

Apache Autoconf-style I nterface (APACI)

Until Apache 1.3 there was no real out-of-the-box batch-capable build and installation procedure for the complete Apache
package. Thisis now provided by atop-level conf i gur e script and a corresponding top-level Makefi | e. t npl file.
The goal isto provide a GNU Autoconf-style frontend which is capable to both drive the old sr ¢/ Conf i gur e stuff in
batch and additionally installs the package with a GNU-conforming directory layout. Any options from the old
configuration scheme are available plus alot of new options for flexibly customizing Apache.

Note: The default installation layout has changed for Apache 1.3.4. See the files READIVE. conf i gur e and | NSTALL for
more information.

APache eXtenSion (APXS) support tool

Now that Apache provides full support for loading modules under runtime from dynamic shared object (DSO) files, a new
support tool apxs was created which provides off-source building, installing and activating of those DSO-based modules.
It completely hides the platform-dependent DSO-build commands from the user and provides an easy way to build modules
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outside the Apache source tree. To achieve this APACI installs the Apache C header filestogether with the apxs tool.
Default Apachedirectory path changed to/ usr /| ocal / apache/

The default directory for the Apache ServerRoot changed from the NCSA-compatible/ usr/ 1 ocal / et ¢/ htt pd/ to
/usr/ | ocal / apache/ . This change covers only the default setting (and the documentation); it is of course possible to
override it using the -d ServerRoot and -f httpd.conf switches when starting apache.

Improved HTTP/1.1-style Virtual Hosts

Thenew NaneVi rt ual Host directiveisused to list IP address:port pairs on which HTTP/1.1-style virtual hosting
occurs. Thisisvhosting based on the Host : header from the client. Previously this address was implicitly the same as the
"main address’ of the machine, and this caused no end of problems for users, and was not powerful enough. Please see the
Apache Virtual Host documentation for further details on configuration.

| ncl ude directive
The | ncl ude directive includes other config filesimmediately at that point in parsing.

-S command line option for debugging vhost setup

If Apacheisinvoked with the - S command line option it will dump out information regarding how it parsed the
Vi rt ual Host sections. Thisis useful for folks trying to debug their virtual host configuration.

Control of HTTP methods

<LimitExcept> and </LimitExcept> are used to enclose a group of access control directives which will then apply to any

HTTP access method not listed in the arguments; i.e., it isthe opposite of a<Limit> section and can be used to control both
standard and nonstandard/unrecognized methods.

Module Enhancements

I mproved mod_negotiation

The optional content negotiation (MultiViews) module has been completely overhauled for Apache 1.3.4, incorporating the
latest HTTP/1.1 revisions and the experimental Transparent Content Negotion features of RFC 2295 and RFC 2296.

NEW - Spelling correction module

This optional module corrects frequently occurring spelling and capitalization errors in document names requested from the
server.

NEW - Conditional setting of environment variables

The addition of Set EnvI f and Set Envl f NoCase. These allow you to set environment variables for server and CGI use
based upon attributes of the request.

NEW - "Magic' MIME-typing
The optional nod_m ne_nagi ¢ has been added. It uses "magic numbers' and other hints from afil€e's contents to figure

out what the contents are. It then uses this information to set the file's mediatype, if it cannot be determined by the file's
extension.

NEW - Unique Request Identifiers

mod_unigue id can be included to generate a unique identifier that distinguishes a hit from every other hit. ("Unique" has
some restrictions on it.) The identifier is available in the environment variable UNI QUE | D.

mod_proxy enhancements:

o Easier and safer authentication for ftp proxy logins: When no ftp user name and/or password is specified in the
URL, but the destination ftp server requires one, Apache now returns a"[401] Authorization Required" status. This
status code usually makes the client browser pop up an "Enter user name and password" dialog, and the request is
retried with the given user authentification. That is slightly more secure than specifying the authentication
information as part of the request URL, where it could be logged in plaintext by older proxy servers.

o The new AllowCONNECT directive allows configuration of the port numbers to which the proxy CONNECT
method may connect. That allows proxying to https.//some.server:8443/ which resulted in an error message prior to
Apache version 1.3.2.

o The proxy now supportsthe HTTP/1.1 "Via" header as specified in RFC2068. The new Pr oxy Vi a directive
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alows switching "Via:" support off or on, or suppressing outgoing "Via" header lines altogether for privacy
reasons.

o The"Max-Forwards:" TRACE header specified in HTTP/1.1 is now supported. With it, you can trace the path of a
request along a chain of proxies (if they, too, support it).

o NoPr oxy and Pr oxyDonai n directives added to proxy, useful for intranets.
o New ProxyPassRever se directive. It lets Apache adjust the URL intheLocat i on header on HTTP redirect
responses.
o Easier navigation in ftp server directory trees.
Enhanced nod i ncl ude string comparisons

The string-based server-side include (SSI) flow-control directives now include comparison for less-than (<),
less-than-or-equal (<=), greater-than (>), and greater-than-or-equal (>=). Previously comparisons could only be made for
equality or inequality.

Server Root relative auth filenames

Auth filenames for the various authentication modules are now treated as relative to the ServerRoot if they are not full
paths.

Enhancementsto directory indexing:

o Codesplit: Thenod_di r module has been split in two, with mod_dir handling directory index files, and
mod_autoindex creating directory listings. Thus allowing folks to remove the indexing function from critical
servers.

o Sortable: Clicking on acolumn title will now sort the listing in order by the valuesin that column. This feature can
be disabled using the Suppr essCol utmSor t i ng IndexOptions keyword.

o Suppr essHTM_Pr eanbl e can be used if your README.html file includes its own HTML header.

o Thel ndexOpt i ons directive now allows the use of incremental prefixes (+/- to add/remove the respective
keyword feature, as was already possible for the Options directive) to its keyword arguments. Multiple
IndexOptions directives applying to the same directory will now be merged.

o |l conHei ght and ] conW dt h let you set height and width attributes to the <I M5> tag in directory listings.

o Thenew NaneW dt h keyword to the IndexOptions directive lets you set the number of columns for "fancy"
directory listings. If set to an *" asterisk, the name width will be adjusted automatically.

o The Fancylndexing directive now correctly has the same impact as IndexOptions Fancylndexing without replacing
the effect of any existing IndexOptions directive.

o Starting with 1.3.15, the server will satisfy directory requests with the cache controls ETag and LastModified, if
IndexOptions includes the TrackM odified directive. The server will not need to generate the listing if the client
determines the request has not changed, improving performance. Due to its experimental nature, this feature is not
enabled by default.

L ess Buffering of CGI Script Output

In previous versions of Apache, the output from CGI scripts would be internally buffered by the server, and wouldn't be
forwarded to the client until either the buffers were full or the CGI script completed. As of Apache 1.3, the buffer to the
client is flushed any time it contains something and the server is waiting for more information from the script. This allows
CGl script to provide partial status reports during long processing operations.

Regular Expression support for Al i as and Redi r ect

New Al i asMat ch, Scri pt Al i asMat ch, and Redi r ect Mat ch directives alow for the use of regular expression
matching. Additionally, new <Di r ect or yMat ch>, <Locat i onMat ch>, and <Fi | esMat ch> sections provide a new
syntax for regular expression sectioning.

AddModul el nf o directive added to mod_info
Allows additional information to be listed along with a specified module.

Absence of any Tr ansf er Log disableslogging
If no Tr ansf er Log directiveis given then no log is written. This supports co-existence with other logging modules.

Ability to name logging formats
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The LogFor mat _directive has been enhanced to allow you to give nicknames to specific logging formats. Y ou can then
use these nicknamesin other LogFor mat and Cust onlog directives, rather than having to spell out the complete log
format string each time.

Conditional logging

mod log_config now supports logging based upon environment variables. mod_log_referer and mod_log_agent are now
deprecated.

mod_cern_meta configurable per-directory
mod _cern_metais now configurable on a per-directory basis.

New map typesfor Rewr i t eMap directive

The new map types "Randomized Plain Text' and “Internal Function' were added to the Rewr i t eMap directive of
mod_rewrite. They provide two new features. First, you now can randomly choose a sub-value from avalue which was
looked-up in arewriting map (which is useful when choosing between backend serversin a Reverse Proxy situation).
Second, you now can translate URL parts to fixed (upper or lower) case (which is useful when doing mass virtual hosting
by the help of mod_rewrite).

CIDR and Netmask access control

mod_access directives now support CIDR (Classless Inter-Domain Routing) style prefixes, and netmasks for greater control
over |P access lists.

API Additions and Changes

For all those module writers and code hackers:

child_init
A new phase for Apache's API is called once per "heavy-weight process," before any requests are handled. This alowsthe
module to set up anything that need to be done once per processes. For example, connections to databases.

child exit

A new phase called once per "heavy-weight process,” when it isterminating. Note that it can't be called in some fatal cases
(such as segfaultsand kill -9). Thechi I d_i nit andchi | d_exi t functions are passed a pool whose lifetimeisthe
same as the lifetime of the child (modulo completely fatal eventsin which Apache has no hope of recovering). In contrast,
the modulei ni t function is passed a pool whose lifetime ends when the parent exits or restarts.

child termnate
Used in the child to indicate the child should exit after finishing the current request.
regi ster_other_child

Seehtt p_mai n. h. Thisisused in the parent to register a child for monitoring. The parent will report status to a supplied
callback function. This allows modules to create their own children which are monitored along with the httpd children.

pi ped_I og
Seehtt p_l og. h. ThisAPI provides the common code for implementing piped logs. In particular it implements areliable
piped log on architectures supporting it (i.e., Unix at the moment).

scor eboar d format changed

The scoreboard format is quite different. It is considered a "private” interface in general, so it's only mentioned here as an
FYI.

set | ast_nodi fi ed split intothree

Theold functionset | ast _nodi f i ed performed multiple jobs including the setting of the Last - Modi f i ed header,
the ETag header, and processing conditional requests (such as IMS). These functions have been split into three functions:
set _|last_nodified,set_etag,andneets_conditions. Thefieldnti me hasbeen addedtor equest _rec
tofacilitatemeet s_condi ti ons.

New error logging function: ap_| og_err or

All old logging functions are deprecated, we are in the process of replacing them with a single function called
ap_l og_error. Thisisstill awork in progress.
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set _file_sl ot for configparsing
Theset fil e_sl ot routine provides a standard routine that prepends ServerRoot to non-absol ute paths.
post read request module API

This request phase occurs immediately after reading the request (headers), and immediately after creating an internal
redirect. It is most useful for setting environment variables to affect future phases.

psocket , and popendi r

Thepsocket and pcl osesocket functionsallow for race-condition free socket creation with resource tracking.
Similarly popendi r and pcl osedi r protect directory reading.

is_initial_req

Test if the request istheinitial request (i.e., the one coming from the client).
kill _only once

Anoptiontoap_spawn_chi | d functions which prevents Apache from aggressively trying to kill off the child.
al | oc debuggi ng code

Defining ALLOC_DEBUG provides a rudimentary memory debugger which can be used on live servers with low impact -- it
sets all allocated and freed memory bytes to 0xab. Defining ALLOC_USE _MALLOC will cause the alloc code to use

mal | oc() andf ree() for each object. Thisisfar more expensive and should only be used for testing with tools such as
Electric Fence and Purify. Seermai n/ al | oc. ¢ for more details.

ap_cpystrn

Thenew st r ncpy "lookalike", with slightly different semanticsis much faster than st r ncpy because it doesn't have to
zero-fill the entire buffer.

t abl e_addn,tabl e_setn,tabl e _nmergen

These new functions do not call pst r dup on their arguments. This provides for big speedups. There is also some
debugging support to ensure code uses them properly. See sr ¢/ CHANGES for more information.

construct _url
The function prototype for this changed from taking aser ver _rec * totakingar equest _rec *.
get _server_nane, get _server_port

These are wrappers which deal with the UseCanonicalName directive when retrieving the server name and port for a
reguest.

Changeto prototypefor ap_bspawn_chil d and ap_cal | _exec

Addedachi | d_i nfo * tospawn function (as passed to ap_bspawn_chi | d) andtoap_cal | _exec toalow
children to work correctly on Win32. We also cleaned up the nomenclature a bit, replacing spawn_chi | d_er r with
simply ap_spawn_chil dandspawn_chil d_err_buff withsimply ap_bspawn_chi | d.

ap_add_versi on_conponent ()

This API function allows for modules to add their own additional server tokens which are printed on the on the Ser ver :
header line. Previous 1.3beta versions had used a SERVER SUBVERSI ON compile-time #def i ne to perform this
function. Whether the tokens are actually displayed is controlled by the new Ser ver Tokens directive.

Miscellaneous Enhancements

Port to EBCDIC mainframe machine running BS2000/0OSD

Asapremiere, this version of Apache comes with a beta version of a port to a mainframe machine which uses the EBCDIC
character set asits native codeset (It isthe SIEMENS family of mainframes running the BS2000/OSD operating system on
alBM/390 compatible processor. This mainframe OS nowadays features a SV R4-like POSIX subsystem).

AccessFi | eNane Enhancement

The AccessFi | eNane directive can now take more than one filename. Thislets sites serving pages from network file
systems and more than one Apache web server, configure access based on the server through which shared pages are being
served.

Host NaneLookups now defaultsto " Off"
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The Host NaneLookups directive now defaults to "Off". This means that, unless explicitly turned on, the server will not
resolve | P addresses into names. This was done to spare the Internet from unnecessary DNS traffic.

Double-Rever se DNS enfor ced

The Host nameLookups directive now supports double-reverse DNS. (Known as PARANOID in the terminology of

tcp_wrappers.) An |P address passes a double-reverse DNS test if the forward map of the reverse map includes the original
IP. Regardless of the Hosthamel ookups setting, mod _access access lists using DNS names require al namesto pass a

double-reverse DNS test. (Prior versions of Apache required a compile-time switch to enable double-reverse DNS.)
L ogL evel and syslog support
Apache now has configurable error logging levels and supports error logging via syslogd(8).

Detaching from stdin/out/err

On boot Apache will now detach from stdin, stdout, and stderr. It does not detach from stderr until it has successfully read
the config files. So you will see errorsin the config file. This should make it easier to start Apache viarsh or crontab.

Y ear-2000 | mprovements

Thedefault t i mef nt string used by nod_i ncl ude has been modified to display the year using four digits rather than the
two-digit format used previously. The nod_aut oi ndex module has also been modified to display years using four digits
in Fancylndexed directory listings.

Common routinesMoving to a SeparateLibrary

There are anumber of functions and routines that have been devel oped for the Apache project that supplement or supersede
library routines that differ from one operating system to another. While most of these are used only by the Apache server
itself, some are referenced by supporting applications (such as ht di gest ), and these other applications would fail to build
because the routines were built only into the server. These routines are now being migrated to a separate subdirectory and
library so they can be used by other applications than just the server. Seethe sr ¢/ ap/ subdirectory.

New Ser ver Si gnat ur e directive

This directive optionally adds a line containing the server version and virtual host name to server-generated pages (error
documents, ftp directory listings, mod_info output etc.). This makesit easier for usersto tell which server produced the
error message, especially in aproxy chain (often found in intranet environments).

New UseCanoni cal Nane directive

This directive gives control over how Apache creates self-referential URLs. Previoudy Apache would always use the
ServerName and Port directives to construct a "canonical" name for the server. With UseCanoni cal Nane of f Apache

will use the hostname and port supplied by the client, if available.
SERVER_VERSI ON definition abstracted, and server build date added

In earlier versions, the Apache server version was available to modules through the #def i ned value for
SERVER_VERSI ON. In order to keep this value consistent when modules and the core server are compiled at different
times, thisinformation is now available through the core API routineap_get _server _ver si on() . The use of the
SERVER_VERSI ON symbol is deprecated. Also, ap_get _server _bui | t () returnsastring representing the time the
core server was linked.

Including the operating system in the server identity

A new directive, Ser ver Tokens, alows the Webmaster to change the value of the Ser ver response header field which
is sent back to clients. The Ser ver Tokens directive controls whether the server will include a non-specific note in the
server identity about the type of operating system on which the server is running as well asincluded module information.
As of Apache 1.3, this additiona information isincluded by default.

Support for Netscape style SHA1 encrypted passwor ds

To facilitate migration or integration of BasicAuth password schemes where the password is encrypted using SHA1 (as
opposed to Apache's built in MD5 and/or the OS specific crypt(3) function ) passwords prefixed with with { SHA1} are
taken as Base64 encoded SHA 1 passwords. More information and some utilities to convert Netscape Idap/Idif entries can be
found in support/SHA1.
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Compiling and Installing Apache 1.3

This document covers compilation and installation of Apache on Unix systems, using the manual build and install method. If you
wish to use the autoconf-style configure interface, you should instead read the INSTALL filein the root directory of the Apache
source distribution. For compiling and installation on specific platforms, see

« Using Apache with Microsoft Windows

« Using Apache with Cygwin

« Using Apache with Novell Netware 5
« Using Apache with HP MPE/iX

« Compiling Apache under UnixWare
« Overview of the Apache TPF Port

Downloading Apache

Information on the latest version of Apache can be found on the Apache web server at http://www.apache.org/. Thiswill list the
current release, any more recent beta-test release, together with details of mirror web and anonymous ftp sites.

If you downloaded a binary distribution, skip to Installing Apache. Otherwise read the next section for how to compile the server.

Compiling Apache

Compiling Apache consists of three steps: Firstly select which Apache modules you want to include into the server. Secondly create
aconfiguration for your operating system. Thirdly compile the executable.

All configuration of Apacheisperformed inthesr c directory of the Apache distribution. Change into this directory.

1. Select modules to compileinto Apachein the Conf i gur at i on file. Uncomment lines corresponding to those optional
modules you wish to include (among the AddModule lines at the bottom of the file), or add new lines corresponding to
additional modules you have downloaded or written. (See API.html for preliminary docs on how to write Apache modules).
Advanced users can comment out some of the default modules if they are sure they will not need them (be careful though,
since many of the default modules are vital for the correct operation and security of the server).

Y ou should a'so read the instructionsin the Conf i gur at i on fileto see if you need to set any of the Rul e lines.

2. Configure Apache for your operating system. Normally you can just run the Conf i gur e script as given below. However if
thisfails or you have any special requirements (e.g., to include an additional library required by an optional modul€) you
might need to edit one or more of the following optionsin the Conf i gur ati on filee EXTRA CFLAGS, LI BS,
LDFLAGS, | NCLUDES.

Run the Conf i gur e script:

% Confi gure

Using 'Configuration' as config file

+ configured for <whatever> platform

+ setting C conpiler to <whatever> *

+ setting C conpiler optimnization-Ievel to <whatever> *
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+ Addi ng sel ect ed nodul es
+ doi ng sanity check on conpiler and options
Creating Makefile in support
Creating Makefile in main
Creating Makefile in os/unix
Creating Makefile in nodul es/standard

(*: Depending on Configuration and your system, Configure might not print these lines. That's OK).

This generates a Makefile for use in stage 3. It also creates a Makefile in the support directory, for compilation of the
optional support programs.

(If you want to maintain multiple configurations, you can give an option to Conf i gur e to tell it to read an aternative
Configuration file, suchasConfi gure -file Configuration.ai).

3. Typenake.
The modules we place in the Apache distribution are the ones we have tested and are used regularly by various members of the
Apache development group. Additional modules contributed by members or third parties with specific needs or functions are
available at <http://www.apache.org/dist/httpd/contrib/modules/>. There are instructions on that page for linking these modulesinto
the core Apache code.

Installing Apache

You will have abinary filecalled ht t pd inthesr ¢ directory. A binary distribution of Apache will supply thisfile.

The next step isto install the program and configure it. Apache is designed to be configured and run from the same set of directories
whereit is compiled. If you want to run it from somewhere else, make a directory and copy theconf , | ogs andi cons directories
into it. In either case you should read the security tips describing how to set the permissions on the server root directory.

The next step isto edit the configuration files for the server. This consists of setting up various dir ectivesin up to three central
configuration files. By default, these files are located in the conf directory and are called sr m conf , access. conf and

ht t pd. conf . To help you get started there are samefilesin the conf directory of the distribution, called sr m conf - di st
access. conf -di st andhtt pd. conf - di st. Copy or rename these files to the names without the - di st . Then edit each of
the files. Read the commentsin each file carefully. Failure to setup these files correctly could lead to your server not working or
being insecure. Y ou should aso have an additional filein the conf directory called mi ne. t ypes. Thisfile usually does not need
editing.

First edit ht t pd. conf . This sets up general attributes about the server: the port number, the user it runs as, etc. Next edit the
srm conf file this sets up the root of the document tree, special functions like server-parsed HTML or internal imagemap
parsing, etc. Finally, edit theaccess. conf fileto at least set the base cases of access.

In addition to these three files, the server behavior can be configured on a directory-by-directory basisby using . ht access files
in directories accessed by the server.

Set your system time properly!

Proper operation of a public web server requires accurate time keeping, since elements of the HTTP protocol are expressed as the
time of day. So, it'stime to investigate setting up NTP or some other time synchronization system on your Unix box, or whatever
the equivalent on NT would be.

Compiling Support Programs

In addition to the main ht t pd server which is compiled and configured as above, Apache includes a number of support programs.
These are not compiled by default. The support programs areinthe support directory of the distribution. To compile the support
programs, change into this directory and type

make
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Starting Apache

« Starting Apache on Windows

« Starting Apache on Unix

o Errors During Start-up

o Starting at Boot-Time
o Additional Information

Starting Apache On Windows

On Windows, Apacheis normally run as a service on Windows NT, or as a console application on Windows 95. This does not apply
initsfull extend for the Cygwin platform. For details, see running Apache for Windows.

Starting Apache on Unix

On Unix, the httpd program is run as a daemon which executes continuously in the background to handle requests. It is possible to
have Apache invoked by the Internet daemon i net d each time a connection to the HTTP service is made using the ServerType
directive, but thisis not recommended.

If the Port specified in the configuration file is the default of 80 (or any other port below 1024), then it is necessary to have root

privilegesin order to start Apache, so that it can bind to this privileged port. Once the server has started and completed a few
preliminary activities such as opening itslog files, it will launch several child processes which do the work of listening for and
answering requests from clients. The main ht t pd process continues to run as the root user, but the child processes run asaless
privileged user. Thisis controlled by Apache's process creation directives.

Thefirst thing that ht t pd does when it isinvoked isto locate and read the configuration file ht t pd. conf . Thelocation of this
fileis set at compile-time, but it is possible to specify itslocation at run time using the - f command-line option asin

/usr/local /apache/bin/httpd -f /usr/local/apache/conf/httpd. conf

Asan dternative to invoking the ht t pd binary directly, a shell script called apachectl is provided which can be used to control the
daemon process with simple commands such asapachect| start andapachect!| stop.

If all goeswell during startup, the server will detach from the terminal and the command prompt will return aimost immediately.
This indicates that the server is up and running. Y ou can then use your browser to connect to the server and view the test page in the
DocumentRaoot directory and the local copy of the documentation linked from that page.

Errors During Start-up

If Apache suffers afatal problem during startup, it will write a message describing the problem either to the console or to the
ErrorLog before exiting. One of the most common error messagesis"Unabl e to bind to Port ...". Thismessageis

usually caused by either:
« Trying to start the server on a privileged port when not logged in as the root user; or
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« Tryingto start the server when there is another instance of Apache or some other web server already bound to the same
port.

For further trouble-shooting instructions, consult the Apache FAQ.

Starting at Boot-Time

If you want your server to continue running after a system reboot, you should add acall to ht t pd or apachect | toyour system
startup files (typicaly r c. | ocal or afileinanr c. Ndirectory). Thiswill start Apache asroot. Before doing this ensure that your
server is properly configured for security and access restrictions. Theapachect | script is designed so that it can often be linked
directly as an init script, but be sure to check the exact requirements of your system.

Additional Information

Additional information about the command-line options of httpd and apachectl as well as other support programs included with the
server is available on the Server and Supporting Programs page. Thereis also documentation on all the modules included with the
Apache distribution and the directives that they provide.

Apache HTTP Server
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Stopping and Restarting Apache

This document covers stopping and restarting Apache on Unix and Cygwin only. Windows users should see Signalling Apache
when running.

Y ou will notice many ht t pd executables running on your system, but you should not send signals to any of them except the parent,
whose pid isin the PidFile. That isto say you shouldn't ever need to send signals to any process except the parent. There are three

signals that you can send the parent: TERM HUP, and USR1, which will be described in a moment.

To send asignal to the parent you should issue a command such as:

kill -TERM “cat /usr/local/apache/l ogs/httpd. pid
Y ou can read about its progress by issuing:

tail -f /usr/local/apache/logs/error_|og
Modify those examples to match your ServerRoot and PidFile settings.

As of Apache 1.3 we provide a script called apachectl which can be used to start, stop, and restart Apache. It may need alittle
customization for your system, see the comments at the top of the script.

TERM Signal: stop now

Sending the TERMsignal to the parent causes it to immediately attempt to kill off all of its children. It may take it several secondsto
complete killing off its children. Then the parent itself exits. Any requests in progress are terminated, and no further requests are
served.

HUP Signal: restart now

Sending the HUP signal to the parent causes it to kill off its children like in TERMbut the parent doesn't exit. It re-readsits
configuration files, and re-opens any log files. Then it spawns a new set of children and continues serving hits.

Users of the status module will notice that the server statistics are set to zero when aHUP is sent.

Note: If your configuration file has errorsin it when you issue a restart then your parent will not restart, it will exit with an error.
See below for amethod of avoiding this.

USR1 Signal: graceful restart

Note: prior to release 1.2b9 this code is quite unstable and shouldn't be used at all.

The USR1 signal causes the parent process to advise the children to exit after their current request (or to exit immediately if they're
not serving anything). The parent re-reads its configuration files and re-opens itslog files. As each child dies off the parent replaces
it with a child from the new generation of the configuration, which begins serving new requests immediately.

This code is designed to always respect the MaxClients, MinSpareServers, and MaxSpareServers settings. Furthermore, it respects
StartServersin the following manner: if after one second at least StartServers new children have not been created, then create
enough to pick up the dlack. Thisisto say that the code tries to maintain both the number of children appropriate for the current load
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on the server, and respect your wishes with the StartServers parameter.

Users of the status module will notice that the server statistics are not set to zero when a USRL1 is sent. The code was written to both

minimize the time in which the server is unable to serve new requests (they will be queued up by the operating system, so they're
not lost in any event) and to respect your tuning parameters. In order to do thisit hasto keep the scoreboard used to keep track of
al children across generations.

The status module will aso use a Gto indicate those children which are still serving requests started before the graceful restart was
given.

At present there is no way for alog rotation script using USR1 to know for certain that all children writing the pre-restart log have
finished. We suggest that you use a suitable delay after sending the USR1 signal before you do anything with the old log. For
example if most of your hits take less than 10 minutes to complete for users on low bandwidth links then you could wait 15 minutes
before doing anything with the old log.

Note: If your configuration file has errorsin it when you issue a restart then your parent will not restart, it will exit with an error. In
the case of graceful restartsit will also leave children running when it exits. (These are the children which are "gracefully exiting"
by handling their last request.) Thiswill cause problemsif you attempt to restart the server -- it will not be ableto bind to its
listening ports. Before doing arestart, you can check the syntax of the configuration files with the - t command line argument (see
httpd ). This still will not guarantee that the server will restart correctly. To check the semantics of the configuration files aswell as

the syntax, you can try starting httpd as a non-root user. If there are no errorsit will attempt to open its sockets and logs and fail
because it's not root (or because the currently running httpd already has those ports bound). If it fails for any other reason then it's
probably a config file error and the error should be fixed before issuing the graceful restart.

Appendix: signals and race conditions

Prior to Apache 1.2b9 there were severa race conditions involving the restart and die signals (a simple description of race condition
is: atime-sensitive problem, asin if something happens at just the wrong time it won't behave as expected). For those architectures
that have the "right" feature set we have eliminated as many as we can. But it should be noted that there still do exist race conditions
on certain architectures.

Architectures that use an on disk ScoreBoardFile have the potential to corrupt their scoreboards. This can result in the "bind:

Address already in use" (after HUP) or "long lost child came home!" (after USR1). The former isafatal error, while the latter just
causes the server to lose a scoreboard slot. So it might be advisable to use graceful restarts, with an occasional hard restart. These
problems are very difficult to work around, but fortunately most architectures do not require a scoreboard file. See the
ScoreBoardFile documentation for a architecture usesiit.

NEXT and MACHTEN (68k only) have small race conditions which can cause arestart/die signal to be lost, but should not cause the
server to do anything otherwise prablematic.

All architectures have a small race condition in each child involving the second and subsequent requests on a persistent HTTP
connection (KeepAlive). It may exit after reading the request line but before reading any of the request headers. Thereis afix that
was discovered too late to make 1.2. In theory thisisn't an issue because the KeepAlive client has to expect these events because of
network latencies and server timeouts. In practice it doesn't seem to affect anything either -- in atest case the server was restarted
twenty times per second and clients successfully browsed the site without getting broken images or empty documents.

Apache HTTP Server
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Configuration Files

« Main Configuration Files

Syntax of the Configuration Files

« Modules

Scope of Directives

« .htaccess Files

Main Configuration Files

Related M odules|Related Dir ectives

mod mime AccessConfig
<IfDefine>
Include

ResourceConfig
TypesConfig

Apache is configured by placing directives in plain text configuration files. The main configuration fileis usually called

htt pd. conf . Thelocation of thisfileis set at compile-time, but may be overridden with the - f command line flag. Some sites
also havesr m conf andaccess. conf filesfor historical reasons. In addition, other configuration files may be added using the

| ncl ude directive. Any directive may be placed in any of these configuration files. Changes to the main configuration files are
only recognized by Apache when it is started or restarted.

New with Apache 1.3.13 is afeature where if any configuration fileis actually a directory, Apache will enter that directory and
parse any files (and subdirectories) found there as configuration files. One possible use for this would be to add Virtual Hosts by
creating small configuration files for each host, and placing them in such a configuration directory. Thus, you can add or remove
VirtualHosts without editing any files at all, smply adding or deleting them. This makes automating such processes much easier.

The server also reads a file containing mime document types; the filenameis set by the TypesConfig directive, and is
m ne. t ypes by default.

Syntax of the Configuration Files

Apache configuration files contain one directive per line. The back-dlash "\" may be used asthe |last character on alineto indicate
that the directive continues onto the next line. There must be no other characters or white space between the back-d ash and the end
of theline.

Directivesin the configuration files are case-insensitive, but arguments to directives are often case sensitive. Lines which begin with
the hash character "#" are considered comments, and are ignored. Comments may not be included on aline after a configuration
directive. Blank lines and white space occurring before a directive are ignored, so you may indent directives for clarity.
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Y ou can check your configuration files for syntax errors without starting the server by using apachect| confi gt est orthe
-t command line option.

Modules

Related M odules|Related Directives

mod so AddModule
ClearModuleList
<IfModule>
LoadModule

Apacheisamodular server. Thisimplies that only the most basic functionality isincluded in the core server. Extended features are
available through modules which can be loaded into Apache. By default, a base set of modulesisincluded in the server at

compile-time. If the server is compiled to use dynamically loaded modules, then modules can be compiled separately and added at
any time using the LoadM odule directive. Otherwise, Apache must be recompiled to add or remove modules. Configuration
directives may be included conditional on a presence of a particular module by enclosing them in an <IfModule> block.

To see which modules are currently compiled into the server, you can use the- 1 command line option.

Scope of Directives

Related Directives

<Directory>
<DirectoryMatch>

<Files>
<FilesMatch>

<L ocation>

<L ocationMatch>
<VirtuaHost>

Directives placed in the main configuration files apply to the entire server. If you wish to change the configuration for only a part of
the server, you can scope your directives by placingthemin<Di rect ory>, <DirectoryMatch>, <Fil es>,

<Fi |l esMat ch>, <lLocation>, and<Locati onMat ch> sections. These sections limit the application of the directives

which they enclose to particular filesystem locations or URLS. They can also be nested, allowing for very fine grained
configuration.

Apache has the capability to serve many different websites simultaneously. Thisis called Virtual Hosting. Directives can also be
scoped by placing them inside <Vi r t ual Host > sections, so that they will only apply to requests for a particular website.

Although most directives can be placed in any of these sections, some directives do not make sense in some contexts. For example,
directives controlling process creation can only be placed in the main server context. To find which directives can be placed in
which sections, check the Context of the directive. For further information, we provide details on How Directory, Location and Files

sections work.
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.htaccess Files

Related Directives

AccessFileName
AllowOverride

Apache allows for decentralized management of configuration via specia files placed inside the web tree. The specia filesare
usually called . ht access, but any hame can be specified in the AccessFi | eNane directive. Directivesplaced in. ht access
files apply to the directory where you place thefile, and al sub-directories. The. ht access filesfollow the same syntax as the
main configuration files. Since. ht access filesare read on every request, changes made in these files take immediate effect.

To find which directives can be placed in . ht access files, check the Context of the directive. The server administrator further
controls what directives may be placed in . ht access files by configuring the Al | owOver ri de directivein the main
configuration files.

For more information on . ht access files, see Ken Coar's tutorial on Using .htaccess Files with Apache.

Apache HTTP Server
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How Directory, Location and Files sections work

The sections<Di r ect or y>, <Locat i on> and <Fi | es> can contain directives which only apply to specified directories, URLS

or files respectively. Also htaccess files can be used inside a directory to apply directives to that directory. This document explains
how these different sections differ and how they relate to each other when Apache decides which directives apply for a particular
directory or request URL.

Directives allowed in the sections

Everything that is syntactically allowed in <Di r ect or y> isalso allowed in <Locat i on> (except asub-<Fi | es> section).
Semantically, however some things, most notably Al | owOver ri de and the two options Fol | owSynii nks and

Synli nksl f Omer Mat ch, makeno sensein<Locat i on>, <Locat i onMat ch> or <Di r ect or yMat ch>. The same for
<Fi | es> -- syntactically everything isfine, but semantically some things are different.

How the sections are merged

The order of mergingis:

1. <Di r ect or y> (except regular expressions) and .htaccess done simultaneously (with .htaccess, if alowed, overriding
<Di rectory>)

2. <Di rect oryMat ch>, and <Di r ect or y> with regular expressions

3. <Fi | es>and <Fi | esMat ch> done simultaneously

4. <Locati on>and <Locat i onMat ch> done simultaneously
Apart from <Di r ect or y>, each group is processed in the order that they appear in the configuration files. <Di r ect or y> (group
1 above) is processed in the order shortest directory component to longest. If multiple <Di r ect or y> sections apply to the same
directory they they are processed in the configuration file order. The configuration files are read in the order httpd.conf, srm.conf

and access.conf. Configurationsincluded viathe | ncl ude directive will be treated as if they were inside the including file at the
location of the | ncl ude directive.

Sectionsinside <Vi r t ual Host > sections are applied after the corresponding sections outside the virtual host definition. This
alows virtual hoststo override the main server configuration. (Note: this only works correctly from 1.2.2 and 1.3a2 onwards.
Before those rel eases sectionsinside virtual hosts were applied before the main server).

Later sections override earlier ones.

Notes about using sections

The general guidelines are:
« If you are attempting to match objects at the filesystem level then you must use<Di r ect or y> and/or <Fi | es>.
« If you are attempting to match objects at the URL level then you must use<Locat i on>

But a notable exception is:

« proxy control isdonevia<Di r ect or y>. Thisis alegacy mistake because the proxy existed prior to <Locat i on>. A
future version of the config language should probably switch thisto <Locat i on>.
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Note about .htaccess parsing:
» Modifying .htaccess parsing during Location doesn't do anything because .htaccess parsing has already occurred.

<Locat i on> and symbolic links:

o Itisnot possibletouse"Opti ons Fol | owSynli nks" or "Opti ons SynLi nksl f Owner Mat ch" inside a
<Locat i on>,<Locat i onMat ch>or <Di r ect or yMat ch> section (the options are simply ignored). Using the
optionsin question isonly possibleinsidea<Di r ect or y> section (or a. ht access file).

<Fi | es>and Opt i ons:
« Apache won't check for it, but using an Opt i ons directiveinside a<Fi | es> section has no effect.

Another note:

o Thereisactualy a<Locati on>/<Locat i onMat ch> sequence performed just before the name trandlation phase (where
Al i ases and Docunent Root s are used to map URLsto filenames). The results of this sequence are completely thrown
away after the trandation has completed.

Apache HTTP Server
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Server-Wide Configuration

This document explains some of the directives provided by the core server which are used to configure the basic operations of the
server.

o Server |dentification

« File Locations

o Process Creation

« Network Configuration

« Limiting Resource Usage

Server ldentification

Related Directives

ServerName
ServerAdmin
ServerSignature
ServerTokens
UseCanonicalName

The Ser ver Adni n and Ser ver Tokens directives control what information about the server will be presented in
server-generated documents such as error messages. The Ser ver Tokens directive sets the value of the Server HTTP response
header field.

The Ser ver Nane and UseCanoni cal Nane directives are used by the server to determine how to construct self-referential
URLSs. For example, when a client requests a directory, but does not include the trailing slash in the directory name, Apache must
redirect the client to the full name including the trailing slash so that the client will correctly resolve relative referencesin the
document.

File Locations

Related Directives

CoreDumpDirectory
DocumentRoot
Errorlog

L ockfile

PidFile
ScoreBoardFile
ServerRoot
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These directives control the locations of the various files that Apache needs for proper operation. When the pathname used does not
begin with aslash "/", the files are located relative to the Ser ver Root . Be careful about locating filesin paths which are writable
by non-root users. See the security tips documentation for more details.

Process Creation

Related Directives

BS2000A ccount
Group

MaxClients
MaxReguestsPerChild
MaxSpareServers
MinSpareServers
ServerType
StartServers
ThreadsPerChild

User

When Ser ver Type is set to itsrecommended value of St andal one, Apache 1.3 for Unix isapre-forking web server. A single
control processis responsible for launching child processes which listen for connections and serve them when they arrive. Apache
awaystries to maintain several spare or idle server processes, which stand ready to serve incoming requests. In thisway, clients do
not need to wait for a new child processes to be forked before their requests can be served.

TheSt art Server s, M nSpar eSer ver s, MaxSpar eSer ver s, and MaxSer ver s regulate how the parent process creates
children to serve requests. In general, Apache is very self-regulating, so most sites do not need to adjust these directives from their
default values. Sites which need to serve more than 256 simultaneous requests may need to increase Maxd i ent s, while siteswith
limited memory may need to decrease MaxC i ent s to keep the server from thrashing (swapping memory to disk and back). More
information about tuning process creation is provided in the performance hints documentation.

While the parent process is usually started as root under Unix in order to bind to port 80, the child processes are launched by
Apache as aless-privileged user. The User and G oup directives are used to set the privileges of the Apache child processes. The
child processes must be able to read all the content that will be served, but should have as few privileges beyond that as possible. In
addition, unless suexec is used, these directives also set the privileges which will be inherited by CGI scripts.

MaxRequest sPer Chi | d controls how frequently the server recycles processes by killing old ones and launching new ones.

Under Windows, Apache launches one control process and one child process. The child process creates multiple threads to serve
reguests. The number of threads is controlled by the Thr eadsPer Chi | d directive.

Network Configuration
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Related Directives

BindAddress
KeepAlive
KeepAliveTimeout
Listen
ListenBackLog
AcceptFilter

AcceptMutex
MaxK egpAliveRequests

Port
SendBufferSize
TimeOut

When Apache starts, it connects to some port and address on the local machine and waits for incoming requests. By default, it
listens to al addresses on the machine, and to the port as specified by the Por t directive in the server configuration. However, it
can betold to listen to more than one port, to listen to only selected addresses, or a combination. This is often combined with the
Virtual Host feature which determines how Apache responds to different | P addresses, hostnames and ports.

There are two directives used to restrict or specify which addresses and ports Apache listensto. The Bi ndAddr ess directiveis
used to restrict the server to listening to asingle IP address. The Li st en directive can be used to specify multiple | P addresses
and/or Ports to which Apache will listen.

Theli st enBackLog, SendBuf f er Si ze, and Ti neQut directives are used to adjust how Apache interacts with the
network.Accept Fi | t er controlsaBSD specific filter optimization. See the BSD section on performance hints documentation.
Accept Mut ex controls which accept mutex method will be used. For an explanation of what thisis and why it's needed, see the
performance tuning guide

TheKeepAl i ve, KeepAl i veTi neout , and MaxKeepAl i veRequest s directives are used to configure how Apache handles
persistent connections.

Limiting Resource Usage

Related Directives

LimitRequestBody
LimitRequestFields
LimitRequestFieldsize
LimitRequestLine
RLimitCPU
RLimitMEM
RLimitNPROC
ThreadStackSize

TheLi nmi t Request * directives are used to place limits on the amount of resources Apache will use in reading requests from
clients. By limiting these values, some kinds of denial of service attacks can be mitigated.

TheRLi mi t * directives are used to limit the amount of resources which can be used by processes forked off from the Apache
children. In particular, thiswill control resources used by CGI scripts and SSI exec commands.

TheThr eadSt ackSi ze directive is used only on Netware to control the stack size.
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Apache HTTP Server
Log Files

In order to effectively manage aweb server, it is necessary to get feedback about the activity and performance of the server aswell
as any problems that may be occuring. The Apache HTTP Server provides very comprehensive and flexible logging capabilities.
This document describes how to configure itslogging capabilities, and how to understand what the logs contain.

o Security Warning
« Error Log

o AccessLog
o Common Log Format

o Combined Log Format

o Multiple Access Logs

o Conditional Logging
« Log Rotation
« Piped Logs
« VirtuaHosts
« Other Log Files
o PID File
o ScriptLog
0 Rewritelog

Security Warning

Anyone who can write to the directory where Apache is writing alog file can amost certainly gain access to the uid that the server
is started as, which is normally root. Do NOT give people write access to the directory the logs are stored in without being aware of
the consequences; see the security tips document for details.

In addition, log files may contain information supplied directly by the client, without escaping. Therefore, it is possible for
malicious clients to insert control-characters in the log files, so care must be taken in dealing with raw logs.

Error Log

Related Directives

ErrorLog
LogLevel

The server error log, whose name and location is set by the ErrorLog directive, is the most important log file. Thisisthe place
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where Apache httpd will send diagnostic information and record any errorsthat it encountersin processing requests. It isthefirst
place to look when a problem occurs with starting the server or with the operation of the server, since it will often contain details of
what went wrong and how to fix it.

Theerror log isusually written to afile (typically er r or _| og on unix systemsand er r or . | og on Windows and OS/2). On unix
systemsit is also possible to have the server send errorsto sysl og or pipe them to a program.

The format of the error log isrelatively free-form and descriptive. But there is certain information that is contained in most error log
entries. For example, hereis atypical message.

[Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied by server
configuration: /export/home/livelap/htdocs/test

Thefirst item in the log entry is the date and time of the message. The second entry lists the severity of the error being reported. The
LogL evel directive is used to control the types of errors that are sent to the error log by restricting the severity level. The third entry
givesthe | P address of the client that generated the error. Beyond that is the message itself, which in this case indicates that the
server has been configured to deny the client access. The server reports the file-system path (as opposed to the web path) of the
requested document.

A very wide variety of different messages can appear in the error log. Most look similar to the example above. The error log will
also contain debugging output from CGI scripts. Any information written to st der r by a CGI script will be copied directly to the
error log.

It is not possible to customize the error log by adding or removing information. However, error log entries dealing with particular
reguests have corresponding entries in the access |og. For example, the above example entry corresponds to an access log entry with

status code 403. Sinceit is possible to customize the access |og, you can obtain more information about error conditions using that
log file.

During testing, it is often useful to continuously monitor the error log for any problems. On unix systems, you can accomplish this
using:

tail -f error_log

Access Log

Related M odules|Related Directives

mod log config |CustomLog

L ogFormat
SetEnvif

The server access log records all requests processed by the server. The location and content of the access log are controlled by the
CustomL og directive. The LogFormat directive can be used to simplify the selection of the contents of the logs. This section

describes how to configure the server to record information in the access log.

Of course, storing the information in the access log is only the start of log management. The next step is to analyze this information
to produce useful statistics. Log analysisin general is beyond the scope of this document, and not really part of the job of the web
server itself. For more information about this topic, and for applications which perform log analysis, check the Open Directory or

Y ahoo.

Various versions of Apache httpd have used other modules and directives to control access logging, including mod_log_referer,
mod_log_agent, and the Tr ansf er Log directive. The Cust oml_og directive now subsumes the functionality of all the older
directives.

The format of the access log is highly configurable. The format is specified using aformat string that looks much like a C-style

printf(1) format string. Some examples are presented in the next sections. For a complete list of the possible contents of the format
string, see the mod_log_config documentation.
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Common Log Format

A typical configuration for the access log might look as follows.

LogFormat "% % % % \"%\" %s %" common
CustonLog | ogs/ access_| og common

This defines the nickname common and associates it with a particular log format string. The format string consists of percent
directives, each of which tell the server to log a particular piece of information. Literal characters may also be placed in the format
string and will be copied directly into the log output. The quote character (") must be escaped by placing a back-slash before it to
prevent it from being interpreted as the end of the format string. The format string may also contain the special control characters
"\ n" for new-lineand "\ t " for tab.

The Cust onLog directive sets up anew log file using the defined nickname. The filename for the access log isrelative to the
ServerRoot unless it begins with a dlash.

The above configuration will write log entriesin aformat known as the Common Log Format (CLF). This standard format can be
produced by many different web servers and read by many log analysis programs. The log file entries produced in CLF will ook
something like this:

127.0.0.1 - frank [10/ Qct/2000: 13: 55: 36 -0700] "GET /apache_pb. gif HTTP/1.0"
200 2326

Each part of thislog entry is described below.
127.0.0. 1 (%)

Thisisthe IP address of the client (remote host) which made the request to the server. If HostNamel ookupsis set to On,
then the server will try to determine the hostname and log it in place of the IP address. However, this configuration is not
recommended since it can significantly slow the server. Instead, it is best to use alog post-processor such as logresolve to
determine the hostnames. The I P address reported here is not necessarily the address of the machine at which the user is
sitting. If aproxy server exists between the user and the server, this address will be the address of the proxy, rather than the
originating machine.

- (%)
The "hyphen" in the output indicates that the requested piece of information is not available. In this case, the information
that is not availableis the RFC 1413 identity of the client determined by i dent d on the clients machine. Thisinformation

is highly unreliable and should amost never be used except on tightly controlled internal networks. Apache httpd will not
even attempt to determine this information unless I dentityCheck is set to On.

frank (%)

Thisisthe userid of the person requesting the document as determined by HT TP authentication. The same valueistypically
provided to CGlI scripts in the REMOTE_USER environment variable. If the status code for the request (see below) is 401,
then this value should not be trusted because the user is not yet authenticated. If the document is not password protected,
thisentry will be"- " just like the previous one.

[ 10/ Oct/2000: 13: 55: 36 -0700] (%)
The time that the server finished processing the request. The format is:

[ day/ mont h/ year : hour: m nut e: second zone]
day = 2*digit
month = 3*letter
4*di gi t
2*digit
mnute = 2*digit
second = 2*digit
zone = (4 | "-') 4*digit
It is possible to have the time displayed in another format by specifying %4 f or nat } t inthelog format string, where
format isasinstrftime(3) fromthe C standard library.

"GET /apache_pb.gif HITP/1.0" (\"%\")

The reguest line from the client is given in double quotes. The request line contains a great deal of useful information. First,
the method used by the client is GET. Second, the client requested the resource/ apache_pb. gi f, and third, the client
used the protocol HTTP/ 1. 0. It isaso possible to log one or more parts of the request line independently. For example, the
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format string "%m %)% %" will log the method, path, query-string, and protocol, resulting in exactly the same output as
"o "

200 (%s)
Thisisthe status code that the server sends back to the client. Thisinformation is very valuable, because it reveals whether
the request resulted in a successful response (codes beginning in 2), aredirection (codes beginning in 3), an error caused by

the client (codes beginning in 4), or an error in the server (codes beginning in 5). The full list of possible status codes can be
found in the HTTP specification (RFC2616 section 10).

2326 (%)

Thelast entry indicates the size of the object returned to the client, not including the response headers. If no content was
returned to the client, thisvalue will be"- ". Tolog "0" for no content, use %8B instead.

Combined Log Format

Another commonly used format string is called the Combined Log Format. It can be used as follows.

LogFormat "% % % % \"%\" %s % \"% Referer}i\" \"9% User-agent}i\""
conbi ned
CustonLog | og/ acces_| og comnbi ned

Thisformat is exactly the same as the Common Log Format, with the addition of two more fields. Each of the additional fields uses
the percent-directive %4 header } i , where header can be any HTTP request header. The access log under this format will ook
like:

127.0.0.1 - frank [10/Cct/2000: 13: 55: 36 -0700] "CGET /apache_pb.gif HITP/ 1.0"
200 2326 "http://ww. exanple.conistart.htm" "Mzilla/4.08 [en] (Wn98; |
; Nav) "

The additional fields are:
"http://ww. exanple.com start.htm" ("% Referer}i\")

The "Referer” (sic) HTTP request header. This gives the site that the client reports having been referred from. (This should
be the page that links to or includes/ apache_pb. gi f).

"Mozilla/4.08 [en] (Wn98; | ;Nav)" "% User-agent}i\")
The User-Agent HTTP request header. Thisis the identifying information that the client browser reports about itself.

Multiple Access Logs

Multiple access logs can be created ssimply by specifying multiple Cust onlog directivesin the configuration file. For example,
the following directives will create three access logs. The first contains the basic CLF information, while the second and third
contain referer and browser information. The last two Cust onmlog lines show how to mimic the effects of the Ref er Log and
Agent Log directives.

LogFormat "% % % % \"%\" %s %" common

CustonLog | ogs/ access_| og common

Custonlog logs/referer log "% Referer}i -> S

Custonlog | ogs/agent | og "% User-agent}i™

This example also shows that it is not necessary to define a nickname with the LogFor mat directive. Instead, the log format can be
specified directly in the Cust onlog directive.

Conditional Logging

There are times when it is convenient to exclude certain entries from the access |ogs based on characteristics of the client request.
Thisis easily accomplished with the help of environment variables. First, an environment variable must be set to indicate that the

regquest meets certain conditions. Thisis usually accomplished with SetEnvif. Then the env= clause of the Cust onLog directiveis
used to include or exclude requests where the environment variable is set. Some examples:
# Mark requests fromthe | oop-back interface

Set Envif Renote_ Addr "127\.0\.0\. 1" dontl og
# Mark requests for the robots.txt file
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Set Envl f Request URI "~/robots\.txt$" dontlog
# Log what renains
CustonLog | ogs/ access_| og common env=!dont| og

As another example, consider logging requests from english-speakers to one log file, and non-english speakersto adifferent log file.

Set Envl f Accept - Language "en" engli sh
Custonlog | ogs/english_Iog conmon env=english
CustonmLog | ogs/ non_english_| og comon env=!english

Although we have just shown that conditional logging is very powerful and flexibly, it is not the only way to control the contents of
the logs. Log files are more useful when they contain a complete record of server activity. It is often easier to smply post-process
the log files to remove requests that you do not want to consider.

Log Rotation

On even amoderately busy server, the quantity of information stored in the log filesis very large. The accesslog file typically
grows 1 MB or more per 10,000 requests. It will consequently be necessary to periodically rotate the log files by moving or deleting
the existing logs. This cannot be done while the server is running, because Apache will continue writing to the old log file aslong as
it holds the file open. Instead, the server must be restarted after the log files are moved or deleted so that it will open new log files.

By using a graceful restart, the server can be instructed to open new log files without losing any existing or pending connections
from clients. However, in order to accomplish this, the server must continue to write to the old log files while it finishes serving old
requests. It is therefore necessary to wait for some time after the restart before doing any processing on the log files. A typical
scenario that simply rotates the logs and compresses the old logs to save space is:

m/ access_|l og access_log.old

m/ error_log error_log.old
apachect!| graceful

sl eep 600

gzip access_log.old error_log.old

Another way to perform log rotation is using piped logs as discussed in the next section.

Piped Logs

Apache httpd is capable of writing error and access |og files through a pipe to another process, rather than directly to afile. This
capability dramatically increases the flexibility of logging, without adding code to the main server. In order to write logsto a pipe,
simply replace the filename with the pipe character | *, followed by the name of the executable which should accept log entries on
its standard input. Apache will start the piped-log process when the server starts, and will restart it if it crashes while the server is
running. (Thislast feature is why we can refer to this technique as "reliable piped logging”.)

Piped log processes are spawned by the parent Apache httpd process, and inherit the userid of that process. This means that piped
log programs usually run asroot. It is therefore very important to keep the programs simple and secure.
Some simple examples using piped logs:

# conpressed | ogs

Custonmlog "|/usr/bin/gzip -c >> /var/log/access_| 0og. gz" common

# alnost-real -time nane resol ution

Custonlog "|/usr/l ocal /apache/bin/l ogresolve >> [var/log/access_| og" comon

Notice that quotes are used to enclose the entire command that will be called for the pipe. Although these examples are for the
access log, the same technique can be used for the error log.

One important use of piped logsisto alow log rotation without having to restart the server. The Apache HTTP Server includes a
simple program called rotatelogs for this purpose. For example, to rotate the logs every 24 hours, you can use:

Custonlog "|/usr/l ocal /apache/bin/rotatel ogs /var/l og/access_| og 86400"
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common

A similar, but much more flexible log rotation program called cronolog is available at an external site.

Aswith conditional logging, piped logs are avery powerful tool, but they should not be used where a simpler solution like off-line
post-processing is available.

Virtual Hosts

When running a server with many virtual hosts, there are several options for dealing with log files. First, it is possible to use logs

exactly asin asingle-host server. Simply by placing the logging directives outside the <Vi r t ual Host > sectionsin the main
server context, it ispossible to log all requests in the same access log and error log. This technique does not allow for easy
collection of statistics on individual virtual hosts.

If Cust onlLog or Err or Log directives are placed insidea<Vi r t ual Host > section, all requests or errors for that virtual host
will be logged only to the specified file. Any virtua host which does not have logging directives will still have its requests sent to
the main server logs. This technique is very useful for a small number of virtual hosts, but if the number of hostsis very large, it can
be complicated to manage. In addition, it can often create problems with insufficient file descriptors.

For the accesslog, thereis avery good compromise. By adding information on the virtual host to the log format string, it is possible
tolog all hosts to the same log, and later split the log into individual files. For example, consider the following directives.

LogFormat "% % % % \"%\" %s %" conobnvhost
CustonmLog | ogs/ access_| og cononvhost

The %v is used to log the name of the virtual host that is serving the request. Then a program like split-logfile can be used to
post-process the access log in order to split it into one file per virtual host.

Unfortunately, no similar technique is available for the error log, so you must choose between mixing al virtual hostsin the same
error log and using one error log per virtual host.

Other Log Files

Related M odules|Related Dir ectives

mod_cqi PidFile

mod_rewrite Rewritel og
RewriteL oglL evel
ScriptLog

ScriptLoglL ength
ScriptL ogBuffer

PID File

On startup, Apache httpd saves the process id of the parent httpd processto thefilel ogs/ ht t pd. pi d. Thisfilename can be
changed with the PidFile directive. The process-id is for use by the administrator in restarting and terminating the daesmon by

sending signals to the parent process; on Windows, use the -k command line option instead. For more information see the Stopping
and Restarting page.
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Script Log

In order to aid in debugging, the ScriptL og directive allows you to record the input to and output from CGI scripts. This should only
be used in testing - not for live servers. More information is available in the mod _cgi documentation.

Rewrite Log

When using the powerful and complex features of mod rewrite, it is almost always necessary to use the Rewritel og to help in

debugging. Thislog file produces a detailed analysis of how the rewriting engine transforms requests. The level of detail is
controlled by the RewriteL oglL evel directive.

Apache HTTP Server
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Mapping URLs to Filesystem Locations

This document explains how Apache uses the URL of arequest to determine the filesystem location from which to serve afile.
« DocumentRoot

« Files Outside the DocumentRoot

o User Directories

« URL Redirection

Rewrite Engine
File Not Found

Related Modules |Related Directives
mod_adlias Alias
mod _rewrite AliasMatch
mod_userdir CheckSpelling
mod_speling DocumentRoot
mod vhost alias |ErrorDocument
Options
Redirect
RedirectM atch
RewriteCond
RewriteRule
ScriptAlias
ScriptAliasMatch
UserDir
DocumentRoot

In deciding what file to serve for a given request, Apache's default behavior isto take the URL-Path for the request (the part of the
URL following the hostname and port) and add it to the end of the DocumentRoot specified in your configuration files. Therefore,

the files and directories underneath the Docunment Root make up the basic document tree which will be visible from the web.

Apache is also capable of Virtual Hosting, where the server receives requests for more than one host. In this case, a different
Docunent Root can be specified for each virtual host, or alternatively, the directives provided by the module mod vhost alias can
be used to dynamically determine the appropriate place from which to serve content based on the requested | P address or hostname.

Files Outside the DocumentRoot

There are frequently circumstances where it is necessary to allow web access to parts of the filesystem that are not strictly
underneath the DocumentRoot. Apache offers several different ways to accomplish this. On Unix systems, symbolic links can bring

other parts of the filesystem under the Docunent Root . For security reasons, Apache will follow symboalic links only if the
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Options setting for the relevant directory includes Fol | owSynii nks or Synili nksl f Oaer Mat ch.

Alternatively, the Alias directive will map any part of the filesystem into the web space. For example, with

Alias /docs /var/web/

theURL ht t p: / / ww. exanpl e. conf docs/dir/file.htm will beservedfrom/var/web/dir/file.htm .The
ScriptAlias directive works the same way, with the additional effect that all content located at the target path is treated as CGI

scripts.

For situations where you require additional flexibility, you can use the AliasMatch and ScriptAliasMatch directives to do powerful
regular-expression based matching and substitution. For example,

ScriptAliasMatch ~/ ~([~]*)/cgi-bin/(.*) /honme/$1/cgi-bin/3$2

will map arequesttoht t p: / / exanpl e. conf ~user/ cgi - bi n/ scri pt. cgi tothepath
/ home/ user/ cgi - bi n/ scri pt. cgi and will treat the resulting file as a CGI script.

User Directories

Traditionally on Unix systems, the home directory of a particular user can be referred to as~user / . The module mod_userdir
extends thisideato the web by allowing files under each user's home directory to be accessed using URL s such as the following.

http://ww. exanpl e. conf ~user/file.htm

For security reasons, it is inappropriate to give direct access to a user's home directory from the web. Therefore, the UserDir

directive specifies a directory underneath the user's home directory where web files are located. Using the default setting of
Userdir public_htnl,theabove URL mapsto afileat adirectory like/ hone/ user/public_htm/file.htm
where/ hone/ user/ isthe user'shome directory as specifiedin/ et ¢/ passwd.

There are also several other forms of the User di r directive which you can use on systems where/ et ¢/ passwd does not contain
the location of the home directory.

Some people find the "~" symbol (which is often encoded on the web as % e) to be awkward and prefer to use an alternate string to
represent user directories. This functionality is not supported by mod_userdir. However, if users home directories are structured in a
regular way, then it is possible to use the AliasMatch directive to achieve the desired effect. For example, to make

http://ww. exanpl e. conf upages/ user/file. htm mapto/ home/user/public_htm/file.htnm 6 usethe
following Al i asMat ch directive:

Ali asMat ch ~/ upages/ ([~ ]1*)/?(.*) /hone/$1/public_htm/$2

URL Redirection

The configuration directives discussed in the above sections tell Apache to get content from a specific place in the filesystem and
return it to the client. Sometimes, it is desirable instead to inform the client that the requested content islocated at a different URL,
and instruct the client to make a new request with the new URL. Thisis called redirection and isimplemented by the Redirect

directive. For example, if the contents of the directory / f 0o/ under the Docunent Root are moved to the new directory / bar /
you can instruct clientsto request the content at the new location as follows:

Redirect permanent /foo/ http://ww. exanpl e.com bar/

Thiswill redirect any URL-Path starting in/ f oo/ to the same URL path on the wwv. exanpl e. comserver with/ bar /
substituted for / f 0o/ . Y ou can redirect clients to any server, not only the origin server.

Apache also provides a RedirectMatch directive for more complicated rewriting problems. For example, to redirect requests for the
site home page to adifferent site, but leave al other requests alone, use the following configuration:

Redi rect Mat ch permanent ~/$ http://ww. exanpl e. coni st art page. ht m

Alternatively, to temporarily redirect all pages on a site to one particular page, use the following:
RedirectMatch tenp .* http://ww. exanpl e. coni st art page. ht m
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Rewriting Engine

When even more powerful substitution is required, the rewriting engine provided by mod_rewrite can be useful. The directives
provided by this module use characteristics of the request such as browser type or source |P address in deciding from where to serve
content. In addition, mod_rewrite can use external database files or programs to determine how to handle a request. Many practical
examples employing mod_rewrite are discussed in the URL Rewriting Guide.

File Not Found

Inevitably, URLs will be requested for which no matching file can be found in the filesystem. This can happen for several reasons.
In some cases, it can be aresult of moving documents from one location to another. In this case, it is best to use URL redirection to
inform clients of the new location of the resource. In thisway, you can assure that old bookmarks and links will continue to work,
even though the resource is at a new location.

Another common cause of "File Not Found" errorsis accidental mistyping of URLS, either directly in the browser, or in HTML
links. Apache provides the module mod_speling (sic) to help with this problem. When this module is activated, it will intercept
"File Not Found" errors and look for aresource with asimilar filename. If one such file is found, mod_speling will send an HTTP
redirect to the client informing it of the correct location. If several "close" files are found, alist of available alternatives will be
presented to the client.

An especially useful feature of mod_speling, isthat it will compare filenames without respect to case. This can help systems where
users are unaware of the case-sensitive nature of URL s and the unix filesystem. But using mod_speling for anything more than the
occasional URL correction can place additional load on the server, since each "incorrect” request is followed by a URL redirection
and a new request from the client.

If all attempts to locate the content fail, Apache returns an error page with HTTP status code 404 (file not found). The appearance of
this page is controlled with the ErrorDocument directive and can be customized in a flexible manner as discussed in the Custom

error responses and International Server Error Responses documents.

Apache HTTP Server
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Security Tips for Server Configuration

« Permissions on ServerRoot Directories
o Server Side Includes

o Non Script Aliased CGI

« Script Aliased CGlI

« CGl in General

« Protecting System Settings

« Protect Server Files by Default

Some hints and tips on security issuesin setting up aweb server. Some of the suggestions will be general, others specific to Apache.

Permissions on ServerRoot Directories

In typical operation, Apache is started by the root user, and it switchesto the user defined by the User directive to serve hits. Asis

the case with any command that root executes, you must take care that it is protected from modification by non-root users. Not only
must the files themselves be writeable only by root, but so must the directories, and parents of all directories. For example, if you
chooseto place ServerRoot in/ usr/ | ocal / apache then it is suggested that you create that directory as root, with commands
like these:

nkdi r /usr/local/apache
cd /usr/local / apache
nkdir bin conf |ogs

chown O . bin conf |ogs
chgrp 0 . bin conf |ogs
chnmod 755 . bin conf |ogs

It isassumed that /, /usr, and /usr/local are only modifiable by root. When you install the httpd executable, you should ensure that it
issimilarly protected:

cp httpd /usr/local /apache/ bin

chown 0 /usr/I| ocal /apache/ bin/httpd
chgrp 0 /usr/local/apache/ bin/httpd
chnod 511 /usr/ 1 ocal /apache/bin/httpd

Y ou can create an htdocs subdirectory which is modifiable by other users -- since root never executes any files out of there, and
shouldn't be creating filesin there.

If you alow non-root users to modify any files that root either executes or writes on then you open your system to root
compromises. For example, someone could replace the httpd binary so that the next time you start it, it will execute some arbitrary
code. If the logs directory iswriteable (by a non-root user), someone could replace alog file with a symlink to some other system
file, and then root might overwrite that file with arbitrary data. If the log files themselves are writeable (by a non-root user), then
someone may be able to overwrite the log itself with bogus data.
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Server Side Includes

Server Side Includes (SSI) present a server administrator with several potential security risks.

Thefirst risk isthe increased load on the server. All SSI-enabled files have to be parsed by Apache, whether or not there are any SSI
directives included within the files. While thisload increase is minor, in a shared server environment it can become significant.

SSl files also pose the same risks that are associated with CGI scriptsin general. Using the "exec cmd” element, SSl-enabled files
can execute any CGI script or program under the permissions of the user and group Apache runs as, as configured in httpd.conf.
That should definitely give server administrators pause.

There are ways to enhance the security of SSI fileswhile still taking advantage of the benefits they provide.

To isolate the damage awayward SSI file can cause, a server administrator can enable suexec as described in the CGI in General
section.

Enabling SSI for files with .html or .htm extensions can be dangerous. Thisis especialy true in a shared, or high traffic, server
environment. SSl-enabled files should have a separate extension, such as the conventional .shtml. This helps keep server load at a
minimum and allows for easier management of risk.

Another solution isto disable the ability to run scripts and programs from SSI pages. To do thisreplace | ncl udes with
I ncl udesNOEXEC in the Options directive. Note that users may still use <--#include virtual="..." --> to execute CGlI scripts if

these scripts are in directories desginated by a ScriptAlias directive.

Non Script Aliased CGI

Allowing usersto execute CGI scriptsin any directory should only be considered if;
1. You trust your users not to write scripts which will deliberately or accidentally expose your system to an attack.
2. You consider security at your site to be so feeble in other areas, as to make one more potential hole irrelevant.
3. You have no users, and nobody ever visits your server.

Script Aliased CGI

Limiting CGI to special directories gives the admin control over what goes into those directories. Thisisinevitably more secure
than non script aliased CGl, but only if userswith write accessto the directoriesaretrusted or the admin iswilling to test each
new CGI script/program for potential security holes.

Most sites choose this option over the non script aliased CGI approach.

CGl in General

Always remember that you must trust the writers of the CGI script/programs or your ability to spot potential security holesin CGl,
whether they were deliberate or accidental.

All the CGI scriptswill run as the same user, so they have potential to conflict (accidentally or deliberately) with other scripts e.g.
User A hates User B, so he writes a script to trash User B's CGI database. One program which can be used to allow scriptsto run as
different usersis SUEXEC which isincluded with Apache as of 1.2 and is called from special hooks in the Apache server code.

Another popular way of doing thisiswith CGIWrap.
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Protecting System Settings

To run areally tight ship, you'll want to stop users from setting up . ht access fileswhich can override security features you've
configured. Here's one way to doit...

In the server configuration file, put

<Directory />

Al'l owOverri de None
Opti ons None

Al l ow from al |l
</Directory>

Then setup for specific directories

This stops all overrides, Includes and accessesin al directories apart from those named.

Protect Server Files by Default

One aspect of Apache which is occasionally misunderstood is the feature of default access. That is, unless you take steps to change
it, if the server can find its way to afile through normal URL mapping rules, it can serveit to clients.

For instance, consider the following example:
1. #cd/; In-s/ public_html
2. Accessing http://localhost/~root/

Thiswould allow clients to walk through the entire filesystem. To work around this, add the following block to your server's
configuration:

<Directory />
Order Deny, Al |l ow
Deny from all
</Directory>

Thiswill forbid default access to filesystem locations. Add appropriate <Directory> blocks to alow access only in those areas you
wish. For example,

<Directory /usr/users/*/public_htm >
Order Deny, Al |l ow
Al low from al |
</Directory>
<Directory /usr/local/httpd>
Order Deny, Al |l ow
Al low from al |
</Directory>

Pay particular attention to the interactions of <L ocation> and <Directory> directives; for instance, even if <Directory /> denies
access, a<Location /> directive might overturn it.

Also bewary of playing games with the UserDir directive; setting it to something like "./" would have the same effect, for root, as
the first example above. If you are using Apache 1.3 or above, we strongly recommend that you include the following line in your
server configuration files:

UserDir disabled root

Please send any other useful security tipsto The Apache Group by filling out a problem report. If you are confident you have found
a security bug in the Apache source code itself, please let us know.
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Apache 1.3
Dynamic Shared Object (DSO)
Support

Originally written by
Ralf S. Engelschall <rse@apache.org>, April 1998

Background

On modern Unix derivatives there exists a nifty mechanism usualy called dynamic linking/loading of Dynamic Shared
Objects (DSO) which provides away to build a piece of program code in a special format for loading it at run-time into
the address space of an executable program.

This loading can usually be done in two ways. Automatically by a system program called | d. so when an executable
program is started or manually from within the executing program via a programmeatic system interface to the Unix
loader through the system callsdl open()/ dl sym() .

In the first way the DSO's are usually called shared libraries or DSO librariesand named | i bf 00. so or

I'i bf 00. s0. 1. 2. They residein asystem directory (usually / usr/ | i b) and the link to the executable program is
established at build-time by specifying - | f 0o to the linker command. This hard-codes library referencesinto the
executable program file so that at start-time the Unix loader isableto locatel i bf 0o. soin/usr/1i b, in paths
hard-coded via linker-options like - R or in paths configured via the environment variable LD LI BRARY_PATH. It
then resolves any (yet unresolved) symbolsin the executable program which are available in the DSO.

Symbols in the executable program are usually not referenced by the DSO (because it's a reusable library of general
code) and hence no further resolving has to be done. The executable program has no need to do anything on its own to
use the symbols from the DSO because the complete resolving is done by the Unix loader. (In fact, the code to invoke
| d. so ispart of the run-time startup code which islinked into every executable program which has been bound
non-static). The advantage of dynamic loading of common library code is obvious: the library code needs to be stored
only once, inasystem library likel i bc. so, saving disk space for every program.

In the second way the DSO's are usually called shared objects or DSO files and can be named with an arbitrary
extension (athough the canonical nameisf 00. s0). These files usually stay inside a program-specific directory and
thereis no automatically established link to the executable program where they are used. Instead the executable
program manually loads the DSO at run-time into its address space viadl open( ) . At thistime no resolving of
symbols from the DSO for the executable program is done. But instead the Unix loader automatically resolves any (yet
unresolved) symbolsin the DSO from the set of symbols exported by the executable program and its already |oaded
DSO libraries (especially all symbolsfrom the ubiquitous| i bc. so). Thisway the DSO gets knowledge of the
executable program's symbol set asif it had been statically linked with it in the first place.

Finally, to take advantage of the DSO's API the executable program has to resolve particular symbols from the DSO
viadl sym() for later use inside dispatch tables etc. In other words: The executable program has to manually resolve
every symbol it needs to be able to use it. The advantage of such a mechanism is that optional program parts need not
be loaded (and thus do not spend memory) until they are needed by the program in question. When required, these
program parts can be loaded dynamically to extend the base program's functionality.

Although this DSO mechanism sounds straightforward there is at |east one difficult step here: The resolving of
symbols from the executable program for the DSO when using a DSO to extend a program (the second way). Why?
Because "reverse resolving" DSO symbols from the executable program's symbol set is against the library design
(where the library has no knowledge about the programsit is used by) and is neither available under all platforms nor
standardized. In practice the executable program's global symbols are often not re-exported and thus not available for
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usein aDSO. Finding away to force the linker to export all global symbolsisthe main problem one has to solve when
using DSO for extending a program at run-time.

Windows and NetWare provide similar facilities, although they are implemented somewhat differently than the
description of Unix DSO throughout this document. In particular, DSO modules (DLL's and NLM's, respectively) are
built quite differently than their Unix cousins. This document does not attempt to explore the topic of building DSO
modules on these platforms. The description of mod_so and its configuration, however, are similar.

Practical Usage

The shared library approach is the typical one, because it is what the DSO mechanism was designed for, henceit is
used for nearly all types of libraries the operating system provides. On the other hand using shared objects for
extending a program is not used by alot of programs.

Asof 1998 there are only afew software packages available which use the DSO mechanism to actually extend their
functionality at run-time: Perl 5 (viaits XS mechanism and the Dynal oader module), Netscape Server, etc. Starting
with version 1.3, Apache joined the crew, because Apache aready uses a module concept to extend its functionality
and internally uses a dispatch-list-based approach to link external modules into the Apache core functionality. So,
Apacheisreally predestined for using DSO to load its modules at run-time.

Asof Apache 1.3, the configuration system supports two optional features for taking advantage of the modular DSO
approach: compilation of the Apache core program into aDSO library for shared usage and compilation of the Apache
modules into DSO files for explicit loading at run-time.

Implementation

The DSO support for loading individual Apache modulesis based on amodule named nod_so. ¢ which hasto be
statically compiled into the Apache core. It isthe only module besidesht t p_cor e. ¢ which cannot be put into a
DSO itself (bootstrapping!). Practically all other distributed Apache modules then can then be placed into a DSO by
individually enabling the DSO build for them viaconf i gur e's- - enabl e- shar ed option (see top-level

| NSTALL file) or by changing the AddModul e command inyour sr ¢/ Conf i gur at i on into aShar edModul e
command (seesr c/ | NSTALL file). After amodule is compiled into aDSO named nod_f 00. so you can use
nod_so'sLoadModul e command inyour ht t pd. conf filetoload this module at server startup or restart.

To simplify this creation of DSO files for Apache modules (especially for third-party modules) a new support program
named apxs (APache eXtenSion) is available. It can be used to build DSO based modules outside of the Apache source

tree. Theideaissimple: When installing Apachethe conf i gur e'srmake i nst al | procedureinstalls the Apache C
header files and puts the platform-dependent compiler and linker flags for building DSO filesinto the apxs program.
Thisway the user can use apxs to compile his Apache module sources without the Apache distribution source tree
and without having to fiddle with the platform-dependent compiler and linker flags for DSO support.

To place the complete Apache core program into a DSO library (only required on some of the supported platformsto
force the linker to export the apache core symbols -- a prerequisite for the DSO modularization) the rule

SHARED CORE hasto be enabled viaconf i gur e's- - enabl e- r ul e=SHARED CORE option (see top-level

| NSTALL file) or by changing the Rul e command in your Conf i gur at i on fileto Rul e SHARED CORE=yes
(seesrc/ | NSTALL file). The Apache core code is then placed into aDSO library named | i bht t pd. so. Because
one cannot link a DSO against static libraries on al platforms, an additional executable program named

| i bhtt pd. ep is created which both binds this static code and provides a stub for the mai n() function. Finally the
ht t pd executable program itself is replaced by a bootstrapping code which automatically makes sure the Unix loader
isabletoload and start | i bht t pd. ep by providingthe LD_LI BRARY_PATHtol i bhtt pd. so.

Supported Platforms

Apache'ssr c/ Confi gur e script currently has only limited but adequate built-in knowledge on how to compile DSO
files, because as aready mentioned this is heavily platform-dependent. Nevertheless all major Unix platforms are
supported. The definitive current state (May 1999) isthis:

« Out-of-the-box supported platforms;
(actually tested versionsin parenthesis)

o FreeBSD (2.1.5, 2.2.x, 3.%X, 4.X)
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o OpenBSD (2.x%)

o NetBSD (1.3.1)

o BsSD (3.%x, 4.x)

0 Linux (Debian/1.3.1, RedHat/4.2)
o Solaris (2.4, 2.5, 2.6, 2.7)

0 SunGCs (4.1.3)

o Digital UNIX (4.0)

o IRX (5.3, 6.2)

o HP/UX (10. 20)

o Uni xWare (2.01, 2.1.2)

o SCO (5.0.4)

o AX (3.2, 4.1.5, 4.2, 4.3)
0 ReliantUNI X/ SINI X (5.43)

o SVR4 (-)

o Mc OS X Server (1.0

o Mc CS (10.0 preview 1)

o OpenStep/ Mach (4.2)

o DAUX (??)

0 NetWare (5.1)

o Wndows (95, 98, NT 4.0, 2000)

« Explicitly unsupported platforms:

o Utrix (no dl open-style interface under this platformn

Usage Summary

To give you an overview of the DSO features of Apache 1.3, hereisa short and concise summary:

1. Placing the Apache core code (al the stuff which usually formsthe ht t pd binary) into aDSO
I i bhttpd. so, an executable program | i bht t pd. ep and abootstrapping executable program ht t pd
(Notice: thisisonly required on some of the supported platforms to force the linker to export the Apache core

symbols, which in turn is a prerequisite for the DSO modul arization):
o Buildandinstal viaconf i gur e (preferred):

$ ./configure --prefix=/path/to/install
--enabl e-rul e=SHARED CORE . ..
$ make install

o Build and install manually:

- Edit src/Configuration:
<< Rul e SHARED CORE=def aul t
>> Rul e SHARED CORE=yes
<< EXTRA_CFLAGS=

>> EXTRA CFLAGS= - DSHARED CORE DI R=\"/path/to/install/libexec\"

$ make

$ cp src/libhttpd.so* /path/to/install/libexec/
$ cp src/libhttpd.ep /path/to/install/libexec/
$ cp src/httpd /path/to/install/bin/

2. Build and install adistributed Apache module, say nod_f 0o. ¢, into itsown DSO nod_f 00. so:

o Buildandinstall viaconf i gur e (preferred):

$ ./configure --prefix=/path/to/install
- - enabl e- shar ed=f oo
$ make install
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o Build and install manually:

- Edit src/Configuration:

<< AddModul e nmodul es/ xxxx/ nmod_f 0o. o
>> Shar edModul e nodul es/ xxxx/ nod_f 0o. so
$ nmake

$ cp src/ xxxx/ mod_foo.so /path/to/install/libexec
- Edit /path/to/install/etc/httpd.conf
>> LoadMbdul e foo_nodul e /path/to/install/libexec/md_foo.so

3. Build and install athird-party Apache module, say nod_f 0o. ¢, into itsown DSO nod_f 00. so
o Buildandinstal viaconf i gur e (preferred):

$ ./configure --add-nodul e=/path/to/3rdparty/ nod_foo.c
- - enabl e- shar ed=f 0o
$ make install

o Build and install manually:

$ cp /path/to/3rdparty/ nod_foo.c /path/to/apache-1.3/src/nodul es/ extral
- Edit src/Configuration:
>> Shar edModul e nodul es/ extra/ mod_f oo. so
$ make
$ cp src/ xxxx/ mod_foo.so /path/to/install/libexec
- Edit /path/to/install/etc/httpd.conf
>> LoadMbdul e foo_nodul e /path/to/install/libexec/nmd_foo.so

4. Build and install athird-party Apache module, say nod_f 0o0. c, intoitsown DSO nod_f 0o. so outside of
the Apache source tree:

o Build and install via apxs:

$ cd /path/to/3rdparty
$ apxs -c¢ nod_foo.c
$ apxs -i -a -n foo nod_foo.so

Advantages & Disadvantages

The above DSO based features of Apache 1.3 have the following advantages:

« The server package is more flexible at run-time because the actual server process can be assembled at run-time
viaLoadMbodul e ht t pd. conf configuration commandsinstead of Conf i gur at i on AddModul e
commands at build-time. For instance thisway one is able to run different server instances (standard & SSL
version, minimalistic & powered up version [mod_perl, PHP3], etc.) with only one Apache installation.

« The server package can be easily extended with third-party modules even after installation. Thisis at least a
great benefit for vendor package maintainers who can create a Apache core package and additional packages
containing extensions like PHP3, mod_perl, mod_fastcgi, etc.

« Easier Apache module prototyping because with the DSO/apxs pair you can both work outside the Apache
source tree and only need an apxs -i command followed by anapachect| restart tobringanew
version of your currently developed module into the running Apache server.

DSO has the following disadvantages:

« The DSO mechanism cannot be used on every platform because not all operating systems support dynamic
loading of code into the address space of a program.
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« Theserver isapproximately 20% slower at startup time because of the symbol resolving overhead the Unix
loader now has to do.

» The server is approximately 5% slower at execution time under some platforms because position independent
code (PIC) sometimes needs complicated assembler tricks for relative addressing which are not necessarily as
fast as absolute addressing.

» Because DSO modules cannot be linked against other DSO-based libraries (I d -1 f 0o) on al platforms (for
instance a.out-based platforms usually don't provide this functionality while EL F-based platforms do) you
cannot use the DSO mechanism for all types of modules. Or in other words, modules compiled as DSO files
are restricted to only use symbols from the Apache core, from the C library (I i bc) and all other dynamic or
static libraries used by the Apache core, or from stetic library archives (1 i bf 0o. a) containing position
independent code. The only chances to use other code is to either make sure the Apache core itself already
contains areferenceto it, loading the code yourself viadl open() or enabling the SHARED CHAI Nrule
while building Apache when your platform supports linking DSO files against DSO libraries.

o Under some platforms (many SV R4 systems) there is no way to force the linker to export all global symbols
for usein DSO's when linking the Apache httpd executable program. But without the visibility of the Apache
core symbols no standard Apache module could be used as a DSO. The only chance here isto use the
SHARED CORE feature because this way the global symbols are forced to be exported. As a consequence the
Apachesr c/ Conf i gur e script automatically enforces SHARED CORE on these platforms when DSO
features are used in the Conf i gur at i on file or on the configure command line.

Apache HTTP Server
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Apache HTTP Server

Content Negotiation

Apache's support for content negotiation has been updated to meet the HTTP/1.1 specification. It can choose the best representation
of aresource based on the browser-supplied preferences for mediatype, languages, character set and encoding. It is a so implements
acouple of features to give more intelligent handling of requests from browsers which send incompl ete negotiation information.

Content negotiation is provided by the mod_negotiation module, which is compiled in by default.

About Content Negotiation

A resource may be available in severa different representations. For example, it might be available in different languages or
different media types, or a combination. One way of selecting the most appropriate choice isto give the user an index page, and let
them select. However it is often possible for the server to choose automatically. This works because browsers can send as part of
each reguest information about what representations they prefer. For example, abrowser could indicate that it would like to see
information in French, if possible, else English will do. Browsers indicate their preferences by headers in the request. To request
only French representations, the browser would send

Accept - Language: fr
Note that this preference will only be applied when there is a choice of representations and they vary by language.

As an example of a more complex request, this browser has been configured to accept French and English, but prefer French, and to
accept various mediatypes, preferring HTML over plain text or other text types, and preferring GIF or JPEG over other media
types, but also allowing any other mediatype as alast resort:

Accept - Language: fr; g=1.0, en; g=0.5
Accept: text/htm; g=1.0, text/*; g=0.8, inmge/gif; g=0.86,
i mage/j peg; g=0.6, image/*; =0.5, */*; g=0.1
Apache 1.2 supports 'server driven' content negotiation, as defined in the HTTP/1.1 specification. It fully supports the Accept,
Accept-Language, Accept-Charset and Accept-Encoding request headers. Apache 1.3.4 also supports 'transparent' content
negotiation, which is an experimental negotiation protocol defined in RFC 2295 and RFC 2296. It does not offer support for ‘feature
negotiation' as defined in these RFCs.

A resourceisaconceptual entity identified by a URI (RFC 2396). An HTTP server like Apache provides access to representations
of the resource(s) within its namespace, with each representation in the form of a sequence of bytes with a defined mediatype,
character set, encoding, etc. Each resource may be associated with zero, one, or more than one representation at any given time. If
multiple representations are available, the resource is referred to as negotiable and each of its representationsis termed a variant.
The ways in which the variants for a negotiable resource vary are called the dimensions of negotiation.

Negotiation in Apache

In order to negotiate aresource, the server needs to be given information about each of the variants. Thisis done in one of two
ways:

« Usingatypemap (i.e, a*. var file) which namesthe files containing the variants explicitly, or

« Using a'MultiViews search, where the server does an implicit filename pattern match and chooses from among the resullts.
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Using a type-map file

A type map is adocument which is associated with the handler named t y pe- nap (or, for backwards-compatibility with older
Apache configurations, the mimetype appl i cat i on/ x-t ype- map). Note that to use this feature, you must have a handler set
in the configuration that defines afile suffix ast ype- map; thisis best done with a

AddHandl er type-map .var
in the server configuration file. See the comments in the sample config file for more details.

Type map files have an entry for each available variant; these entries consist of contiguous HTTP-format header lines. Entries for
different variants are separated by blank lines. Blank lines areillegal within an entry. It is conventional to begin a map file with an
entry for the combined entity as awhole (although thisis not required, and if present will beignored). An example map fileis:

URI: foo

URI: foo.en. htm
Content-type: text/htni
Cont ent - | anguage: en

URI: foo.fr.de.htm
Content-type: text/htn;charset=i so-8859-2
Cont ent - | anguage: fr, de

If the variants have different source qualities, that may be indicated by the "gs' parameter to the mediatype, asin this picture
(available as jpeg, gif, or ASClI-art):

URI : foo

URI: foo.]jpeg
Content-type: image/jpeg; gs=0.8

URI: foo.gif
Content-type: image/gif; gs=0.5

URI: foo.txt
Content-type: text/plain; gs=0.01

gs values can vary in the range 0.000 to 1.000. Note that any variant with a gs value of 0.000 will never be chosen. Variants with no
'gs parameter value are given a gs factor of 1.0. The gs parameter indicates the relative 'quality’ of this variant compared to the other
available variants, independent of the client's capabilities. For example, ajpeg fileisusually of higher source quality than an ascii
fileif it is attempting to represent a photograph. However, if the resource being represented is an original ascii art, then an ascii
representation would have a higher source quality than ajpeg representation. A gs value istherefore specific to a given variant
depending on the nature of the resource it represents.

Thefull list of headers recognized is:

URI :

uri of the file containing the variant (of the given mediatype, encoded with the given content encoding). These are
interpreted as URL s relative to the map file; they must be on the same server (1), and they must refer to files to which the
client would be granted access if they were to be requested directly.

Cont ent - Type:

mediatype --- charset, level and "gs’ parameters may be given. These are often referred to as MIME types; typical media
typesarei mage/ gi f,text/plain,ortext/htm; |evel =3.

Cont ent - Language:

The languages of the variant, specified as an Internet standard language tag from RFC 1766 (e.g., en for English, kr for
Korean, etc.).

Cont ent - Encodi ng:
If the file is compressed, or otherwise encoded, rather than containing the actual raw data, this says how that was done.
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Apache only recognizes encodings that are defined by an AddEncoding directive. This normally includes the encodings
x- conpr ess for compressd files, and x- gzi p for gzip'd files. The x- prefix isignored for encoding comparisons.

Cont ent - Lengt h:

The size of the file. Specifying content lengths in the type-map allows the server to compare file sizes without checking the
actua files.

Descri ption:

A human-readable textual description of the variant. If Apache cannot find any appropriate variant to return, it will return an
error response which lists all available variants instead. Such avariant list will include the human-readable variant
descriptions.

Multiviews

Mul ti Vi ews isaper-directory option, meaning it can be set with an Opt i ons directive withina<Di r ect or y>,
<Locati on>or <Fi | es> sectioninaccess. conf,or (if Al | owOverri de isproperly set) in. ht access files. Note that
Options All doesnotset Mul ti Vi ews;you haveto ask for it by name.

The effect of Mul ti Vi ews isasfollows: if the server receives arequest for / sone/ di r/ f 0o, if / sone/ di r has

Mul ti Vi ews enabled, and/ sone/ di r/ f oo does not exist, then the server reads the directory looking for files named foo.*, and
effectively fakes up atype map which names all those files, assigning them the same media types and content-encodings it would
have if the client had asked for one of them by name. It then chooses the best match to the client's requirements.

Mul ti Vi ews may also apply to searches for the file named by the Di r ect or yl ndex directive, if the server istrying to index a
directory. If the configuration files specify

Di rectoryl ndex i ndex

then the server will arbitrate betweeni ndex. ht M andi ndex. ht ml 3 if both are present. If neither are present, and
i ndex. cgi isthere, the server will runit.

If one of the files found when reading the directive is a CGI script, it's not obvious what should happen. The code gives that case
special treatment --- if the request was a POST, or a GET with QUERY_ARGS or PATH_INFO, the script is given an extremely
high quality rating, and generally invoked; otherwise it is given an extremely low quality rating, which generally causes one of the
other views (if any) to be retrieved.

The Negotiation Methods

After Apache has obtained alist of the variants for a given resource, either from atype-map file or from the filenamesin the
directory, it invokes one of two methods to decide on the 'best' variant to return, if any. It is not necessary to know any of the details
of how negotiation actually takes place in order to use Apache's content negotiation features. However the rest of this document
explains the methods used for those interested.

There are two negotiation methods:

1. Server driven negotiation with the Apache algorithm is used in the normal case. The Apache algorithm is explained in
more detail below. When this algorithm is used, Apache can sometimes 'fiddle' the quality factor of a particular dimension
to achieve a better result. The ways Apache can fiddle quality factorsis explained in more detail below.

2. Transparent content negotiation is used when the browser specifically requests this through the mechanism defined in
RFC 2295. This negotiation method gives the browser full control over deciding on the 'best’ variant, the result is therefore
dependent on the specific algorithms used by the browser. As part of the transparent negotiation process, the browser can
ask Apache to run the 'remote variant selection algorithm' defined in RFC 2296.

Dimensions of Negotiation

Dimension Notes

Media Type Browser indicates preferences with the Accept header field. Each item can have an associated quality factor. Variant
description can also have a quality factor (the "gs' parameter).
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Language Browser indicates preferences with the Accept-Language header field. Each item can have a quality factor. Variants
can be associated with none, one or more than one language.

Encoding  Browser indicates preference with the Accept-Encoding header field. Each item can have a quality factor.

Charset Browser indicates preference with the Accept-Charset header field. Each item can have a quality factor. Variants can
indicate a charset as a parameter of the mediatype.

Apache Negotiation Algorithm

Apache can use the following algorithm to select the 'best' variant (if any) to return to the browser. This algorithm is not further
configurable. It operates as follows:

1. First, for each dimension of the negotiation, check the appropriate Accept* header field and assign a quality to each variant.
If the Accept* header for any dimension impliesthat this variant is not acceptable, eliminate it. If no variants remain, go to

step 4.

2. Select the 'best’ variant by a process of elimination. Each of the following testsis applied in order. Any variants not selected
at each test are eliminated. After each test, if only one variant remains, select it as the best match and proceed to step 3. If
more than one variant remains, move on to the next test.

1

Multiply the quality factor from the Accept header with the quality-of-source factor for this variant's mediatype,
and select the variants with the highest value.

Select the variants with the highest language quality factor.

Select the variants with the best language match, using either the order of languages in the Accept-L anguage header
(if present), or else the order of languagesin the LanguagePri ori ty directive (if present).

Select the variants with the highest 'level' media parameter (used to give the version of text/html mediatypes).

Select variants with the best charset media parameters, as given on the Accept-Charset header line. Charset
| SO-8859-1 is acceptable unless explicitly excluded. Variants with at ext / * mediatype but not explicitly
associated with a particular charset are assumed to be in |SO-8859-1.

Select those variants which have associated charset media parameters that are not 1SO-8859-1. If there are no such
variants, select dl variants instead.

Select the variants with the best encoding. If there are variants with an encoding that is acceptable to the user-agent,
select only these variants. Otherwise if there is a mix of encoded and non-encoded variants, select only the
unencoded variants. If either all variants are encoded or al variants are not encoded, select all variants.

Select the variants with the smallest content length.

Select the first variant of those remaining. Thiswill be either the first listed in the type-map file, or when variants
are read from the directory, the one whose file name comes first when sorted using ASCI| code order.

3. The algorithm has now selected one 'best’ variant, so return it as the response. The HTTP response header Vary is set to
indicate the dimensions of negotiation (browsers and caches can use this information when caching the resource). End.

4. To get here means no variant was selected (because none are acceptable to the browser). Return a 406 status (meaning "No
acceptable representation™) with a response body consisting of an HTML document listing the available variants. Also set
the HTTP Vary header to indicate the dimensions of variance.

Fiddling with Quality Values

Apache sometimes changes the quality values from what would be expected by a strict interpretation of the Apache negotiation
algorithm above. Thisisto get a better result from the algorithm for browsers which do not send full or accurate information. Some
of the most popular browsers send Accept header information which would otherwise result in the selection of the wrong variant in
many cases. If abrowser sends full and correct information these fiddles will not be applied.

Media Types and Wildcards

The Accept: request header indicates preferences for mediatypes. It can aso include 'wildcard' mediatypes, such as "image/*" or
"* [*" where the * matches any string. So arequest including:

Accept :

i mage/*, */*
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would indicate that any type starting "image/" is acceptable, asis any other type (so the first "image/*" is redundant). Some
browsers routinely send wildcards in addition to explicit types they can handle. For example:

Accept: text/htm, text/plain, imge/gif, inmagel/jpeg, */*

The intention of thisisto indicate that the explicitly listed types are preferred, but if adifferent representation is available, that is ok
too. However under the basic algorithm, as given above, the */* wildcard has exactly equal preference to all the other types, so they
are not being preferred. The browser should really have sent arequest with alower quality (preference) value for *.*, such as:

Accept: text/htm, text/plain, imge/gif, inmage/jpeg, */*; g=0.01
The explicit types have no quality factor, so they default to a preference of 1.0 (the highest). The wildcard */* is given alow
preference of 0.01, so other typeswill only be returned if no variant matches an explicitly listed type.

If the Accept: header contains no g factors at al, Apache setsthe g value of "*/*", if present, to 0.01 to emulate the desired

behavior. It also sets the g value of wildcards of the format "type/*" to 0.02 (so these are preferred over matches against "*/*". If
any mediatype on the Accept: header contains a q factor, these special values are not applied, so requests from browsers which send
the correct information to start with work as expected.

Variants with no Language

If some of the variants for a particular resource have a language attribute, and some do not, those variants with no language are
given avery low language quality factor of 0.001.

The reason for setting this language quality factor for variant with no language to a very low value isto allow for a default variant
which can be supplied if none of the other variants match the browser's language preferences. For example, consider the situation
with three variants:

« foo.en.html, language en
« foo.fr.html, language en
« foo.html, no language
The meaning of avariant with no language isthat it is always acceptable to the browser. If the request Accept-Language header

includes either en or fr (or both) one of foo.en.html or foo.fr.html will be returned. If the browser does not list either en or fr as
acceptable, foo.html will be returned instead.

Extensions to Transparent Content Negotiation

Apache extends the transparent content negotiation protocol (RFC 2295) asfollows. A new { encodi ng ..} elementisusedin
variant lists to label variants which are available with a specific content-encoding only. The implementation of the RVSA/1.0
algorithm (RFC 2296) is extended to recognize encoded variantsin the list, and to use them as candidate variants whenever their
encodings are acceptabl e according to the Accept-Encoding request header. The RV SA/1.0 implementation does not round
computed quality factorsto 5 decimal places before choosing the best variant.

Note on hyperlinks and naming conventions

If you are using language negotiation you can choose between different naming conventions, because files can have more than one
extension, and the order of the extensions is normally irrelevant (see mod _mime documentation for details).

A typicd file has aMIME-type extension (e.g., html), maybe an encoding extension (e.g., gz), and of course alanguage extension
(e.g., en) when we have different language variants of thisfile.

Examples:
« foo.en.html
« foo.html.en
«» foo.en.html.gz

Here some more examples of filenames together with valid and invalid hyperlinks:

http://httpd.apache.org/docs/content-negotiation.html (5 of 6) [12/05/2001 4:48:31 PM]



Apache Content Negotiation

Filename Valid hyperlink | Invalid hyperlink
foo.html.en foo -
' ' foo.html
foo.en.html foo foo.html
foo.html.en.gz foo foo.gz
' " foo.html foo.html.gz
foo.html
foo.en.html.gz | foo foo.html.gz
foo.gz
foo
foo.gzhtml.en | foo.gz foo.html
foo.gz.html
foo
foo.html.gzen | foo.html foo.gz
foo.html.gz

Looking at the table above you will notice that it is always possible to use the name without any extensions in an hyperlink (e.g.,
foo). The advantage is that you can hide the actual type of a document rsp. file and can change it later, e.g., from html to shtml or
cgi without changing any hyperlink references.

If you want to continue to use a MIME-type in your hyperlinks (e.g. foo.html) the language extension (including an encoding
extension if there is one) must be on the right hand side of the MIME-type extension (e.g., foo.html.en).

Note on Caching

When a cache stores arepresentation, it associates it with the request URL. The next time that URL is requested, the cache can use
the stored representation. But, if the resource is negotiable at the server, this might result in only the first requested variant being
cached and subsequent cache hits might return the wrong response. To prevent this, Apache normally marks al responsesthat are
returned after content negotiation as non-cacheable by HTTP/1.0 clients. Apache also supports the HTTP/1.1 protocol features to
allow caching of negotiated responses.

For requests which come from aHTTP/1.0 compliant client (either abrowser or a cache), the directive CacheNegot i at edDocs
can be used to allow caching of responses which were subject to negotiation. This directive can be given in the server config or
virtual host, and takes no arguments. It has no effect on requests from HTTP/1.1 clients.

Apache HTTP Server
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Custom error responses

Purpose
Additional functionality. Allows webmasters to configure the response of Apache to some error or problem.

Customizable responses can be defined to be activated in the event of a server detected error or problem.

e.g. if ascript crashes and produces a"500 Server Error" response, then this response can be replaced with either some
friendlier text or by aredirection to another URL (local or external).

Old behavior

NCSA httpd 1.3 would return some boring old error/problem message which would often be meaningless to the user, and
would provide no means of logging the symptoms which caused it.

New behavior
The server can be asked to;
1. Display some other text, instead of the NCSA hard coded messages, or
2. redirect toalocal URL, or
3. redirect to an external URL.

Redirecting to another URL can be useful, but only if some information can be passed which can then be used to explain
and/or log the error/problem more clearly.

To achieve this, Apache will define new CGlI-like environment variables, e.g.

REDI RECT_HTTP_ACCEPT=*/*, image/gif, inage/x-xbitmap, inage/jpeg

REDI RECT_HTTP_USER AGENT=Mbzi |l a/ 1. 1b2 (X11; |; HP-UX A. 09.05 9000/ 712)
REDI RECT_PATH=. : / bin:/usr/local/bin:/etc

REDI RECT_QUERY_STRI NG=

REDI RECT_REMOTE_ADDR=121. 345. 78. 123

REDI RECT_REMOTE_HOST=00h. ahhh. com

REDI RECT_SERVER_NAME=cr ash. bang. edu

REDI RECT_SERVER_PORT=80

REDI RECT_SERVER_SOFTWARE=Apache/ 0. 8. 15

REDI RECT_URL=/ cgi - bi n/ buggy. pl

note the REDI RECT _ prefix.

At least REDI RECT_URL and REDI RECT_QUERY_STRI NGwill be passed to the new URL (assuming it's a cgi-script or
acgi-include). The other variables will exist only if they existed prior to the error/problem. None of these will be set if your
ErrorDocument is an external redirect (i.e., anything starting with ascheme namelike ht t p: , evenif it refers to the same
host as the server).

Configuration
Use of "ErrorDocument” is enabled for .htaccess files when the "Filelnfo" overrideis alowed.

Here are some examples...

Er r or Docunment 500 /cgi - bi n/crash-recover

Error Docunment 500 "Sorry, our script crashed. Ch dear
Error Docunment 500 http://xxx/

Error Docunent 404 /Lanme_excuses/ not found. ht ml
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Error Docunent 401 / Subscri pti on/ how to_subscri be. ht ni
The syntax is,

Er r or Docunent <3-digit-code> action

where the action can be,

1. Textto be displayed. Prefix the text with a quote (). Whatever follows the quote is displayed. Note: the (") prefix
isn't displayed.

2. Anexterna URL to redirect to.
3. A local URL to redirect to.

Custom error responses and redirects

Purpose

Apache's behavior to redirected URL s has been modified so that additional environment variables are available to a
script/server-include.

Old behavior

Standard CGlI vars were made available to a script which has been redirected to. No indication of where the redirection
came from was provided.

New behavior

A new batch of environment variables will beinitialized for use by a script which has been redirected to. Each new variable
will have the prefix REDI RECT _. REDI RECT _ environment variables are created from the CGI environment variables
which existed prior to the redirect, they are renamed with a REDI RECT _ prefix, i.e.,, HTTP_USER AGENT becomes

REDI RECT_HTTP_USER AGENT. In addition to these new variables, Apache will define REDI RECT_URL and

REDI RECT_STATUS to help the script trace its origin. Both the original URL and the URL being redirected to can be
logged in the access log.

If the ErrorDocument specifies alocal redirect to a CGI script, the script should include a " Status:." header field in its output in order
to ensure the propagation all the way back to the client of the error condition that caused it to be invoked. For instance, a Perl
ErrorDocument script might include the following:

pri nt "Content-type: text/htm\n";
printf "Status: % Condition Intercepted\n", $ENV{"REDI RECT STATUS"};

If the script is dedicated to handling a particular error condition, such as 404 Not Found, it can use the specific code and error text
instead.

Apache HTTP Server
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Setting which addresses and ports Apache uses

When Apache starts, it connects to some port and address on the local machine and waits for incoming requests. By default, it
listens to al addresses on the machine, and to the port as specified by the Por t directive in the server configuration. However, it
can betold to listen to more the one port, or to listen to only selected addresses, or a combination. Thisis often combined with the
Virtual Host feature which determines how Apache responds to different | P addresses, hostnames and ports.

There are two directives used to restrict or specify which addresses and ports Apache listens to.

« BindAddressis used to restrict the server to listening to a single address, and can be used to permit multiple Apache servers
on the same machine listening to different | P addresses.

« Listen can be used to make a single Apache server listen to more than one address and/or port.

BindAddress

Syntax: BindAddress|[ * | IP-address | hostname ]
Default: Bi ndAddr ess *

Context: server config

Status: Core

Makes the server bind to just the specified address. If the argument is* (an asterisk), the server bindsto all interfaces currently
marked as up on the server. The port bound to is set with the Por t directive. Only one BindAddress should be used.

Listen

Syntax: Listen [ port | IP-address:port ]
Default: none

Context: server config

Status. Core

Li st en can be used instead of Bi ndAddr ess and Por t . It tells the server to accept incoming requests (to listen) on the
specified port or address-and-port combination. If the first format is used, with a port number only, the server listens on the given
port on al interfaces marked as up, instead of the port given by the Por t directive. If an IP addressis given as well as a port, the
server will listen on the given port and interface.

Multiple Listen directives may be used to specify a number of addresses and portsto listen to. The server will respond to requests
from any of the listed addresses and ports.

For example, to make the server accept connections on both port 80 and port 8000, use:

Li sten 80
Li sten 8000

To make the server accept connections on two specified interfaces and port numbers, use

Li sten 192.170.2.1:80
Li sten 192.170. 2. 5: 8000
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How this works with Virtual Hosts

Bi ndAddr ess and Li st en do not implement Virtual Hosts. They tell the main Apache daemon process what addresses and ports
to bind and listen on. If no <VirtualHost> directives are used, the server will behave the same for all accepted requests. However,
<VirtualHost> can be used to specify adifferent behavior for one or more of the addresses and ports. To implement a VirtualHost,
the server must:

o BetoldtoLi st en tothe desired address and port
« Havea<VirtuaHost> section created for the specified address and port to set the behavior of this virtual host
Note that if the <VirtualHost> is set for an address and port that the server is not listening to, it cannot be accessed.

See also

See also the documentation on Virtual Hosts, BindAddress directive, Port directive, DNS Issues and <VirtualHost> section.

Apache HTTP Server
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Environment Variables in Apache

The Apache HTTP Server provides a mechanism for storing information in named variables that are called environment variables.
This information can be used to control various operations such as logging or access control. The variables are also used as a
mechanism to communicate with external programs such as CGI scripts. This document discusses different ways to manipulate and
use these variables.

Although these variables are referred to as environment variables, they are not the same as the environment variables controlled by
the underlying operating system. Instead, these variables are stored and manipulated in an internal Apache structure. They only
become actual operating system environment variables when they are provided to CGlI scripts and Server Side Include scripts. If
you wish to manipulate the operating system environment under which the server itself runs, you must use the standard environment
mani pulation mechanisms provided by your operating system shell.

o Setting Environment Variables

o Using Environment Variables

o Special Purpose Environment Variables

« Examples

Setting Environment Variables

Related M odules|Related Directives

mod _env BrowserMatch

mod rewrite BrowserMatchNoCase
mod_setenvif PassEnv

mod unigue id |RewriteRule

SetEnv

SetEnvif
SetEnvIfNoCase
UnsetEnv

Basic Environment Manipulation

The most basic way to set an environment variable in Apache is using the unconditional Set Env directive. Variables may also be
passed from the environment of the shell which started the server using the PassEnv directive.

Conditional Per-Request Settings

For additional flexibility, the directives provided by mod_setenvif allow environment variables to be set on a per-request basis,
conditional on characteristics of particular requests. For example, a variable could be set only when a specific browser (User-Agent)
ismaking areguest, or only when a specific Referer [sic] header isfound. Even more flexibility is available through the
mod_rewritesRewr i t eRul e whichusesthe[ E=. . . ] option to set environment variables.
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Unique ldentifiers

Finally, mod_unique_id sets the environment variable UNI QUE | Dfor each request to a value which is guaranteed to be unique
across "al" requests under very specific conditions.

Standard CGI Variables

In addition to all environment variables set within the Apache configuration and passed from the shell, CGI scripts and SSI pages
are provided with a set of environment variables containing meta-information about the request as required by the CGI

specification.
Some Caveats

« Itisnot possible to override or change the standard CGlI variables using the environment manipul ation directives.
« When suexec is used to launch CGI scripts, the environment will be cleaned down to a set of safe variables before CGI
scripts are launched. The list of safe variablesis defined at compile-timein suexec. c.

« For portahility reasons, the names of environment variables may contain only letters, numbers, and the underscore
character. In addition, the first character may not be a number. Characters which do not match this restriction will be
replaced by an underscore when passed to CGI scripts and SSI pages.

Using Environment Variables

Related Modules|Related Directives

mod access Allow

mod_cqi CustomLog

mod include Deny

mod log config [LogFormat

mod rewrite RewriteCond
RewriteRule

CGl Scripts

One of the primary uses of environment variables isto communicate information to CGI scripts. As discussed above, the
environment passed to CGI scripts includes standard meta-information about the request in addition to any variables set within the
Apache configuration. For more details, see the CGI tutorial.

SSI Pages

Server-parsed (SSI) documents processed by mod_include'sser ver - par sed handler can print environment variables using the
echo element, and can use environment variables in flow control elements to makes parts of a page conditional on characteristics
of arequest. Apache also provides SSI pages with the standard CGI environment variables as discussed above. For more details, see
the SSl tutorial.

Access Control

Access to the server can be controlled based on the value of environment variablesusingtheal | ow fr om env=and deny
f r om env=directives. In combination with Set Env| f , thisallows for flexible control of access to the server based on
characteristics of the client. For example, you can use these directives to deny access to a particular browser (User-Agent).
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Conditional Logging

Environment variables can be logged in the access log using the LogFor mat option %e. In addition, the decision on whether or not
to log requests can be made based on the status of environment variables using the conditional form of the Cust onlog directive.
In combination with Set Envl f thisalowsfor flexible control of which requests are logged. For example, you can choose not to
log reguests for filenames ending in gi f, or you can choose to only log requests from clients which are outside your subnet.

URL Rewriting

The% ENV: . . .} form of TestSring inthe Rewr i t eCond allows mod_rewrite's rewrite engine to make decisions conditional on
environment variables. Note that the variables accessible in mod_rewrite without the ENV: prefix are not actually environment
variables. Rather, they are variables special to mod_rewrite which cannot be accessed from other modules.

Special Purpose Environment Variables

Interoperability problems have led to the introduction of mechanisms to modify the way A pache behaves when talking to particular
clients. To make these mechanisms as flexible as possible, they are invoked by defining environment variables, typically with
BrowserMatch, though SetEnv and PassEnv could also be used, for example.

downgrade-1.0

This forces the request to be treated asa HTTP/1.0 request even if it wasin alater dialect.

force-no-vary

This causes any Var y fields to be removed from the response header before it is sent back to the client. Some clients don't interpret
thisfield correctly (see the known client problems page); setting this variable can work around this problem. Setting this variable

also impliesforce-response-1.0.

force-response-1.0

Thisforces an HTTP/1.0 response when set. It was originally implemented as a result of a problem with AOL's proxies. Some
clients may not behave correctly when given an HTTP/1.1 response, and this can be used to interoperate with them.

nokeepalive

This disables KeegpAlive when set.

Examples

Changing protocol behavior with misbehaving clients

We recommend that the following lines be included in httpd.conf to deal with known client problems.

#

# The followi ng directives nmodify normal HTTP response behavi or.

# The first directive disables keepalive for Netscape 2.x and browsers that
# spoof it. There are known problens with these browser inplenentations.

# The second directive is for Mcrosoft Internet Explorer 4.0b2
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# which has a broken HTTP/ 1.1 inplenentati on and does not properly

# support keepalive when it is used on 301 or 302 (redirect) responses.
#

Browser Mat ch "Mbzil | a/ 2" nokeepal i ve

Browser Mat ch "MsI E 4\.0b2;" nokeepalive downgrade-1.0 force-response-1.0

#

# The followi ng directive disables HTTP/ 1.1 responses to browsers which
# are in violation of the HITP/ 1.0 spec by not being able to grok a

# basic 1.1 response.

#

Browser Mat ch " Real Pl ayer 4\.0" force-response-1.0

Br owser Mat ch "Java/ 1\.0" force-response-1.0

Br owser Mat ch "JDK/ 1\. 0" force-response-1.0

Do not log requests for images in the access log

This example keeps requests for images from appearing in the access log. It can be easily modified to prevent logging of particular
directories, or to prevent logging of requests coming from particular hosts.

Set Envif Request URI \.gif inage-request
Set Envif Request URI \.jpg inage-request
Set Envif Request URI \.png inage-request
Cust omLog | ogs/ access_| og env=!i mage-r equest

Prevent "Image Theft"

This example shows how to keep people not on your server from using images on your server as inline-images on their pages. This
is not arecommended configuration, but it can work in limited circumstances. We assume that all your images arein adirectory
called /web/images.

Set Envlf Referer "“~http://ww.exanple.com" |ocal _referal
# Al ow browsers that do not send Referer info
Set Envlf Referer "7$" |ocal _referal
<Directory /web/i mages>
O der Deny, Al | ow
Deny from all
Al | ow from env=l ocal referal
</Directory>

Note: spelling of 'referer' and 'referal’ is intentional.

For more information about this technigque, see the ApacheToday tutorial " Keeping Y our Images from Adorning Other Sites'.

Apache HTTP Server
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Apache's Handler Use

What isaHandler

Examples
Programmer's Note

What is a Handler

Related M odules|Related Directives

mod_actions Action
mod_asis AddHandler
mod_cqi RemoveHandler
mod_imap SetHandler
mod_info
mod_include
mod _mime
mod_negotiation

mod_status

A "handler" isan internal Apache representation of the action to be performed when afileis called. Generaly, files have implicit
handlers, based on the file type. Normally, all files are smply served by the server, but certain file types are "handled" separately.

Apache 1.1 adds the ability to use handlers explicitly. Based on either filename extensions or on location, handlers can be specified
without relation to file type. Thisis advantageous both because it is a more elegant solution, and because it also alows for both a
type and a handler to be associated with afile. (See also Files with Multiple Extensions.)

Handlers can either be built into the server or included in amodule, or they can be added with the Action directive. The built-in
handlers in the standard distribution are as follows:

default-handler: Send the fileusing thedef aul t _handl er (), which isthe handler used by default to handle static
content. (core)

send-as-is: Send filewith HTTP headers asis. (mod_asis)
cgi-script: Treat thefile asa CGI script. (mod_cqi)

imap-file: Parse as an imagemap rule file. (mod_imap)

server -info: Get the server's configuration information. (mod_info)
server-par sed: Parse for server-side includes. (mod_include)
server-status: Get the server's status report. (mod_status)

type-map: Parse as atype map file for content negotiation. (mod_negotiation)
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Examples

Modifying static content using a CGl script

The following directives will cause requests for fileswith theht m  extension to trigger the launch of thef oot er . pI CGI script.

Action add-footer /cgi-bin/footer.pl
AddHandl er add-footer .htm

Then the CGlI script is responsible for sending the originally requested document (pointed to by the PATH_TRANSLATED
environment variable) and making whatever modifications or additions are desired.

Files with HTTP headers

The following directives will enablethe send- as- i s handler, which is used for files which contain their own HTTP headers. All
filesinthe/ web/ ht docs/ asi s/ directory will be processed by the send- as- i s handler, regardless of their filename
extensions.

<Directory /web/htdocs/asi s>
Set Handl er send-as-is
</Directory>

Programmer's Note

In order to implement the handler features, an addition has been made to the Apache API that you may wish to make use of.
Specifically, anew record has been added to ther equest _r ec structure:

char *handl er

If you wish to have your module engage a handler, you need only to set r - >handl er to the name of the handler at any time prior
tothei nvoke_handl er stage of the request. Handlers are implemented as they were before, albeit using the handler name
instead of a content type. While it is not necessary, the naming convention for handlersis to use a dash-separated word, with no
slashes, so asto not invade the media type name-space.

Apache HTTP Server
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What is SUEXEC?

The sSUEXEC feature -- introduced in Apache 1.2 -- provides Apache users the ability to run CGI and SSI programs under user I1Ds
different from the user ID of the calling web-server. Normally, when a CGI or SSI program executes, it runs as the same user who is
running the web server.

Used properly, this feature can reduce considerably the security risks involved with allowing usersto develop and run private CGI
or SSI programs. However, if SUEXEC isimproperly configured, it can cause any number of problems and possibly create new
holes in your computer's security. If you aren't familiar with managing setuid root programs and the security issues they present, we
highly recommend that you not consider using SUEXEC.

BACK TO CONTENTS

Before we begin.

Before jumping head-first into this document, you should be aware of the assumptions made on the part of the Apache Group and
this document.

First, it is assumed that you are using a UNIX derivate operating system that is capable of setuid and setgid operations. All
command examples are given in this regard. Other platforms, if they are capable of supporting SUEXEC, may differ in their
configuration.

Second, it is assumed you are familiar with some basic concepts of your computer's security and its administration. Thisinvolves an
understanding of setuid/setgid operations and the various effects they may have on your system and its level of security.

Third, it is assumed that you are using an unmodified version of SUEXEC code. All code for SUEXEC has been carefully scrutinized
and tested by the developers as well as numerous beta testers. Every precaution has been taken to ensure a simple yet solidly safe
base of code. Altering this code can cause unexpected problems and new security risks. It is highly recommended you not alter the
SUEXEC code unless you are well versed in the particulars of security programming and are willing to share your work with the
Apache Group for consideration.

Fourth, and last, it has been the decision of the Apache Group to NOT make sUEXEC part of the default installation of Apache. To
this end, SUEXEC configuration requires of the administrator careful attention to details. After due consideration has been given to
the various settings for SUEXEC, the administrator may install SUEXEC through normal installation methods. The values for these
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settings need to be carefully determined and specified by the administrator to properly maintain system security during the use of
SUEXEC functionality. It is through this detailed process that the Apache Group hopes to limit sSUuEXEC installation only to those
who are careful and determined enough to useit.

Still with us? Y es? Good. Let's move on!

BACK TO CONTENTS

SuUEXEC Security Model

Before we begin configuring and installing SUEXEC, we will first discuss the security model you are about to implement. By doing
S0, you may better understand what exactly is going on inside SUEXEC and what precautions are taken to ensure your system's
security.

SUEXEC isbased on a setuid "wrapper" program that is called by the main Apache web server. This wrapper is called when an
HTTP request is made for a CGI or SSI program that the administrator has designated to run as a userid other than that of the main
server. When such arequest is made, Apache provides the SUEXEC wrapper with the program's name and the user and group IDs
under which the program is to execute.

The wrapper then employs the following process to determine success or failure -- if any one of these conditionsfail, the program
logs the failure and exits with an error, otherwise it will continue:
1. Wasthewrapper called with the proper number of arguments?

The wrapper will only execute if it is given the proper number of arguments. The proper argument format is
known to the Apache web server. If the wrapper is not receiving the proper number of arguments, itis
either being hacked, or there is something wrong with the SUuEXEC portion of your Apache binary.

2. Istheuser executing thiswrapper avalid user of this system?
Thisisto ensure that the user executing the wrapper istruly auser of the system.
3. Isthisvalid user allowed to run the wrapper?

Isthis user the user allowed to run this wrapper? Only one user (the Apache user) is allowed to execute this
program.

4. Doesthetarget program have an unsafe hierarchical reference?

Does the target program contain aleading '/' or have a'.." backreference? These are not allowed; the target
program must reside within the A pache webspace.

5. Isthetarget user namevalid?
Does the target user exist?
6. Isthetarget group namevalid?
Does the target group exist?
7. Isthetarget user NOT superuser?
Presently, SUEXEC does not alow 'root' to execute CGI/SSI programs.
8. Isthetarget userid ABOVE the minimum ID number?

The minimum user 1D number is specified during configuration. This allows you to set the lowest possible
userid that will be allowed to execute CGI/SSI programs. Thisis useful to block out "system” accounts.

9. Isthetarget group NOT the superuser group?
Presently, SUEXEC does not alow the 'root' group to execute CGI/SSI programs.
10. Isthetarget groupid ABOVE the minimum ID number?

The minimum group ID number is specified during configuration. This allows you to set the lowest
possible groupid that will be allowed to execute CGI/SSI programs. Thisis useful to block out "system”
groups.

11. Can thewrapper successfully becomethetarget user and group?

Here is where the program becomes the target user and group via setuid and setgid calls. The group access
listisasoinitialized with al of the groups of which the user is a member.

12. Doesthedirectory in which the program resides exist?
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If it doesn't exigt, it can't very well contain files.
13. Isthedirectory within the Apache webspace?

If the request isfor aregular portion of the server, is the requested directory within the server's document
root? If the request isfor a UserDir, is the requested directory within the user's document root?

14. Isthedirectory NOT writable by anyone else?

We don't want to open up the directory to others; only the owner user may be able to alter this directories
contents.

15. Doesthetarget program exist?
If it doesn't exists, it can't very well be executed.
16. Isthetarget program NOT writable by anyone else?
We don't want to give anyone other than the owner the ability to change the program.
17. Isthetarget program NOT setuid or setgid?
We do not want to execute programs that will then change our UID/GID again.
18. Isthetarget user/group the same asthe program'suser/group?
Isthe user the owner of the file?
19. Can we successfully clean the process environment to ensur e safe operations?

SUEXEC cleans the process' environment by establishing a safe execution PATH (defined during
configuration), aswell as only passing through those variables whose names are listed in the safe
environment list (also created during configuration).

20. Can we successfully become the target program and execute?
Here iswhere SUEXEC ends and the target program begins.

Thisisthe standard operation of the the SUEXEC wrapper's security model. It is somewhat stringent and can impose new limitations
and guidelines for CGI/SSI design, but it was developed carefully step-by-step with security in mind.

For more information as to how this security model can limit your possibilitiesin regards to server configuration, as well as what
security risks can be avoided with a proper sUEXEC setup, see the "Beware the Jabberwock™ section of this document.

BACK TO CONTENTS

Configuring & Installing sUEXEC

Here's where we begin the fun. If you use Apache 1.2 or prefer to configure Apache 1.3 with the"sr ¢/ Conf i gur e" script you
have to edit the SUEXEC header file and install the binary in its proper location manually. This procedure is described in an extra

document. The following sections describe the configuration and installation for Apache 1.3 with the AutoConf-style interface
(APACI).

APACI's suEXEC configuration options
- -enabl e- suexec

This option enables the SUEXEC feature which is never installed or activated by default. At least one --suexec-xxxxx option
has to be provided together with the --enable-suexec option to let APACI accept your request for using the SUEXEC feature.

--suexec-caller=UD
The username under which Apache normally runs. Thisisthe only user allowed to execute this program.

- -suexec-docr oot =D R

Define as the DocumentRoot set for Apache. Thiswill be the only hierarchy (aside from UserDirs) that can be used for
SUEXEC behavior. The default directory is the --datadir value with the suffix "/htdocs’, e.g. if you configure with
"- - dat adi r =/ hone/ apache" the directory "/home/apache/htdocs’ is used as document root for the SUEXEC wrapper.

--suexec-| ogfil e=FI LE

This defines the filename to which all SUEXEC transactions and errors are logged (useful for auditing and debugging
purposes). By default the logfile is named "suexec_log" and located in your standard logfile directory (--logfiledir).
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--suexec-userdi r=DI R

Define to be the subdirectory under users home directories where SUEXEC access should be allowed. All executables under
this directory will be executable by SUEXEC as the user so they should be "safe" programs. If you are using a"'simple”
UserDir directive (ie. one without a"*" in it) this should be set to the same value. SUEXEC will not work properly in cases
where the UserDir directive pointsto alocation that is not the same as the user's home directory as referenced in the passwd
file. Default valueis "public_html".

If you have virtual hosts with a different UserDir for each, you will need to define them to all reside in one parent directory;
then name that parent directory here. If thisisnot defined properly, " ~userdir” cgi requestswill not work!

--suexec-ui dm n=Ul D

Define this as the lowest UID allowed to be atarget user for SUEXEC. For most systems, 500 or 100 is common. Default
valueis 100.

--suexec-gi dm n=G D

Define this as the lowest GID allowed to be atarget group for SUEXEC. For most systems, 100 is common and therefore
used as default value.

- -suexec- saf epat h=PATH
Define asafe PATH environment to passto CGI executables. Default valueis "/usr/local/bin:/usr/bin:/bin".

Checking your suEXEC setup

Before you compile and install the SUEXEC wrapper you can check the configuration with the --layout option.
Example outpuit:

SUEXEC set up:
suexec binary: /usr/local/apache/ shin/suexec
document root: /usr/local/apache/ share/ htdocs
userdir suffix: public_htmnl
| ogfile: /usr/local/apache/var/l og/suexec_| og
safe path: /usr/local/bin:/usr/bin:/bin
caller ID www
m ni nrum user 1D 100
m ni mrum group I D: 100

Compiling and installing the SUEXEC wrapper

If you have enabled the SUEXEC feature with the --enable-suexec option the suexec binary (together with Apacheitself) is
automatically built if you execute the command "make”.

After all components have been built you can execute the command "make install" to install them. The binary image "suexec" is
installed in the directory defined by the --sbindir option. Default location is "/ust/local/apache/shin/suexec”.

Please note that you need root privileges for the installation step. In order for the wrapper to set the user ID, it must be installed as
owner r oot and must have the setuserid execution bit set for file modes.

BACK TO CONTENTS

Enabling & Disabling SUEXEC

Upon startup of Apache, it looks for the file "suexec" in the "shin" directory (default is"/usr/local/apache/shin/suexec"). If Apache
finds a properly configured SUEXEC wrapper, it will print the following message to the error log:

[ notice] suEXEC nmechani sm enabl ed (w apper: /path/to/suexec)

If you don't see this message at server startup, the server is most likely not finding the wrapper program where it expectsit, or the
executable is not installed setuid root.

If you want to enable the SUEXEC mechanism for the first time and an Apache server is aready running you must kill and restart
Apache. Restarting it with asimple HUP or USR1 signal will not be enough.
If you want to disable SUEXEC you should kill and restart Apache after you have removed the "suexec" file.

BACK TO CONTENTS
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Using sSUEXEC

Virtual Hosts:

One way to use the SUEXEC wrapper is through the User and Group directivesin VirtualHost definitions. By setting these directives
to values different from the main server user ID, all requests for CGI resources will be executed as the User and Group defined for
that <Vi r t ual Host >. If only one or neither of these directives are specified for a<Vi r t ual Host > then the main server userid
is assumed.

User directories:

The sUEXEC wrapper can also be used to execute CGI programs as the user to which the request is being directed. Thisis
accomplished by using the "~" character prefixing the user ID for whom execution is desired. The only requirement needed for this
feature to work isfor CGI execution to be enabled for the user and that the script must meet the scrutiny of the security checks

above.

BACK TO CONTENTS

Debugging sUEXEC

The suEXEC wrapper will write log information to the file defined with the --suexec-logfile option as indicated above. If you feel
you have configured and installed the wrapper properly, have alook at thislog and the error_log for the server to see where you
may have gone astray.

BACK TO CONTENTS

Beware the Jabberwock: Warnings & Examples

NOTE! This section may not be complete. For the latest revision of this section of the documentation, see the Apache Group's
Online Documentation version.

There are afew points of interest regarding the wrapper that can cause limitations on server setup. Please review these before
submitting any "bugs' regarding SUEXEC.

» SUEXEC Points Of Interest
« Hierarchy limitations

For security and efficiency reasons, all suexec requests must remain within either atop-level document root
for virtual host requests, or one top-level personal document root for userdir requests. For example, if you
have four VirtualHosts configured, you would need to structure all of your VHosts document roots off of
one main Apache document hierarchy to take advantage of SUEXEC for VirtualHosts. (Example
forthcoming.)

o SUEXEC's PATH environment variable

This can be a dangerous thing to change. Make certain every path you include in this defineisatrusted
directory. Y ou don't want to open people up to having someone from across the world running atrojan
horse on them.

« Altering the SUEXEC code
Again, this can cause Big Troubleif you try thiswithout knowing what you are doing. Stay away fromit if
at al possible.

BACK TO CONTENTS

Apache HTTP Server
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Introduction

Apache is ageneral webserver, which is designed to be correct first, and fast second. Even so, its performance is quite satisfactory. Most
sites have less than 10Mbits of outgoing bandwidth, which Apache can fill using only alow end Pentium-based webserver. In practice
sites with more bandwidth require more than one machine to fill the bandwidth due to other constraints (such as CGI or database
transaction overhead). For these reasons the devel opment focus has been mostly on correctness and configurability.

Unfortunately many folks overlook these facts and cite raw performance numbers as if they are some indication of the quality of aweb
server product. There is a bare minimum performance that is acceptable, beyond that extra speed only caters to a much smaller segment of
the market. But in order to avoid this hurdle to the acceptance of Apache in some markets, effort was put into Apache 1.3 to bring
performance up to a point where the difference with other high-end webserversis minimal.

Finally there are the folks who just plain want to see how fast something can go. The author fallsinto this category. Therest of this
document is dedicated to these folks who want to squeeze every last bit of performance out of Apache's current model, and want to
understand why it does some things which slow it down.

Note that thisistailored towards Apache 1.3 on Unix. Some of it applies to Apache on NT. Apache on NT has not been tuned for
performance yet; in fact it probably performs very poorly because NT performance requires a different programming model.

Hardware and Operating System Issues

The single biggest hardware issue affecting webserver performance is RAM. A webserver should never ever have to swap, swapping
increases the latency of each request beyond a point that users consider "fast enough”. This causes users to hit stop and reload, further
increasing the load. Y ou can, and should, control the MaxCl i ent s setting so that your server does not spawn so many children it starts

swapping.

Beyond that the rest is mundane: get afast enough CPU, afast enough network card, and fast enough disks, where "fast enough” is
something that needs to be determined by experimentation.

Operating system choice islargely a matter of local concerns. But a general guideline isto always apply the latest vendor TCP/IP patches.
HTTP serving completely breaks many of the assumptions built into Unix kernels up through 1994 and even 1995. Good choices include
recent FreeBSD, and Linux.
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Run-Time Configuration Issues
HostnameLookups

Prior to Apache 1.3, Host naneLookups defaulted to On. This adds latency to every request because it requires a DNS lookup to
complete before the request is finished. In Apache 1.3 this setting defaults to Off. However (1.3 or later), if youuseany Al | ow from
domai n or Deny from donai n directivesthen you will pay for adouble reverse DNS lookup (areverse, followed by aforward to
make sure that the reverse is not being spoofed). So for the highest performance avoid using these directives (it's fine to use I P addresses
rather than domain names).

Note that it's possible to scope the directives, such aswithina<Locat i on / server - st at us> section. In this case the DNS lookups
are only performed on requests matching the criteria. Here's an example which disables lookups except for .html and .cgi files:

Host naneLookups of f
<Files ~ "\.(htm|cgi)$">
Host naneLookups on

</Files>

But even still, if you just need DNS names in some CGls you could consider doing the get host bynane call in the specific CGlsthat
need it.

Similarly, if you need to have hostname information in your server logs in order to generate reports of thisinformation, you can
postprocess your log file with logresolve, so that these lookups can be done without making the client wait. It is recommended that you do
this postprocessing, and any other statistical analysis of the log file, somewhere other than your production web server machine, in order
that this activity does not adversely affect server performance.

FollowSymLinks and SymLinkslfOwnerMatch

Wherever in your URL-space you do not havean Opt i ons Fol | owSynli nks, or you do have an Opt i ons
SynLi nksl f Oamner Mat ch Apache will have to issue extra system calls to check up on symlinks. One extra call per filename
component. For example, if you had:

Docunent Root /www/ ht docs
<Directory />

Opti ons SynlLi nksl f Oaner Mat ch
</Directory>

and arequest is made for the URI / i ndex. ht m . Then Apache will perform | st at (2) on/ ww, / ww/ ht docs, and
/ www/ ht docs/ i ndex. ht m . Theresults of thesel st at s are never cached, so they will occur on every single request. If you really
desire the symlinks security checking you can do something like this:

Docunent Root /www ht docs
<Directory />
Opti ons Fol | owSynii nks
</Directory>
<Directory /ww/ ht docs>
Options -Fol | owSynLi nks +Synli nksl f Oamner Mat ch
</Directory>

This at |east avoids the extra checks for the Docunent Root path. Note that you'll need to add similar sectionsif you have any Al i as
or Rewri t eRul e paths outside of your document root. For highest performance, and no symlink protection, set Fol | owSynLi nks
everywhere, and never set SynLi nksl f Ovner Mat ch.

AllowOverride

Wherever in your URL-space you alow overrides (typically . ht access files) Apache will attempt to open . ht access for each
filename component. For example,

Docunent Root /ww/ ht docs
<Directory />

Al l owOverride all
</Directory>

and arequest is made for the URI / i ndex. ht ni . Then Apache will attempt to open/ . ht access,/ ww/ . ht access, and
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/ ww/ ht docs/ . ht access. The solutions are similar to the previous case of Opt i ons Fol | owSynili nks. For highest
performanceuse Al | owOver ri de None everywherein your filesystem.

Negotiation

If at all possible, avoid content-negotiation if you're really interested in every last ounce of performance. In practice the benefits of
negotiation outweigh the performance penalties. There's one case where you can speed up the server. Instead of using awildcard such as:

Di rectoryl ndex i ndex
Use acomplete list of options:

Directoryl ndex index.cgi index.pl index.shtnml index.htm
where you list the most common choice first.

Process Creation

Prior to Apache 1.3the M nSpar eSer ver s, MaxSpar eSer ver s, and St art Ser ver s settings all had drastic effects on benchmark
results. In particular, Apache required a"ramp-up" period in order to reach a number of children sufficient to serve the load being applied.
After theinitial spawning of St ar t Ser ver s children, only one child per second would be created to satisfy the M nSpar eSer ver s
setting. So a server being accessed by 100 simultaneous clients, using the default St ar t Ser ver s of 5 would take on the order 95
seconds to spawn enough children to handle the load. Thisworks fine in practice on real-life servers, because they aren't restarted
frequently. But does really poorly on benchmarks which might only run for ten minutes.

The one-per-second rule was implemented in an effort to avoid swamping the machine with the startup of new children. If the machineis
busy spawning children it can't service requests. But it has such a drastic effect on the perceived performance of Apache that it had to be

replaced. As of Apache 1.3, the code will relax the one-per-second rule. It will spawn one, wait a second, then spawn two, wait a second,
then spawn four, and it will continue exponentialy until it is spawning 32 children per second. It will stop whenever it satisfies the

M nSpar eSer ver s setting.

This appears to be responsive enough that it's amost unnecessary to twiddlethe M nSpar eSer ver s, MaxSpar eSer ver s and
St art Ser ver s knobs. When more than 4 children are spawned per second, a message will be emitted to the Er r or Log. If you seea
lot of these errors then consider tuning these settings. Use the nod_st at us output as aguide.

Related to process creation is process death induced by the MaxRequest sPer Chi | d setting. By default thisis 0, which means that
thereis no limit to the number of requests handled per child. If your configuration currently has this set to some very low number, such as
30, you may want to bump this up significantly. If you are running SunOS or an old version of Solaris, limit this to 10000 or so because of
memory leaks.

When keep-alives arein use, children will be kept busy doing nothing waiting for more requests on the already open connection. The
default KeepAl i veTi neout of 15 seconds attempts to minimize this effect. The tradeoff here is between network bandwidth and
server resources. In no event should you raise this above about 60 seconds, as most of the benefits are lost.

Compile-Time Configuration Issues
mod_status and ExtendedStatus On

If youincludenod_st at us and you also set Ext endedSt at us On when building and running Apache, then on every request
Apache will perform two callsto get t i meof day(2) (orti mes(2) depending on your operating system), and (pre-1.3) several extra
calstoti me(2) . Thisisall done so that the status report contains timing indications. For highest performance, set Ext endedSt at us
of f (whichisthe default).

accept Serialization - multiple sockets

This discusses a shortcoming in the Unix socket API. Suppose your web server uses multiple Li st en statementsto listen on either
multiple ports or multiple addresses. In order to test each socket to see if aconnection isready Apacheusessel ect (2).sel ect (2)
indicates that a socket has zero or at least one connection waiting on it. Apache's model includes multiple children, and al the idle ones
test for new connections at the same time. A naive implementation looks something like this (these examples do not match the code,
they're contrived for pedagogical purposes):
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for (;;) {
for (;;) {

fd_set accept_fds;

FD_ZERO ( &ccept _fds);
for (i = first_socket; i <= last_socket; ++i) {
FD SET (i, &accept _fds);

rc = select (last_socket+1l, &accept_fds, NULL, NULL, NULL);
if (rc < 1) continue;
new connection = -1;
for (i = first_socket; i <= last_socket; ++i) {
if (FD_ISSET (i, &accept _fds)) {

new _connection = accept (i, NULL, NULL);

if (new _connection != -1) break;
}
}
[

f (new_connection !'= -1) break;

process the new_connection;

But this naive implementation has a serious starvation problem. Recall that multiple children execute this loop at the sametime, and so
multiple children will block at sel ect when they are in between requests. All those blocked children will awaken and return from

sel ect when asingle request appears on any socket (the number of children which awaken varies depending on the operating system
and timing issues). They will al then fall down into the loop and try to accept the connection. But only one will succeed (assuming
there's still only one connection ready), the rest will be blocked in accept . This effectively locks those children into serving requests
from that one socket and no other sockets, and they'll be stuck there until enough new requests appear on that socket to wake them all up.
This starvation problem was first documented in PR#467. There are at least two solutions.

One solution is to make the sockets non-blocking. In this case the accept won't block the children, and they will be allowed to continue
immediately. But this wastes CPU time. Suppose you have ten idle childrenin sel ect , and one connection arrives. Then nine of those
children will wake up, try to accept the connection, fail, and loop back into sel ect , accomplishing nothing. Meanwhile none of those
children are servicing requests that occurred on other sockets until they get back up to the sel ect again. Overall this solution does not
seem very fruitful unless you have as many idle CPUs (in a multiprocessor box) as you have idle children, not a very likely situation.

Another solution, the one used by Apache, isto seriaize entry into the inner loop. The loop looks like this (differences highlighted):

for (;;) {
accept _nutex_on ();
for (;;) {

fd_set accept_fds;

FD ZERO ( &accept fds);

for (i = first_socket; i <= last_socket; ++i) {
FD SET (i, &accept _fds);
}

rc = select (last_socket+1, &accept_fds, NULL, NULL, NULL);
if (rc < 1) continue
new _connection = -1;
for (i = first_socket; i <= last_socket; ++i) {
if (FD_ISSET (i, &accept_fds)) {

new_connection = accept (i, NULL, NULL);

if (new_connection != -1) break;
}
}
if (new_connection != -1) break;
}
accept _mutex_off ();
process the new_connecti on;

}

Thefunctionsaccept _nut ex_on andaccept _nut ex_of f implement amutual exclusion semaphore. Only one child can have the
mutex at any time. There are several choices for implementing these mutexes. The choiceis definedinsr ¢/ conf . h (pre-1.3) or
src/include/ ap_config. h (1.3 orlater). Some architectures do not have any locking choice made, on these architecturesit is
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unsafe to use multiple Li st en directives.
HAVE FLOCK_SERI ALl ZED ACCEPT

This method usesthef | ock(2) system call tolock alock file (located by the LockFi | e directive).
HAVE_FCNTL_SERI ALl ZED ACCEPT

This method usesthef cnt | (2) system call tolock alock file (located by the LockFi | e directive).
HAVE_SYSVSEM SERI ALI ZED ACCEPT

(1.3 or later) This method uses SysV-style semaphores to implement the mutex. Unfortunately SysV-style semaphores have some
bad side-effects. Oneisthat it's possible Apache will die without cleaning up the semaphore (seethei pcs( 8) man page). The
other isthat the semaphore API alows for adenial of service attack by any CGIls running under the same uid as the webserver
(i.e, al CGls, unless you use something like suexec or cgiwrapper). For these reasons this method is not used on any architecture
except IRIX (where the previous two are prohibitively expensive on most IRIX boxes).

HAVE_USLOCK_SERI ALI ZED ACCEPT

(1.3 or later) This method is only available on IRIX, and usesusconf i g( 2) to create a mutex. While this method avoids the
hassles of SysV-style semaphores, it is not the default for IRIX. Thisis because on single processor IRIX boxes (5.3 or 6.2) the
uslock codeis two orders of magnitude slower than the SysV-semaphore code. On multi-processor IRIX boxes the uslock codeis
an order of magnitude faster than the SysV-semaphore code. Kind of amessed up situation. So if you're using a multiprocessor
IRIX box then you should rebuild your webserver with - DHAVE_USLOCK_SERI ALI ZED_ACCEPT on the EXTRA_CFLAGS.

HAVE_PTHREAD_SERI ALI ZED ACCEPT

(1.3 or later) This method uses POSIX mutexes and should work on any architecture implementing the full POSIX threads
specification, however appears to only work on Solaris (2.5 or later), and even then only in certain configurations. If you
experiment with this you should watch out for your server hanging and not responding. Static content only servers may work just
fine.

If your system has another method of serialization which isn't in the above list then it may be worthwhile adding code for it (and
submitting a patch back to Apache). The above HAVE_METHOD_SERI ALl ZED ACCEPT defines specify which method is available and
works on the platform (you can have more than one); USE_METHOD_SERI ALI ZED _ACCEPT is used to specify the default method (see
the Accept Mut ex directive).

Another solution that has been considered but never implemented isto partialy serialize the loop -- that is, let in a certain number of
processes. Thiswould only be of interest on multiprocessor boxes where it's possible multiple children could run simultaneously, and the
serialization actually doesn't take advantage of the full bandwidth. Thisis a possible area of future investigation, but priority remains low
because highly parallel web servers are not the norm.

Ideally you should run servers without multiple Li st en statements if you want the highest performance. But read on.
accept Serialization - single socket

The above is fine and dandy for multiple socket servers, but what about single socket servers? In theory they shouldn't experience any of
these same problems because all children can just block inaccept (2) until aconnection arrives, and no starvation results. |n practice
this hides almost the same "spinning" behavior discussed above in the non-blocking solution. The way that most TCP stacks are
implemented, the kernel actually wakes up all processes blocked in accept when asingle connection arrives. One of those processes
gets the connection and returns to user-space, the rest spin in the kernel and go back to sleep when they discover there's no connection for
them. This spinning is hidden from the user-land code, but it's there nonetheless. This can result in the same load-spiking wasteful
behavior that a non-blocking solution to the multiple sockets case can.

For this reason we have found that many architectures behave more "nicely" if we serialize even the single socket case. So thisis actually
the default in almost al cases. Crude experiments under Linux (2.0.30 on adua Pentium pro 166 w/128Mb RAM) have shown that the
serialization of the single socket case causes less than a 3% decrease in requests per second over unserialized single-socket. But
unserialized single-socket showed an extra 100ms latency on each request. Thislatency is probably awash on long haul lines, and only an
issue on LANS. If you want to override the single socket serialization you can define SI NGLE_LI STEN_UNSERI ALI ZED ACCEPT
and then single-socket servers will not seriaize at all.

Lingering Close
As discussed in draft-ietf-http-connection-00.txt section 8, in order for an HTTP server to reliably implement the protocal it heedsto

shutdown each direction of the communication independently (recall that a TCP connection is bi-directional, each half is independent of
the other). Thisfact is often overlooked by other servers, but is correctly implemented in Apache as of 1.2.

When this feature was added to Apache it caused aflurry of problems on various versions of Unix because of a shortsightedness. The
TCP specification does not state that the FIN_WAIT_2 state has atimeout, but it doesn't prohihbit it. On systems without the timeout,
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Apache 1.2 induces many sockets stuck forever in the FIN_WAIT_2 state. In many cases this can be avoided by simply upgrading to the
latest TCP/IP patches supplied by the vendor. In cases where the vendor has never released patches (i.e., SunOS4 -- although folks with a
source license can patch it themselves) we have decided to disable this feature.

There are two ways of accomplishing this. One isthe socket option SO_LI NGER. But as fate would have it, this has never been
implemented properly in most TCP/IP stacks. Even on those stacks with a proper implementation (i.e., Linux 2.0.31) this method proves
to be more expensive (cputime) than the next solution.

For the most part, Apache implements thisin afunction called | i ngeri ng_cl ose (inhtt p_mai n. c). The function looks roughly
likethis:

void lingering_close (int s)
{
char junk_buffer[2048];

/* shutdown the sending side */
shutdown (s, 1);

signal (SIGALRM Iingering death);
al arm (30);

for (5;) {
select (s for reading, 2 second tineout);
if (error) break;
if (s is ready for reading) {
if (read (s, junk_buffer, sizeof (junk_buffer)) <= 0) {
br eak;

/* just toss away whatever is read */

}
}

close (s);

This naturally adds some expense at the end of a connection, but it is required for areliable implementation. AsHTTP/1.1 becomes more
prevalent, and all connections are persistent, this expense will be amortized over more requests. If you want to play with fire and disable
this feature you can define NO_LI NGCLGSE, but thisis not recommended at all. In particular, asHTTP/1.1 pipelined persistent
connections comeintousel i ngeri ng_cl ose isan absolute necessity (and pipelined connections are faster, so you want to support
them).

Scoreboard File

Apache's parent and children communicate with each other through something called the scoreboard. Ideally this should be implemented
in shared memory. For those operating systems that we either have access to, or have been given detailed portsfor, it typicaly is
implemented using shared memory. The rest default to using an on-disk file. The on-disk file is not only slow, but it isunreliable (and less
featured). Perusethe sr ¢/ mai n/ conf . h file for your architecture and look for either USE_ MVAP_ SCOREBOARD or
USE_SHMGET_SCOREBQARD. Defining one of those two (as well as their companions HAVE_MVAP and HAVE _SHMGET respectively)
enabl es the supplied shared memory code. If your system has another type of shared memory, edit thefilesr ¢/ mai n/ htt p_mai n. ¢
and add the hooks necessary to use it in Apache. (Send us back a patch too please.)

Historical note: The Linux port of Apache didn't start to use shared memory until version 1.2 of Apache. This oversight resulted in really
poor and unreliable behavior of earlier versions of Apache on Linux.

DYNAM C_MODULE LIM T

If you have no intention of using dynamically loaded modules (you probably don't if you're reading this and tuning your server for every
last ounce of performance) then you should add - DDYNAM C_MODULE LI M T=0 when building your server. Thiswill save RAM that's
allocated only for supporting dynamically loaded modules.
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Appendix: Detailed Analysis of a Trace

Hereisasystem cdl trace of Apache 1.3 running on Linux. The run-time configuration file is essentially the default plus:

<Directory />
Al'l owOverri de none
Opti ons Fol | owSynii nks
</Directory>

Thefile being requested isa static 6K file of no particular content. Traces of non-static requests or reguests with content negotiation look
wildly different (and quite ugly in some cases). First the entire trace, then we'll examine details. (This was generated by the st r ace
program, other similar programsincludet r uss, kt race, and par .)

accept (15, {sin_fam |y=AF_I NET, sin_port=htons(22283),

sin_addr=inet _addr("127.0.0.1")}, [16]) = 3

flock(18, LOCK _UN) =0

sigaction(SI GUSRL, {SIG I|G\}, {0x8059954, [], SA INTERRUPT}) = 0
get sockname(3, {sin_fam|y=AF_I NET, sin_port=htons(8080),
sin_addr=inet _addr("127.0.0.1")}, [16]) = O

set sockopt (3, | PPROTO TCP1, [1], 4) =0

read(3, "GET /6k HTTP/1.0\r\nUser-Agent: "..., 4096) = 60
sigaction(SIGUSRL, {SIGIG\}, {SIGIG\}) =0

ti me( NULL) = 873959960

getti meof day({873959960, 404935}, NULL) =0

st at ("/ home/ dgaudet / ap/ apachen/ ht docs/ 6k", {st_npde=S | FREG 0644, st_size=6144, ...}) =
0

open("/ home/ dgaudet / ap/ apachen/ ht docs/ 6k", O RDONLY) = 4
mmap(0, 6144, PROT_READ, MAP_PRI VATE, 4, 0) = 0x400ee000

witev(3, [{"HTTP/1.1 200 OK\r\nDate: Thu, 11"..., 245},
{"\VO\O\O\O\O\O\O\O\O\O\O\O\O\ O\ OV O". .., 6144}], 2) = 6389
cl ose(4) =0

ti me( NULL) = 873959960
wite(l7, "127.0.0.1 - - [10/Sep/1997:23:39"..., 71) =71

getti meof day({873959960, 417742}, NULL) 0

times({tnms_utinme=5, tns_stinme=0, tns_cutinme=0, tns_cstine=0}) = 446747
shutdown(3, 1 /* send */) 0

ol dsel ect (4, [3], NULL, [3], {2, 0}) 1 (in[3], left {2, 0})
read(3, "", 2048)

cl ose(3)

si gaction(SlI GUSRL, {0x8059954, [], SA I
munmap( 0x400ee000, 6144)

flock(18, LOCK EX)

ERRUPT}, {SIGIGN}) = 0

I n z||| 1 n
OO%OO

Notice the accept serialization:

flock(18, LOCK_UN) 0

f1ock(18, LOCK_EX) =0
These two calls can be removed by defining SI NGLE_LI STEN_UNSERI ALI ZED_ACCEPT as described earlier.

Notice the SI GUSR1 manipulation:

sigaction(SI GUSRL, {SI G IG\N}, {0x8059954, [], SA_INTERRUPT}) = O
si gaction(SIGUSRL, {SIGIGY, {SIGIGN}) = 0
si gacti on(SI GUSRL, {0x8059954, [], SA INTERRUPT}, {SIGIG\}) = O

Thisis caused by the implementation of graceful restarts. When the parent receives a SI GUSRL1 it sends a SI GUSR1 to all of its children
(and it also increments a "generation counter” in shared memory). Any children that are idle (between connections) will immediately die
off when they receive the signal. Any children that are in keep-alive connections, but are in between requests will die off immediately.
But any children that have a connection and are till waiting for the first request will not die off immediately.

To see why thisis necessary, consider how a browser reacts to a closed connection. If the connection was a keep-alive connection and the
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request being serviced was not the first request then the browser will quietly reissue the request on a new connection. It hasto do this
because the server is always free to close a keep-alive connection in between requests (i.e., due to atimeout or because of a maximum
number of requests). But, if the connection is closed before the first response has been received the typical browser will display a
"document contains no data" dialogue (or a broken image icon). Thisis done on the assumption that the server is broken in some way (or
maybe too overloaded to respond at all). So Apachetriesto avoid ever deliberately closing the connection before it has sent asingle
response. Thisisthe cause of those SI GUSR1 manipulations.

Note that it is theoretically possible to eliminate all three of these calls. But in rough tests the gain proved to be almost unnoticeable.

In order to implement virtual hosts, Apache needs to know the local socket address used to accept the connection:

get sockname(3, {sin_fam|y=AF_|I NET, sin_port=htons(8080),
si n_addr=i net _addr("127.0.0.1")}, [16]) = O

It is possible to eliminate this call in many situations (such as when there are no virtual hosts, or when Li st en directives are used which
do not have wildcard addresses). But no effort has yet been made to do these optimizations.

Apache turns off the Nagle algorithm:

set sockopt (3, | PPROTO _TCP1, [1], 4) =0

because of problems described in a paper by John Heidemann.

Noticethetwot i me calls:
ti me( NULL) = 873959960
ti me( NULL) = 873959960

One of these occurs at the beginning of the request, and the other occurs as a result of writing the log. At least one of these isrequired to
properly implement the HTTP protocol. The second occurs because the Common Log Format dictates that the log record include a
timestamp of the end of the request. A custom logging module could eliminate one of the calls. Or you can use a method which moves the
time into shared memory, see the patches section below.

Asdescribed earlier, Ext endedSt at us On causestwo get ti meof day callsandacall toti nes:

getti meof day({873959960, 404935}, NULL)

0

get ti meof day({ 873959960, 417742}, NULL) = O
times({tms_utinme=5, tnms_stinme=0, tns_cutinme=0, tns_cstine=0}) = 446747

These can be removed by setting Ext endedSt at us OF f (which is the default).

It might seem odd to call st at :

stat ("/ home/ dgaudet / ap/ apachen/ ht docs/ 6k", {st_npde=S_| FREF 0644, st_size=6144, ...}) =
0

Thisis part of the algorithm which calculates the PATH | NFOfor use by CGls. In fact if the request had been for the URI

/ cgi - bi n/ printenv/foobar thentherewould betwo calsto st at . Thefirst for

/ home/ dgaudet / ap/ apachen/ cgi - bi n/ pri nt env/ f oobar which does not exist, and the second for

/ hone/ dgaudet / ap/ apachen/ cgi - bi n/ pri nt env, which does exist. Regardless, at least one st at call is necessary when
serving static files because the file size and modification times are used to generate HT TP headers (such as Cont ent - Lengt h,

Last - Modi fi ed) and implement protocol features (such as| f - Modi fi ed- Si nce). A somewhat more clever server could avoid the
st at when serving non-static files, however doing so in Apache is very difficult given the modular structure.

All static files are served using mrap:

map(0, 6144, PROT_READ, MAP_PRI VATE, 4, 0) = 0x400ee000

munnap( 0x400ee000, 6144) =0

On some architecturesit's slower to mmap small filesthan it isto simply r ead them. The define MMAP_ THRESHOL D can be set to the
minimum size required before using mmap. By default it's set to 0 (except on SUnOS4 where experimentation has shown 8192 to be a
better value). Using atool such as Imbench you can determine the optimal setting for your environment.
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Y ou may also wish to experiment with MVAP_SEGVENT _SI ZE (default 32768) which determines the maximum number of bytes that
will be written at atime from mmap()d files. Apache only resets the client's Ti meout in between write()s. So setting this large may lock
out low bandwidth clients unless you aso increase the Ti neout .

It may even be the case that mmap isn't used on your architecture; if so then defining USE_ MMVAP_FI LES and HAVE _MVIAP might work
(if it works then report back to us).

Apache does its best to avoid copying bytes around in memory. The first write of any request typically isturned into awr i t ev which
combines both the headers and the first hunk of data:

witev(3, [{"HTTP/1.1 200 OK\r\nDate: Thu, 11"..., 245},
{"\ 0\ 0\ 0\ O\ 0\ O\ O\ O\ O\ O\ O\ O\ O\ O\ O\ 0" . .., 6144}], 2) = 6389

When doing HTTP/1.1 chunked encoding Apache will generate up to four element wr i t evs. The goal is to push the byte copying into
the kernel, where it typically has to happen anyhow (to assemble network packets). On testing, various Unixes (BSDI 2.x, Solaris 2.5,
Linux 2.0.31+) properly combine the elements into network packets. Pre-2.0.31 Linux will not combine, and will create a packet for each
element, so upgrading is agood idea. Defining NO_WRI TEV will disable this combining, but result in very poor chunked encoding
performance.

Thelog write:

wite(1l7, "127.0.0.1 - - [10/Sep/1997:23:39"..., 71) = 71

can be deferred by defining BUFFERED L OGS. In this case up to Pl PE_BUF bytes (a POSIX defined constant) of log entries are
buffered before writing. At no time does it split alog entry across a Pl PE_BUF boundary because those writes may not be atomic. (i.e.,
entries from multiple children could become mixed together). The code does its best to flush this buffer when a child dies.

The lingering close code causes four system calls:

shutdown(3, 1 /* send */) =0
ol dsel ect (4, [3], NULL, [3], {2, 0}) =1 (in [3], left {2, 0})
read(3, "", 2048) =0
cl ose(3) =0

which were described earlier.

Let's apply some of these optimizations. - DSI NGLE_LI STEN_UNSERI ALI ZED ACCEPT - DBUFFERED_L OGS and
Ext endedSt at us O f . Here'sthefina trace:

accept (15, {sin_fam | y=AF_I NET, sin_port=htons(22286),

si n_addr=i net _addr("127.0.0.1")}, [16]) = 3

sigaction(SIGUSRL, {SIG |G\}, {0x8058c98, [], SA I NTERRUPT}) = 0
get socknanme(3, {sin_fam|y=AF_|I NET, sin_port=htons(8080),

si n_addr=i net _addr("2127.0.0.1")}, [16]) = O

set sockopt (3, | PPROTO_TCP1, [1], 4) =0

read(3, "GET /6k HITP/1.0\r\nUser-Agent: "..., 4096) = 60

sigaction(SIGUSRL, {SIGIG\, {SIGIG\}) =0

ti me( NULL) = 873961916

stat ("/ hone/ dgaudet / ap/ apachen/ ht docs/ 6k", {st_npde=S_| FREF 0644, st_size=6144, ...}) =

0
open("/ hone/ dgaudet / ap/ apachen/ ht docs/ 6k", O RDONLY) = 4
map(0, 6144, PROT_READ, MAP_PRI VATE, 4, 0) = 0x400e3000

witev(3, [{"HTTP/1.1 200 OKQ\r\nDate: Thu, 11"..., 245},
{"\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\OoNO". .., 6144}], 2) = 6389
cl ose(4) =0

ti me( NULL) 873961916

shutdown(3, 1 /* send */)

ol dselect (4, [3], NULL, [3], {2, 0})
read(3, "", 2048)

cl ose(3) 0

si gaction(SI GUSRL, {0x8058c98, [], SA INTERRUPT}, {SIGIG\}) =0
munmap( 0x400e3000, 6144) =0

That's 19 system calls, of which 4 remain relatively easy to remove, but don't seem worth the effort.

0
1 (in [3], left {2, 0})
0
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Appendix: Patches Available

There are several performance patches available for 1.3. Although they may not apply cleanly to the current version, it shouldn't be
difficult for someone with alittle C knowledge to update them. In particular:

o A patchtoremoveall ti me(2) systemcals.

« A patch to remove various system calls from nod_i ncl ude, these calls are used by few sites but required for backwards
compatibility.
« A patch which integrates the above two plus afew other speedups at the cost of removing some functionality.

Appendix: The Pre-Forking Model

Apache (on Unix) isapre-forking model server. The parent processis responsible only for forking child processes, it does not serve any
requests or service any network sockets. The child processes actually process connections, they serve multiple connections (one at atime)
before dying. The parent spawns new or kills off old children in response to changes in the load on the server (it does so by monitoring a
scoreboard which the children keep up to date).

This model for servers offers arobustness that other models do not. In particular, the parent code is very simple, and with a high degree of
confidence the parent will continue to do its job without error. The children are complex, and when you add in third party code via
modules, you risk segmentation faults and other forms of corruption. Even should such athing happen, it only affects one connection and
the server continues serving requests. The parent quickly replaces the dead child.

Pre-forking is aso very portable across dialects of Unix. Historically this has been an important goal for Apache, and it continues to
remain so.

The pre-forking model comes under criticism for various performance aspects. Of particular concern are the overhead of forking a
process, the overhead of context switches between processes, and the memory overhead of having multiple processes. Furthermore it does
not offer as many opportunities for data-caching between requests (such as a pool of nrrapped files). Various other models exist and
extensive analysis can be found in the papers of the JAWS project. In practice al of these costs vary drastically depending on the

operating system.

Apache's core code is already multithread aware, and Apache version 1.3 is multithreaded on NT. There have been at least two other
experimental implementations of threaded Apache, one using the 1.3 code base on DCE, and one using a custom user-level threads
package and the 1.0 code base; neither is publicly available. There is also an experimental port of Apache 1.3 to Netscape's Portable Run
Time, which is available (but you're encouraged to join the new-httpd mailing list if you intend to useit). Part of our redesign for version
2.0 of Apache will include abstractions of the server model so that we can continue to support the pre-forking model, and also support
various threaded models.

Apache HTTP Server Version 1.3
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Ralf S. Engelschall <rse@apache.org>
December 1997

This document supplements the mod_rewrite reference documentation. It describes how one can use Apache's mod_rewrite to

solve typical URL-based problems webmasters are usually confronted with in practice. | give detailed descriptions on how to
solve each problem by configuring URL rewriting rulesets.

Introduction to mod_rewrite

The Apache module mod_rewriteisakiller one, i.e. it isareally sophisticated module which provides a powerful way to do URL
manipulations. With it you can nearly do all types of URL manipulations you ever dreamed about. The price you haveto pay is
to accept complexity, because mod_rewrite's major drawback isthat it is not easy to understand and use for the beginner. And
even Apache experts sometimes discover new aspects where mod_rewrite can help.

In other words: With mod_rewrite you either shoot yourself in the foot the first time and never use it again or love it for the rest
of your life because of its power. This paper triesto give you afew initial success eventsto avoid the first case by presenting
already invented solutions to you.

Practical Solutions

Here come alot of practical solutions I've either invented myself or collected from other peoples solutionsin the past. Feel free
to learn the black magic of URL rewriting from these examples.

ATTENTION: Depending on your server-configuration it can be necessary to dightly change the examples for your situation,
e.g. adding the [PT] flag when additionally using mod_alias and mod_userdir, etc. Or rewriting aruleset to fitin. ht access
context instead of per-server context. Always try to understand what a particular ruleset really does before you useit. It avoid
problems.

URL Layout

Canonical URLS

Description:

On some webservers there are more than one URL for aresource. Usually there are canonical URL s (which should be
actually used and distributed) and those which are just shortcuts, internal ones, etc. Independent which URL the user
supplied with the request he should finally see the canonical one only.

Solution:

We do an external HTTP redirect for all non-canonical URLs to fix them in the location view of the Browser and for all
subsequent requests. In the example ruleset below we replace/ ~user by the canonical / u/ user and fix amissing
trailing slash for / u/ user.

RewriteRule A ~([~]+)/2(.%) lu/ $1/$2 [R]
RewriteRule A/ ([uge]l)/([~]+)$ [3$1/3%2/ [R]
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Canonical Hostnames

Description:
Solution:

Rewri t eCond % HTTP_HOST} Infully\. qualified\.domai n\. nanme [ NC]

Rewri t eCond % HTTP_HOST} In$

Rewr it eCond % SERVER PORT} !~80%

RewiteRule ~ (.*) http://fully.qualified. domain. nane: % SERVER PORT}/ $1 [L, R]
Rewr it eCond % HTTP_HOST} INfully\. qualified\.domai n\.nanme [ NC]|

Rewri t eCond % HTTP_HOST} I"$

RewiteRule N (.*) http://fully.qualified. domain.name/$1 [L, R]

Moved DocumentRoot

Description:

Usually the DocumentRoot of the webserver directly relatesto the URL ™/ ". But often this datais not really of top-level
priority, it is perhapsjust one entity of alot of data pools. For instance at our Intranet sitesthereare/ e/ www/ (the
homepage for WWW), / e/ sww/ (the homepage for the Intranet) etc. Now because the data of the DocumentRoot stays
at/ e/ www we had to make sure that all inlined images and other stuff inside this data pool work for subsequent
requests.

Solution:

Wejust redirect the URL / to/ e/ www/ . Whileis seemstrivial it is actualy trivial with mod_rewrite, only. Because the
typica old mechanisms of URL Aliases (as provides by mod_alias and friends) only used prefix matching. With thisyou
cannot do such aredirection because the DocumentRoot is a prefix of al URLs. With mod_rewriteitisredly trivia:

Rewr i t eEngi ne on
RewriteRule ~/$ /e/ww [R]

Trailing Slash Problem

Description:

Every webmaster can sing a song about the problem of the trailing slash on URL s referencing directories. If they are
missing, the server dumps an error, because if you say / ~quux/ f 00 instead of / ~quux/ f oo/ then the server
searches for afile named f 00. And because thisfile isadirectory it complains. Actually istriesto fix it themself in most
of the cases, but sometimes this mechanism need to be emulated by you. For instance after you have done alot of
complicated URL rewritingsto CGI scripts etc.

Solution:

The solution to this subtle problem isto let the server add the trailing slash automatically. To do this correctly we have to
use an external redirect, so the browser correctly requests subsequent images etc. If we only did ainternal rewrite, this
would only work for the directory page, but would go wrong when any images are included into this page with relative
URLSs, because the browser would request an in-lined object. For instance, arequest for i mage. gi f in

/ ~quux/ f oo/ i ndex. ht m would become/ ~quux/ i mage. gi f without the external redirect!

So, to do thistrick we write:

Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rewrit eRul e ~"foo$ foo/ [R]

The crazy and lazy can even do the following in the top-level . ht access file of their homedir. But notice that this
creates some processing overhead.
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Rewri t eEngi ne on

Rewri t eBase [ ~quux/
Rewr i t eCond %4 REQUEST_FI LENAME} -d
Rewr it eRul e AN S $1/ [R

Webcluster through Homogeneous URL Layout

Description:

We want to create a homogenous and consistent URL layout over all WWW servers on a Intranet webcluster, i.e. al
URLs (per definition server local and thus server dependent!) become actually server independed! What we want isto
give the WWW namespace a consistent server-independend layout: no URL should have to include any physically
correct target server. The cluster itself should drive us automatically to the physical target host.

Solution:

First, the knowledge of the target servers come from (distributed) external maps which contain information where our
users, groups and entities stay. The have the form

userl server_of userl
user2 server_of user2

We put them into filesmap. xxx-t 0- host . Second we need to instruct all serversto redirect URLSs of the forms

[ u/ user/ anypat h
/ g/ group/ anypat h
/elentity/anypath

to

http://physical - host/u/ user/anypath
htt p:// physi cal - host/ g/ group/ anypat h
http://physical -host/e/entity/anypath

when the URL is not locally valid to a server. The following ruleset does this for us by the help of the map files
(assuming that serverO is a default server which will be used if a user has no entry in the map):

Rewr i t eEngi ne on

Rewri t eMap user -t o- host t xt:/ path/to/ map. user -t o- host
Rewr i t eMap gr oup-t o- host txt:/path/to/ map. gr oup-t o- host
Rewri t eMap entity-to-host txt:/path/to/ map. entity-to-host

RewriteRule ~ul/ ([~MM]+)/12(.7%) http://${user-to-host: $1| server 0}/ u/ $1/ $2
RewriteRule A/g/([AM]+)/?2(.*) http://${group-to-host:$1|server0}/g/$1/$2
RewriteRule ~lel([M]1+)/?2(.*) http://${entity-to-host:$1|server0}/el/$1/$2

RewriteRule 7/ ([uge])/ ([~ ]+)/?$ [ $1/ $2/ . W
RewriteRule A/ ([uge])/([M]H)/([~.]++)  1$1/$2/ . ww $3\

Move Homedirs to Different Webserver

Description:

A lot of webmaster aksed for a solution to the following situation: They wanted to redirect just all homedirson a
webserver to another webserver. They usually need such things when establishing a newer webserver which will replace
the old one over time.

Solution:

The solutionistrivial with mod_rewrite. On the old webserver we just redirect all / ~user / anypat h URLsto
http:// newserver/ ~user/ anypat h.
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Rewri t eEngi ne on
RewriteRule A/~(.+) http://newserver/~$1 [R L]

Structured Homedirs

Description:

Some sites with thousend of users usually use a structured homedir layout, i.e. each homedir isin a subdirectory which
begins for instance with the first character of the username. So, / ~f oo/ anypat h is
[ hone/ f/fool . ww anypat h while/ ~bar / anypat h is/ hone/ b/ bar/ . ww/ anypat h.

Solution:
We use the following ruleset to expand the tilde URL s into exactly the above layout.

Rewri t eEngi ne on
RewriteRule ~/~(([a-z])[a-z0-9]+)(.*) [home/$2/$1/. wws3

Filesystem Reorganisation

Description:

Thisreally is a hardcore example: akiller application which heavily uses per-directory Rewr i t eRul es to get a smooth
look and feel on the Web while its data structure is never touched or adjusted. Background: net.sw is my archive of
freely available Unix software packages, which | started to collect in 1992. It is both my hobby and job to to this,
because while I'm studying computer science | have also worked for many years as a system and network administrator
in my spare time. Every week | need some sort of software so | created a deep hierarchy of directories where | stored the

packages:

dr wxr wxr - X 2 netsw users 512 Aug 3 18:39 Audi o/

dr wxr wxr - X 2 netsw users 512 Jul 9 14: 37 Benchmar k/
drwxrwxr-x 12 netsw users 512 Jul 9 00: 34 Cryptol/

dr wWxr wxr - x 5 netsw users 512 Jul 9 00: 41 Dat abase/
dr wxr wxr - X 4 netsw users 512 Jul 30 19:25 Dicts/
drwxrwxr-x 10 netsw users 512 Jul 9 01:54 Graphic/
dr wWxr wxr - X 5 netsw users 512 Jul 9 01:58 Hackers/
dr wxr wxr - x 8 netsw users 512 Jul 9 03:19 InfoSys/
dr wxr wxr - X 3 netsw users 512 Jul 9 03:21 Math/

dr wxr wxr - X 3 netsw users 512 Jul 9 03:24 M sc/

dr wxr wxr - X 9 netsw users 512 Aug 1 16:33 Network/
dr wxr wxr - X 2 netsw users 512 Jul 9 05:53 Oficel

dr wxr wxr - X 7 netsw users 512 Jul 9 09: 24 SoftEng/
dr wWxr wxr - x 7 netsw users 512 Jul 9 12:17 System
drwxrwxr-x 12 netsw users 512 Aug 3 20:15 Typesetting/
drwxrwxr-x 10 netsw users 512 Jul 9 14:08 X11/

In July 1996 | decided to make this archive public to the world via a nice Web interface. "Nice" meansthat | wanted to
offer an interface where you can browse directly through the archive hierarchy. And "nice" meansthat | didn't wanted to
change anything inside this hierarchy - not even by putting some CGI scripts at the top of it. Why? Because the above
structure should be later accessible viaFTP aswell, and | didn't want any Web or CGI stuff to be there.

Solution:

The solution has two parts: The first isaset of CGI scripts which create all the pages at all directory levels on-the-fly. |
put them under / e/ net sw/ . ww/ asfollows:

STWr--1-- 1 netsw users 1318 Aug 1 18:10 .wwacl
drwxr-xr-x 18 netsw users 512 Aug 5 15:51 DATA

S TWE WA T W 1 netsw wusers 372982 Aug 5 16:35 LOGFILE
SrWr--r-- 1 netsw users 659 Aug 4 09:27 TODO

STWr--7-- 1 netsw users 5697 Aug 1 18:01 netsw about. htn
- FWXT - XT - X 1 netsw users 579 Aug 2 10: 33 netsw access. pl

- T WKT - XT - X 1 netsw users 1532 Aug 1 17:35 netsw changes. cgi
- T WX - XT - X 1 netsw users 2866 Aug 5 14:49 netsw hone. cgi

dr wxr - xr - x 2 netsw users 512 Jul 8 23:47 netswing/

http://httpd.apache.org/docs/misc/rewriteguide.html (4 of 23) [12/05/2001 4:48:55 PM]



Apache 1.3 URL Rewriting Guide

- FWXT - XT - X 1 netsw users 24050 Aug 5 15:49 netsw I sdir.cgi
- T WKT - XT - X 1 netsw users 1589 Aug 3 18:43 netsw search. cgi
- FWXT - XT - X 1 netsw users 1885 Aug 1 17:41 netswtree.cgi
STWr--1-- 1 netsw users 234 Jul 30 16:35 netswunlimt.|st

The DATA/ subdirectory holds the above directory structure, i.e. the real net.sw stuff and gets automatically updated via
rdi st fromtimeto time. The second part of the problem remains: how to link these two structures together into one
smooth-looking URL tree? We want to hide the DATA/ directory from the user while running the appropriate CGlI
scripts for the various URLs. Here isthe solution: first | put the following into the per-directory configuration file in the
Document Root of the server to rewrite the announced URL / net . sw/ to theinterna path/ e/ net sw.

RewiteRule “net.sw$ net . sw [ R]
RewriteRule “net.sw (.*)$ e/netsw $1

Thefirst ruleisfor requests which missthe trailing slash! The second rule does the real thing. And then comes the killer
configuration which stays in the per-directory config file/ e/ net sw/ . www/ . wwwacl :

Opti ons ExecCE@ Fol | owSynli nks | ncl udes Mul ti Vi ews
Rewr i t eEngi ne on

# we are reached via /net.sw prefix
RewriteBase /net.sw

# first we rewite the root dir to

# the handling cgi script

RewriteRule 7$ net sw hone. cgi [ L]
RewiteRule 7"index\.htrm $ net sw home. cgi [ L]

# strip out the subdirs when
# the browser requests us from perdir pages
RewiteRule /. +/(netsw[~/]+/.+)$ $1 [L]

# and now break the rewiting for |ocal files

RewiteRule “netsw hone\.cgi.* - [ L]
RewiteRule “netsw changes\.cgi.* - [ L]
RewriteRul e “net sw search\. cgi . * - [ L]
RewiteRule “netswtree\.cgi $ - [ L]
RewriteRule “netsw about\.htm $ - [ L]
RewriteRule “netswing/.*$ = [L]
# anything else is a subdir which gets handl ed

# by another cgi script

Rewr it eRul e I"netsw | sdir\.cgi.* - [C

RewriteRule (.*) net sw| sdir. cgi/$1

Some hints for interpretation:
1. NoticetheL (last) flag and no substitution field (*-') in the forth part
2. Noticethe! (not) character and the C (chain) flag at the first rule in the last part
3. Noticethe catch-all pattern in the last rule

NCSA imagemap to Apache mod_imap

Description:

When switching from the NCSA webserver to the more modern Apache webserver alot of people want a smooth
transition. So they want pages which use their old NCSA i magemnap program to work under Apache with the modern
nod_i map. The problem is that there are alot of hyperlinks around which reference thei magemnmap program via

/ cgi - bi n/ i magemap/ pat h/ t o/ page. map. Under Apache thishasto read just / pat h/ t o/ page. map.

Solution:
We use aglobal rule to remove the prefix on-the-fly for all requests:
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Rewri t eEngi ne on
Rewrit eRul e Al cgi-bin/i magemap(.*) $1 [PT]

Search pages in more than one directory

Description:
Sometimes it is neccessary to let the webserver search for pages in more than one directory. Here MultiViews or other
techniques cannot help.

Solution:

We program a explicit ruleset which searches for the filesin the directories.

Rewri t eEngi ne on

# first try tofind it in custom...

# ...and if found stop and be happy:

Rewr i t eCond [your/docroot/dirl/ %4 REQUEST FI LENAVE} -f
RewiteRule ~(.+) /your/docroot/dirl/$1 [L]

# second try to find it in pub/...

# ...and if found stop and be happy:

Rewr i t eCond [ your/docroot/dir?2/ %4 REQUEST FI LENAVE} -f
RewiteRule ~(.+) /your/docroot/dir2/$1 [L]

# else go on for other Alias or ScriptAias directives,
# etc.
RewiteRule A(.+) - [PT]

Set Environment Variables According To URL Parts

Description:
Perhaps you want to keep status information between requests and use the URL to encode it. But you don't want to use a
CGI wrapper for all pagesjust to strip out thisinformation.

Solution:

We use arewrite rule to strip out the status information and remember it via an environment variable which can be later
dereferenced from within XSSI or CGI. Thisway aURL / f oo/ S=j ava/ bar/ getstrandatedto/ f oo/ bar/ and the
environment variable named STATUS is set to the value "java'.

Rewr i t eEngi ne on
RewriteRule  A(.*)/S=([M]+H)/(.*) $1/ $3 [ E=STATUS: $2]

Virtual User Hosts

Description:

Assume that you want to provide wwmwv. user nane. host . domai n. comfor the homepage of username viajust DNS
A records to the same machine and without any virtualhosts on this machine.

Solution:

For HTTP/1.0 requests there is no solution, but for HTTP/1.1 requests which contain a Host: HTTP header we can use
the following ruleset to rewrite ht t p: / / www. user nane. host . com anypat h internally to
/ horre/ user nane/ anypat h:

Rewri t eEngi ne on

RewriteCond % HTTP_HOST} A L [~ ]+ . host\ . cont
RewiteRule ~(.+4) 9% HTTP_HOST} $1 [C
RewiteRule Aww\.([~.]+)\.host\.con(.*) /hore/$1$2
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Redirect Homedirs For Foreigners

Description:

We want to redirect homedir URL s to another webserver www. sonewher e. comwhen the requesting user does not
stay inthe local domain our domai n. com Thisis sometimes used in virtual host contexts.

Solution:
Just arewrite condition:

Rewri t eEngi ne on
Rewr i t eCond 9% REMOTE_HOST} !'~. +\. ourdomai n\. con
RewriteRul e AN~ +) http://ww. somewhere. conf $1 [ R L]

Redirect Failing URLs To Other Webserver

Description:

A typical FAQ about URL rewriting is how to redirect failing requests on webserver A to webserver B. Usually thisis
done via ErrorDocument CGl-scriptsin Perl, but there isalso amod_rewrite solution. But notice that thisisless
performant than using a ErrorDocument CGI-script!

Solution:
The first solution has the best performance but less flexibility and is less error safe;

Rewr i t eEngi ne on
Rewr i t eCond [ your/ docr oot / % REQUEST FI LENAVE} ! -f
RewiteRule ~(.+) http://webserverB. donf $1

The problem here is that thiswill only work for pages inside the DocumentRoot. While you can add more Conditions
(for instance to also handle homedirs, etc.) there is better variant:

Rewri t eEngi ne on
Rewr i t eCond % REQUEST URI} !'-U
RewriteRule A(.+) http://webserverB. dont $1

This uses the URL |ook-ahead feature of mod_rewrite. The result is that thiswill work for all types of URLs and is a safe
way. But it does a performance impact on the webserver, because for every request there is one more interna subrequest.
So, if your webserver runs on a powerful CPU, use thisone. If it isa slow machine, use the first approach or better a
ErrorDocument CGlI-script.

Extended Redirection

Description:

Sometimes we need more control (concerning the character escaping mechanism) of URLs on redirects. Usually the
Apache kernels URL escape function aso escapes anchors, i.e. URLs like "url#anchor”. Y ou cannot use this directly on
redirects with mod_rewrite because the uri_escape() function of Apache would also escape the hash character. How can
we redirect to such aURL?

Solution:

We have to use a kludge by the use of a NPH-CGI script which does the redirect itself. Because here no escaping is done
(NPH=non-parseable headers). First we introduce anew URL scheme xr edi r ect : by the following per-server
config-line (should be one of the last rewrite rules):

RewiteRule ~xredirect:(.+) /path/to/nph-xredirect.cgi/$1l \
[ T=application/ x-httpd-cgi, L]

Thisforcesal URLs prefixed with xr edi r ect : to be piped through the nph- xr edi r ect . cgi program. And this
program just looks like:
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#!/ pat h/ t o/ perl

Hit

## nph-xredirect.cgi -- NPH CE script for extended redirects
## Copyright (c) 1997 Ralf S. Engelschall, Al Rights Reserved.
#t

$| =1
$url = $ENV{' PATH | NFO };

print "HTTP/ 1.0 302 Moved Tenporarily\n";

print "Server: $ENV{' SERVER _SOFTWARE' }\ n";

print "Location: $url\n";

print "Content-type: text/htm\n";

print "\n";

print "<htm >\n";

print "<head>\n";

print "<title>302 Moved Tenporarily (EXTENDED)</title>\n";
print "</head>\n";

print "<body>\n";

print "<hl>Moved Tenporarily (EXTENDED)</h1>\n";

print "The docunent has noved <a HREF=\"$url\">here</a>. <p>\n";
print "</body>\n";

print "</htm >\ n";

#HEOF##

This provides you with the functionality to do redirects to all URL schemes, i.e. including the one which are not directly
accepted by mod_rewrite. For instance you can now also redirect to news: newsgr oup via

RewriteRul e "anyurl xredirect: news: newsgroup

Notice: You have not to put [R] or [R,L] to the above rule because the xr edi r ect : need to be expanded later by our
specia "pipe through" rule above.

Archive Access Multiplexer

Description:

Do you know the great CPAN (Comprehensive Perl Archive Network) under http://www.perl.com/CPAN? This does a
redirect to one of several FTP servers around the world which carry a CPAN mirror and is approximately near the
location of the requesting client. Actually this can be called an FTP access multiplexing service. While CPAN runsvia
CGil scripts, how can a similar approach implemented viamod_rewrite?

Solution:

First we notice that from version 3.0.0 mod_rewrite can also use the "ftp:" scheme on redirects. And second, the location
approximation can be done by arewritemap over the top-level domain of the client. With atricky chained ruleset we can
use thistop-level domain as akey to our multiplexing map.

Rewr i t eEngi ne on

Rewri t eMap mul ti pl ex t xt:/ pat h/to/ map. cxan

RewiteRule "/ CxAN/ (.*) % REMOTE_HOST} : : $1 []
RewiteRule A +\.([a-zA-Z]+)::(.*)$ ${nultiplex:$l|ftp.default.don}$2 [R L]

#t

## map.cxan -- Miltiplexing Map for CxAN
Hit

de ftp://ftp.cxan. de/ CxAN

uk ftp://ftp.cxan. uk/ CxAN

com ftp://ftp.cxan. com CxAN
HHEOF##
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Time-Dependend Rewriting

Description:

When tricks like time-dependend content should happen alot of webmasters still use CGI scripts which do for instance
redirects to specialized pages. How can it be done viamod_rewrite?

Solution:

There are alot of variables named Tl ME_xxXx for rewrite conditions. In conjunction with the special lexicographic
comparison patterns <STRING, >STRING and =STRING we can do time-dependend redirects:

Rewr i t eEngi ne on
RewriteCond % Tl ME_HOUR} % TI ME M N} >0700
M N

RewriteCond 9% TI ME_HOUR} % TI MVE_ <1900
RewiteRule A~fool.htm $ f oo. day. ht m
RewiteRule A~fool.htm $ f 0o. ni ght. ht

This provides the content of f 00. day. ht nl under the URL f 0o. ht ml from 07:00-19:00 and at the remaining time
the contents of f 00. ni ght . ht m . Just a nice feature for ahomepage...

Backward Compatibility for YYYY to XXXX migration

Description:

How can we make URL s backward compatible (still existing virtually) after migrating document.YYYY to
document. XX XX, e.g. after translating a bunch of .html filesto .phtml?

Solution:

We just rewrite the name to its basename and test for existence of the new extension. If it exists, we take that name, else
we rewritethe URL to itsorigina state.

# backward conpatibility rul eset for

# rewiting docunent.htm to docunent.phtm

# when and only when docunent. phtm exists

# but no | onger docunent. htn

Rewr i t eEngi ne on

Rewri t eBase [ ~quux/

# parse out basenane, but renenber the fact

RewiteRule ~A(.*)\.htnm$ $1 [ C, EEWASHTM.: yes]
# rewite to docunment.phtm if exists

Rewr i t eCond % REQUEST_FI LENAME} . phtml - f

RewiteRule ~(.*)$ $1.phtn [ S=1]
# el se reverse the previous basenane cutout
RewriteCond 9% ENV: WASHTM.} ryes$

RewriteRule A(.*)$ $1.htm

Content Handling

From Old to New (intern)

Description:

Assume we have recently renamed the page bar . ht m tof 0o. ht M and now want to provide the old URL for
backward compatibility. Actually we want that users of the old URL even not recognize that the pages was renamed.

Solution:
We rewrite the old URL to the new one internally viathe following rule:
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Rewri t eEngi ne on
Rewri t eBase [ ~quux/
RewriteRul e Afool.htm $ bar. htn

From Old to New (extern)

Description:

Assume again that we have recently renamed the page bar . ht M tof co. ht M and now want to provide the old URL
for backward compatibility. But this time we want that the users of the old URL get hinted to the new one, i.e. their
browsers Location field should change, too.

Solution:
We forceaHTTP redirect to the new URL which leads to a change of the browsers and thus the users view:

Rewri t eEngi ne on
Rewri t eBase [ ~quux/
Rewrit eRul e AMfool.htm$ bar.htm [R]

Browser Dependend Content

Description:

At least for important top-level pagesit is sometimes necesarry to provide the optimum of browser dependend content,
i.e. one has to provide a maximum version for the latest Netscape variants, a minimum version for the Lynx browsers
and a average feature version for all others.

Solution:

We cannot use content negotiation because the browsers do not provide their type in that form. Instead we have to act on
the HTTP header "User-Agent". The following condig does the following: If the HTTP header "User-Agent” begins with
"Mozilla/3", the pagef 0o. ht M isrewrittentof 00. NS. ht m and and the rewriting stops. If the browser is"Lynx"
or "Mozilla' of version 1 or 2 the URL becomesf 0o. 20. ht ni . All other browsers receive pagef 0o. 32. ht ml . This
is done by the following ruleset:

RewriteCond % HTTP_USER AGENT} ~Mozilla/3.*

RewriteRul e ~fool.htm $ f 0o. NS. ht ni [L]
RewriteCond % HTTP_USER AGENT} A~Lynx/.* [OR]
Rewr i t eCond % HTTP_USER AGENT} A~Mbzilla/[12].*
RewiteRule ~foo\.htm $ f 0o. 20. ht m [ L]
RewriteRul e ~foo\l. htm $ f 0o. 32. ht ni [ L]

Dynamic Mirror

Description:

Assume there are nice webpages on remote hosts we want to bring into our namespace. For FTP servers we would use
theni rr or program which actually maintains an explicit up-to-date copy of the remote data on the local machine. For a
webserver we could use the program webcopy which acts similar viaHTTP. But both techniques have one major
drawback: Thelocal copy isaways just as up-to-date as often we run the program. It would be much better if the mirror
is not a static one we have to establish explicitly. Instead we want a dynamic mirror with data which gets updated
automatically when there is need (updated data on the remote host).

Solution:

To provide this feature we map the remote webpage or even the complete remote webarea to our namespace by the use
of the Proxy Throughput feature (flag [P]):

Rewri t eEngi ne on
Rewri t eBase / ~quux/
RewriteRul e "hot sheet/ (.*)$ http://wwv tstinpreso.com hotsheet/$1 [P]
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Rewri t eEngi ne on
Rewr i t eBase [ ~quux/
Rewri t eRul e Ausa-news\. htm $  http://ww. quux-corp. com news/i ndex. htm [ P]

Reverse Dynamic Mirror

Description:
Solution:

Rewri t eEngi ne on
RewriteCond /mirror/of/renptesitel/$1 -U
RewriteRul e Ahttp://wwh\ . remptesitel.coni(.*)$ /mrror/of/renptesitel/ $1

Retrieve Missing Data from Intranet

Description:

Thisisatricky way of virtually running a corporates (external) Internet webserver (www. quux- cor p. domj, while
actually keeping and maintaining its data on a (internal) Intranet webserver (Ww2. quux- cor p. dom) whichis
protected by afirewall. Thetrick isthat on the external webserver we retrieve the requested data on-the-fly from the
internal one.

Solution:

First, we have to make sure that our firewall still protects the internal webserver and that only the external webserver is
allowed to retrieve data fromit. For a packet-filtering firewall we could for instance configure afirewall ruleset like the
following:

ALLOW Host www. quux- cor p. dom Port >1024 --> Host www\2. quux- cor p.dom Port 80
DENY Host * Port * --> Host www2. quux-corp.dom Port 80

Just adjust it to your actual configuration syntax. Now we can establish the mod_rewrite rules which request the missing
data in the background through the proxy throughput festure:

RewiteRule A ~([M]+)/2(.*) [ horre/ $1/ . www/ $2
Rewri t eCond % REQUEST FI LENAVMVE} I-f
Rewr i t eCond % REQUEST_FI LENAVE} I-d

RewriteRul e A/ home/ ([~ ]+)/.ww ?(.*) http://wwm2. quux-corp. dom’ ~$1/ pub/ $2 [ P]

Load Balancing

Description:

Suppose we want to load balance the traffic to www. f 00. comover wwf O0- 5] . f 00. com(atotal of 6 servers). How
can this be done?

Solution:

There are alot of possible solutions for this problem. We will discuss first acommonly known DNS-based variant and
then the specia one with mod_rewrite:

1. DNS Round-Robin

The simplest method for load-balancing is to use the DNS round-robin feature of BIND. Here you just configure
ww 0- 9] . f 0oo. comasusual in your DNS with A (address) records, e.g.
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zzzzzz
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Then you additionally add the following entry:

CNANVE ww\O. f 00. com
CNAMVE wwwl. f 00. com
CNAME ww\2. f 00. com
CNAMVE ww\3. f 00. com
CNAMVE ww#4. f 00. com
CNANVE wwb. f 00. com
CNAMVE ww6. f 00. com

Z2Z2Z2Z2Z22Z2Z

Notice that this seemswrong, but is actually an intended feature of BIND and can be used in this way. However,
now when ww. f 00. comgets resolved, BIND gives out wwwO- www6 - but in aslightly permutated/rotated
order every time. Thisway the clients are spread over the various servers. But notice that this not a perfect load
balancing scheme, because DNS resolve information gets cached by the other nameservers on the net, so once a
client has resolved www. f 00. comto a particular wwN. f 00. com all subsequent requests also go to this
particular name wwN. f 00. com But the final result is ok, because the total sum of the requests are really
spread over the various webservers.

2. DNSLoad-Balancing

A sophisticated DNS-based method for load-balancing isto use the program | bnanmed which can be found at
http://www.stanford.edu/~schemers/docs/Ibnamed/Ibnamed.html. It isa Perl 5 program in conjunction with

auxilliary tools which provides areal load-balancing for DNS.
3. Proxy Throughput Round-Robin

In this variant we use mod_rewrite and its proxy throughput feature. First we dedicate ww\O. f 00. comto be
actually www. f 00. comby using asingle

WWW IN CNAME ww\O. f 00. com

entry in the DNS. Then we convert wwO. f 00. comto a proxy-only server, i.e. we configure this machine so
al arriving URLs are just pushed through the internal proxy to one of the 5 other servers (Wwwl- wwws). To
accomplish this we first establish aruleset which contacts aload balancing script | b. pl for all URLSs.

Rewr i t eEngi ne on
Rewr i t eMap b prg:/path/tol/lb. pl
RewriteRule ~/(.+)$ ${Ib: $1} [P, L]

Thenwewritel b. pl :
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#!/ pat h/ t o/ perl

Hit

## |b.pl -- load bal ancing script

##t

$| =1,

$nane = "www'; # the host nane base

$first = 1; # the first server (not 0 here, because 0 is nyself)
$l ast = b; # the | ast server in the round-robin

$dommi n = "foo.donl; # the donmmi nnane

$cnt = O;

while (<STDIN>) {
$cnt = (($cnt+1) % ($l ast+1-$first));
$server = sprintf("%%. %", $name, $cnt+$first, $domain);
print "http://$server/$ ";

}

#HEOF##

A last notice: Why is this useful ? Seems like wwO. f 00. comsitill is overloaded? The answer isyes, itis
overloaded, but with plain proxy throughput requests, only! All SSI, CGI, ePerl, etc. processing is completely
done on the other machines. Thisisthe essentia point.

Hardware/TCP Round-Robin
There is ahardware solution available, too. Cisco has a beast called Local Director which does aload balancing

at the TCP/IP level. Actually thisis some sort of acircuit level gateway in front of awebcluster. If you have
enough money and really need a solution with high performance, use this one.

Reverse Proxy

Description:
Solution:
##
## apache-rproxy.conf -- Apache configuration for Reverse Proxy Usage
##t
# server type
Server Type st andal one
Por t 8000
M nSpar eSer ver s 16
Start Servers 16
MaxSpar eSer ver s 16
Maxd i ent s 16

MaxRequest sPer Child 100

# server operation paraneters

KeepAlive on

MaxKeepAl i veRequests 100

KeepAl i veTi neout 15

Ti meout 400

| denti t yCheck of f

Host naneLookups of f

# paths to runtine files

PidFile / pat h/ t o/ apache-r proxy. pi d
LockFil e / pat h/ t o/ apache-r proxy. | ock
ErrorLog [ pat h/ t o/ apache-r proxy. el og
Cust onLog [ pat h/t o/ apache-rproxy.dl og "% %/ %}t % -> % SERVER}le URL: %)
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# unused pat hs

Ser ver Root /[tnp
Docunent Root [t
CacheRoot [t
Rewri t eLog / dev/ nul
Tr ansf er Log [ dev/ nul
TypesConfi g [ dev/ nul
AccessConfi g / dev/ nul
Resour ceConfi g [ dev/ nul |

# speed up and secure processing

<Directory />

Options - Fol | owSynli nks - SynLi nksl f Owner Mat ch
Al owOverwite None

</Directory>

# the status page for nonitoring the reverse proxy
<Location /rproxy-status>

Set Handl er server-status

</ Locat i on>

# enable the URL rewiting engine
Rewr i t eEngi ne on
Rewrit eLoglLevel 0

# define a rewiting map with value-lists where
# nmod_rewite randonly chooses a particul ar val ue
Rewri t eMap server rnd:/path/to/apache-rproxy. conf-servers

# make sure the status page is handled | ocally

# and nake sure no one uses our proxy except ourself
Rewrit eRul e Al apache-rproxy-status.* - [L]
RewriteRul e AChttp|ftp)://.* - [F

# now choose the possible servers for particular URL types
Rewrit eRul e A(.*\.(cgi|shtm))$ to://${server:dynam c}/$1 [S=1]
RewriteRul e N*)S$ to://${server:static}/$1l

# and del egate the generated URL by passing it
# through the proxy nodul e
Rewrit eRul e Aol ([MTH)(.*) http://$1/$2 [E=SERVER $1, P, L]

# and nake really sure all other stuff is forbidden
# when it should survive the above rules..

Rewrit eRul e L * - [ F]
# enabl e the Proxy nodul e wit hout cachi ng

Pr oxyRequest s on

NoCache *

# setup URL reverse mapping for redirect reponses
ProxyPassReverse / http://wwil.foo.dom
Pr oxyPassRever se http://ww2. f oo. dom
Pr oxyPassRever se http://ww3. f oo. dont
Pr oxyPassRever se http://ww4. f oo. dom
Pr oxyPassRever se http://wwb. f oo. dont
Pr oxyPassRever se http://ww6. f oo. dom

~— — — ~— ~—
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#i#

## apache-rproxy.conf-servers -- Apache/nod_rewite selection table
#i#

# list of backend servers which serve static

# pages (HTM. files and | mages, etc.)
static ww\l. f oo. dom] ww\2. f oo. don] ww3. f oo. donj w4, f 0o. dom

# list of backend servers which serve dynam cally
# gener ated page (CE prograns or nod_perl scripts)
dynam c wws. f oo. dom] ww6. f oo. dom

New MIME-type, New Service

Description:

On the net there are alot of nifty CGI programs. But their usage is usually boring, so alot of webmaster don't use them.
Even Apache's Action handler feature for MIME-typesis only appropriate when the CGI programs don't need special
URLSs (actualy PATH_INFO and QUERY_STRINGS) as their input. First, let us configure anew file type with
extension . scgi (for secure CGI) which will be processed by the popular cgi wr ap program. The problem hereis that
for instance we use a Homogeneous URL Layout (see above) afile inside the user homedirs has the URL

/u/ user/fool bar. scgi.Butcgi w ap needsthe URL intheform/ ~user/ f oo/ bar. scgi /. Thefollowing
rule solves the problem:

RewriteRule A [ugel/([™M]+)/\.ww/ (.+)\.scgi(.*) ...
/internal/cgi/user/cgiwap/~$1/$2.scgi $3 [NS, T=appl i cation/x-http-cgi]

Or assume we have some more nifty programs. wwi og (which displaystheaccess. | og for aURL subtree and
wwwi dx (which runs Glimpse on a URL subtree). We have to provide the URL areato these programs so they know on
which areathey have to act on. But usually this ugly, because they are all the times still requested from that areas, i.e.
typically we would run the swwi dx program from within/ u/ user/ f oo/ viahyperlink to

/internal/cgi/user/swn dx?i =/ u/ user/f oo/

which is ugly. Because we have to hard-code both the location of the area and the location of the CGI inside the
hyperlink. When we have to reorganise or area, we spend alot of time changing the various hyperlinks.

Solution:

The solution here isto provide a special new URL format which automatically leads to the proper CGI invocation. We
configure the following:

/internal /cgi/user/wwi dx?i =/ $1/ $2%$3/

RewriteRule 2~/ ([uge]l)/ ([M]+)(/2.%)/\*
AN (Juge])/! ([~AM]+)(/?.%):1og /internal/cgi/user/ww og?f=/3$1/$2%$3

Rewr it eRul e

Now the hyperlink to search at / u/ user / f oo/ readsonly

HREF:” *x N

which internally gets automatically transformed to

/internal/cgi/user/wwi dx?i =/ u/ user/f oo/

The same approach leads to an invocation for the access log CGI program when the hyperlink : | og gets used.

From Static to Dynamic

Description:

How can we transform a static pagef 0o. ht m into adynamic variant f 00. cgi in aseemlessway, i.e. without notice
by the browser/user.

Solution:
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We just rewrite the URL to the CGl-script and force the correct MIME-type so it gets really run as a CGl-script. This
way arequestto/ ~quux/ f 0o. ht ml internally leadsto the invokation of / ~quux/ f 00. cgi .

Rewri t eEngi ne on
Rewri t eBase [ ~quux/
RewriteRul e Afool.htm$ foo.cgi [T=application/x-httpd-cgi]

On-the-fly Content-Regeneration

Description:

Here comes areally esoteric feature: Dynamically generated but statically served pages, i.e. pages should be delivered as
pure static pages (read from the filesystem and just passed through), but they have to be generated dynamically by the
webserver if missing. Thisway you can have CGI-generated pages which are statically served unless one (or a cronjob)
removes the static contents. Then the contents gets refreshed.

Solution:
Thisis done viathe following ruleset:

Rewr i t eCond % REQUEST_FI LENAVME} I-s
RewriteRul e ~page\.htm $ page. cgi [ T=appl i cation/x-httpd-cgi, L]

Here arequest to page. ht m leadsto ainternal run of a corresponding page. cgi if page. ht m isstill missing or
has filesize null. Thetrick hereisthat page. cgi isausual CGI script which (additionally to its STDOUT) writesits
output to the file page. ht m . Once it was run, the server sends out the data of page. ht ni . When the webmaster
wants to force a refresh the contents, he just removes page. ht m (usually done by a cronjob).

Document With Autorefresh

Description:

Wouldn't it be nice while creating a complex webpage if the webbrowser would automatically refresh the page every
time we write anew version from within our editor? Impossible?

Solution:

No! We just combine the MIME multipart feature, the webserver NPH feature and the URL manipulation power of
mod_rewrite. First, we establish anew URL feature: Adding just : r ef r esh to any URL causes this to be refreshed
every time it gets updated on the filesystem.

RewriteRul e A(/Tuge]/[~]+/?.%):refresh [internal/cgi/apache/ nph-refresh?f=$1
Now when we reference the URL

[ u/ f oo/ bar/ page. htm : refresh

this|leads to the interna invocation of the URL

/internal/cgi/apache/ nph-refresh?f=/u/fool bar/page. htm

The only missing part is the NPH-CGI script. Although one would usually say "left as an exercise to the reader” ;-) | will
provide this, too.

#!/ sw bi n/ per |

Hit

## nph-refresh -- NPH CA script for auto refreshing pages

## Copyright (c) 1997 Ralf S. Engelschall, Al Ri ghts Reserved.
#t

3| = 1

# split the QUERY_STRI NG vari abl e

@airs = split(/&, $ENV{' QUERY_STRING });

foreach $pair (@airs) {
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($nane, $value) = split(/=/, $pair);

$nanme =~ tr/ A-Zl a-z/;

$nane = 'QS_' . $nane;

$value =~ s/ %[a-fA-FO-9][a-fA- FO-9])/pack("C', hex($1l))/eg;
eval "\$$nane = \"$val ue\"";

}
$QB. s = 1if ($QB.s eq '');
$QS n = 3600 if ($QS neq '');

if ($Qs_f eq '")
print "HTTP/ 1.0 200 OK\ n";
print "Content-type: text/htm\n\n";
print "& t;b&gt; ERROR&It;/b&gt;: No file given\n";
exit(0);

}
if (! -f $Qs ) {
print "HTTP/ 1.0 200 OK\n";
print "Content-type: text/htm\n\n";
print "& t;b&gt; ERROR&It;/b&gt;: File $Q5 f not found\n";
exit(0);

sub print_http_headers_nultipart_begin {
print "HTTP/ 1.0 200 O\ n";
$bound = "Thi sRandonft ri ngl12345";
print "Content-type: multipart/x-m xed-repl ace; boundary=$bound\ n";
&rint_http_headers_multipart_next;

sub print_http_headers_nultipart_next {
print "\n--$bound\n";

sub print_http_headers nultipart_end {
print "\n--$bound--\n";

sub displayhtm {
| ocal ($buffer) = @;
$len = |l ength($buffer);
print "Content-type: text/htm\n";
print "Content-length: $len\n\n";
print $buffer;

sub readfile {
local ($file) = @;
l ocal (*FP, $size, $buffer, $bytes);
($x, $x, $x, $x, Bx, $x, $x, $size) = stat($file);
$size = sprintf("%", $size);
open(FP, "&lt;$file");
$bytes = sysread(FP, $buffer, $size);
cl ose(FP);
return $buffer;

}

$buffer = &readfil e($Q5 f);
&rint _http_headers_mul ti part_begin;
&di spl ayht m ($buffer);

sub nystat {
|l ocal ($file) = $ [0];
 ocal ($tine);

($x, $x, $x, $x, Bx, x, $x, $x, $x, $nmtine) = stat($file);
return $ntime;

}
$ntimel = &nystat ($QS f);
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$mtine = $nti ne;
for ($n = 0; $n &lt; $Q5 n; $n++) {
while (1) {
$ntinme = &nmystat ($QS f);
if ($ntime ne $ntinel) {
$ntinmel = $nti ne;
sl eep(2);
$buffer = &readfil e($Q5_f);
&rint _http_headers_mul ti part_next;
&di spl ayht i ($buffer);
sl eep(5);
$nmtimel = &nystat ($Q6 f);
| ast;

}
sl eep($QS_s);
}

&rint _http_headers_multipart_end;
exit(0);

#HEOF##

Mass Virtual Hosting

Description:

The<Vi r t ual Host > feature of Apacheis nice and works great when you just have afew dozens virtual hosts. But
when you are an ISP and have hundreds of virtual hosts to provide this feature is not the best choice.

Solution:

To provide this feature we map the remote webpage or even the complete remote webarea to our namespace by the use
of the Proxy Throughput feature (flag [P]):

#t

## vhost. map

Hit

www. vhost 1. dom 80 /pat h/t o/ docroot/vhost 1
www. vhost 2. dom 80 /pat h/t o/ docr oot/ vhost 2

VW, vhost N. dom 80 [/ path/to/docroot/vhostN

#i#
## httpd. conf
#i#

# use the canoni cal hostnane on redirects, etc.
UseCanoni cal Nane on

# édd the virtual host in front of the CLF-fornat
CustomLog /path/to/access log "% VHOST}e % % % % \"%\" %s %"

# enable the rewiting engine in the main server
Rewr i t eEngi ne on

# define two maps: one for fixing the URL and one whi ch defines
# the available virtual hosts with their correspondi ng

# Docunent Root .

Rewri t eMap | ower case i nt:tol owner

Rewri t eMap vhost t xt:/ path/to/vhost. map

# Now do the actual virtual host mapping
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# via a huge and conplicated single rule:

#

# 1. make sure we don't nmap for conmon | ocations
Rewr i t eCond % REQUEST _URI'} !'~/commonurl 1/.*
Rewr i t eCond % REQUEST URI} !'~/commonurl 2/.*

Rewr | t eCond % REQUEST URI} !'~/commonurl N/ . *

#

# 2. make sure we have a Host header, because
# currently our approach only supports

# virtual hosting through this header
RewriteCond 9% HTTP_HOST} !/$

#

# 3. | owercase the hostnane
RewriteCond  ${| owercase: % HTTP_HOST} | NONE} ~(.+)$

#

# 4. | ookup this hostnanme in vhost.mp and

# remenber it only when it is a path

# (and not "NONE" from above)

RewriteCond ${vhost:%} ~(/.*)$

#

# 5. finally we can map the URL to its docroot |ocation
# and renenber the virtual host for |oggi ng puposes

RewiteRule ~/(.*)$ 9%/%$1 [E=VHOST: ${| owercase: % HTTP_HOST} }]

Access Restriction

Blocking of Robots

Description:
How can we block areally annoying robot from retrieving pages of a specific webarea? A / r obot s. t xt file
containing entries of the "Robot Exclusion Protocol" istypically not enough to get rid of such arobot.
Solution:

We use aruleset which forbids the URL s of the webarea/ ~quux/ f oo/ ar ¢/ (perhaps avery deep directory indexed
areawhere the robot traversal would create big server 1oad). We have to make sure that we forbid access only to the
particular robot, i.e. just forbidding the host where the robot runsis not enough. This would block users from this host,
too. We accomplish this by also matching the User-Agent HT TP header information.

RewriteCond % HTTP_USER AGENT} ANaneOf BadRobot . *
Rewr i t eCond 9% REMOTE_ADDR} N123\.45\.67\.[8-9]%
RewriteRul e "/ ~quux/fool/arc/.+ - [ F]

Blocked Inline-Images

Description:

Assume we have under http://www.quux-corp.de/~quux/ some pages with inlined GIF graphics. These graphics are nice,
so others directly incorporate them via hyperlinksto their pages. We don't like this practice because it adds useless traffic
to our server.

Solution:

While we cannot 100% protect the images from inclusion, we can at |east restrict the cases where the browser sends a
HTTP Referer header.

Rewr it eCond % HTTP_REFERER} !"$
Rewr i t eCond 9% HTTP_REFERER} ! ~Ahttp://ww. quux-corp.de/ ~quux/.*$ [ NC|
RewriteRule .*\.gif$ - [ F]
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Rewr i t eCond % HTTP_REFERER} g

Rewri t eCond % HTTP_REFERER} . */foo-with-gif\.htm $

RewriteRul e "inlined-in-foo\.gif$ -

Host Deny

Description:

How can we forbid alist of externally configured hosts from using our server?

Solution:
For Apache >= 1.3b6:

Rewri t eEngi ne on

Rewri t eMap host s-deny txt:/path/to/hosts. deny
Rewr i t eCond ${ host s- deny: 9% REMOTE_HOST} | NOT- FOUND}
RewriteCond  ${hosts-deny: % REMOTE_ADDR} | NOT- FOUND}

RewriteRul e AL - [F

For Apache <= 1.3b6:

Rewr i t eEngi ne on

Rewri t eMap host s-deny txt:/path/to/hosts. deny

[F]

I =NOT- FOUND [ OR]
I =NOT- FOUND

RewriteRule ~/(.*)$ ${hosts-deny: % REMOTE_HOST} | NOT- FOUND} / $1

RewriteRul e I "NOT- FOUNDY . * - [ F]

RewiteRule ANOT- FOUND/ (.*)$ ${hosts-deny: % REMOTE_ADDR} | NOT- FOUND} / $1

RewiteRule !"NOT-FOUND/.* - [F]
RewriteRule ~ANOT-FOUND/ (.*)$ /%1

so at | east a

#it

## hosts. deny

#it

## ATTENTION! This is a map, not a list, even when we treat it as such.
## nmod_ rewite parses it for key/value pairs

## dunmy val ue "-"

##

193. 102. 180. 41 -
bsdti 1. sdm de -
192. 76. 162. 40 -

URL-Restricted Proxy

Description:

must be present for each entry.

How can we restrict the proxy to allow access to a configurable set of internet sites only? The site list is extracted from a

prepared bookmarks file.
Solution:

We first have to make sure mod_rewrite is below(!) mod_proxy in the Conf i gur at i on file when compiling the
Apache webserver (or in the AddMbdul e list of ht t pd. conf inthe case of dynamically loaded modules), asit must

get called before_mod_proxy.

For simplicity, we generate the site list as atextfile map (but see the mod_rewrite documentation for a conversion script

to DBM format). A typical Netscape bookmarks file can be converted to alist of sites with a shell script like this:
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#!/ bi n/ sh
cat ${1:-~/.netscape/ bookmarks. htm} |
tr -d "\015" | tr '"[A-Z]' '[a-z]' | grep href=\" |
sed -e '/href="file:/d;' -e '/href="news:/d;"' \
-e "s| A Fhref =[] F N[N TTRN) LSV K]
-e "/href="/s| . *href="\([":/"]*\).*$|\1 OK| ;" |
sort -u

We redirect the resulting output into atext file called goodsi t es. t xt . It now looks similar to this:

www. apache. org K

xm . apache. org OK

j akart a. apache. org K
perl . apache.org K

We reference this site file within the configuration for the Vi r t ual Host which is responsible for serving as a proxy
(often not port 80, but 81, 8080 or 8008).

<Vi rt ual Host *:8008>

Rewr i t eEngi ne On

# Either use the (plaintext) allow Ilist from goodsites.txt

Rewri t eMap ProxyAl l ow txt:/usr/| ocal/apache/conf/goodsites.txt
# O, for faster access, convert it to a DBM dat abase:

#Rewr i t eMap ProxyAll ow dbm/usr/| ocal /apache/ conf/goodsites
# Match | ower cased host nanes

Rewr i t eMap | oner case i nt:tol ower

# Here we go:

# 1) first |owercase the site nane and strip off a :port suffix
RewriteCond ${I| owercase: % HTTP_HOST} } ALATF) . *$

# 2) next look it up in the map file.

# "94" refers to the previous regex.

# If the result is "OK", proxy access is granted.
RewriteCond ${ProxyAl | ow. %d| DENY} I NOK$ [ NC]

# 3) Disallow proxy requests if the site was _not_ tagged "OK":
RewriteRul e ~proxy: - [ F]

</V|”rtual Host >

Proxy Deny

Description:
How can we forbid a certain host or even auser of a specia host from using the Apache proxy?
Solution:

We first have to make sure mod_rewrite is below(!) mod_proxy in the Conf i gur at i on file when compiling the
Apache webserver. Thisway it getscalled _before mod_proxy. Then we configure the following for a host-dependend
deny...

Rew i t eCond 9% REMOTE HOST} ~badhost\. nydomai n\. cont
RewiteRule !'“http://[~/.]\.mydomai n.com* - [F]

...and this one for a user @host-dependend deny:

Rewr it eCond % REMOTE | DENT} @4 REMOTE HOST} “badguy@adhost\ . nydonai n\. cont
RewiteRule !'“http://[”~/.]\.mydomai n.com* - [F]
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Special Authentication Variant

Description:

Sometimes a very special authentication is needed, for instance a authentication which checks for a set of explicitly
configured users. Only these should receive access and without explicit prompting (which would occur when using the
Basic Auth viamod_access).

Solution:
We use alist of rewrite conditions to exclude all except our friends:

Rewr i t eCond % REMOTE_| DENT} @4 REMOTE_HOST} !~friendl@l i ent 1. quux-corp\.cont
Rewr i t eCond 9% REMOTE | DENT} @4 REMOTE _HOST} !~friend2@l i ent 2. quux-corp\. conf
Rewr it eCond % REMOTE | DENT} @4 REMOTE HOST} ! ~friend3@l i ent 3. quux- corp\. con®
RewriteRul e A/ ~quux/only-for-friends/ - [ F]

Referer-based Deflector

Description:

How can we program aflexible URL Deflector which acts on the "Referer" HT TP header and can be configured with as
many referring pages as we like?

Solution:
Usethe following redly tricky ruleset...

RewriteMap deflector txt:/path/to/deflector. map

RewriteCond % HTTP_REFERER} !=""
Rewr it eCond ${defl ector: % HTTP_REFERER}} ~-$
RewriteRul e . * % HTTP_REFERER} [R L]

Rewri t eCond % HTTP_REFERER} !=""
Rewr it eCond ${defl ector: % HTTP_REFERER} | NOT- FOUND} ! =NOT- FOUND
RewriteRul e . * ${defl ector: %Y HTTP_REFERER}} [R L]

... in conjunction with a corresponding rewrite map:

#it
## defl ector. map
Hit

htt p: //ww. badguys. com bad/ i ndex. ht m -
htt p: // ww. badguys. com bad/ i ndex2. ht m -
htt p: // ww. badguys. com bad/ i ndex3. ht m htt p: // sonewher e. coni

This automatically redirects the request back to the referring page (when "-" is used as the value in the map) or to a
specific URL (when an URL is specified in the map as the second argument).

Other

External Rewriting Engine

Description:
A FAQ: How can we solve the FOO/BAR/QUUX/etc. problem? There seems no solution by the use of mod_rewrite...
Solution:

Use an external rewrite map, i.e. a program which acts like a rewrite map. It is run once on startup of Apache receives
the requested URLs on STDIN and has to put the resulting (usually rewritten) URL on STDOUT (same order!).
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Rewri t eEngi ne on
Rewri t eMap gquux- map prg:/ pat h/t o/ map. quux. pl
RewriteRule  ~/~quux/(.*)$ [~quux/${quux-map: $1}

#!/ pat h/ t o/ per|l

# di sabl e buffered 1/0O which would | ead
# to deadl oops for the Apache server
$| = 1;

# read URLs one per line fromstdin and
# generate substitution URL on stdout

while (<>) {
s| A oo/ | bar/|;
print $_;
}
Thisis a demonstration-only example and just rewritesall URLs/ ~quux/ f oo/ ... to/ ~quux/ bar/. .. .Actudly

you can program whatever you like. But notice that while such maps can be used also by an average user, only the
system administrator can define it.

Apache HTTP Server Version 1.3
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Apache Virtual Host documentation

Theterm Virtual Host refersto the practice of maintaining more than one server on one machine, as differentiated by their apparent
hostname. For example, it is often desirable for companies sharing aweb server to have their own domains, with web servers
accessible as www.company1.com and www.company2.com, without requiring the user to know any extra path information.

Apache was one of the first serversto support | P-based virtual hosts right out of the box. Versions 1.1 and later of Apache support
both, 1P-based and name-based virtual hosts (vhosts). The latter variant of virtual hosts is sometimes also called host-based or
non-1P virtual hosts.

Below isalist of documentation pages which explain all details of virtual host support in Apache version 1.3 and later.

Virtual Host Support

o« Name-based Virtual Hosts
o |P-based Virtual Hosts

« Virtual Host examples for common setups

o In-Depth Discussion of Virtual Host Matching

« File Descriptor Limits

o Dynamically Configured Mass Virtual Hosting

Configuration directives

o <VirtuaHost>
o« NameVirtualHost

« ServerName
o ServerAlias
o ServerPath
Folks trying to debug their virtual host configuration may find the Apache - S command line switch useful. It will dump out a

description of how Apache parsed the configuration file. Careful examination of the |P addresses and server names may help
uncover configuration mistakes.

Apache HTTP Server Version 1.3
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Name-based Virtual Host Support

This document describes when and how to use name-based virtual hosts.
« Name-based vs. |P-based Virtual Hosts

o Using Name-based Virtual Hosts
o Compatibility With Older Browsers

See dlso; Virtual Host examples for common setups, | P-based Virtual Host Support, An In-Depth Discussion of Virtual Host
Matching, and Dynamically configured mass virtual hosting.

Name-based vs. IP-based Virtual Hosts

IP-based virtua hosts use the I P address of the connection to determine the correct virtual host to serve. Therefore you need to have
aseparate | P address for each host. With name-based virtual hosting, the server relies on the client to report the hostname as part of
the HTTP headers. Using this technique, many different hosts can share the same | P address.

Name-based virtual hosting is usually simpler, since you need only configure your DNS server to map each hostname to the correct

IP address and then configure the Apache HTTP Server to recognize the different hostnames. Name-based virtual hosting also eases
the demand for scarce |P addresses. Therefore you should use name-based virtual hosting unless there is a specific reason to choose
I P-based virtual hosting. Some reasons why you might consider using | P-based virtual hosting:

« Some ancient clients are not compatible with name-based virtual hosting. For name-based virtual hosting to work, the client
must send the HTTP Host header. Thisisrequired by HTTP/1.1, and isimplemented by all modern HTTF/1.0 browsers as
an extension. If you need to support obsolete clients and still use name-based virtual hosting, a possible techniqueis
discussed at the end of this document.

« Name-based virtual hosting cannot be used with SSL secure servers because of the nature of the SSL protocol.

« Some operating systems and network eguipment implement bandwidth management techniques that cannot differentiate
between hosts unless they are on separate | P addresses.

Using Name-based Virtual Hosts

Related Directives

DocumentRoot
NameVirtualHost
ServerAlias
ServerName
ServerPath
VirtualHost

To use name-based virtual hosting, you must designate the |P address (and possibly port) on the server that will be accepting
requests for the hosts. Thisis configured using the NameVirtualHost directive. In the normal case where any and all |P addresses on
the server should be used, you can use * asthe argument to NaneVi rt ual Host . (NaneVi rt ual Host * will work only in
version 1.3.13 and later.) Note that mentioning an IP addressin aNaneVi r t ual Host directive does not automatically make the
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server listen to that | P address. See Setting which addresses and ports A pache uses for more details. In addition, any I P address
specified here must be associated with a network interface on the server.

The next step isto create a<VirtualHost> block for each different host that you would like to serve. The argument to the

<Vi rt ual Host > directive should be the same as the argument to the NanmeVi r t ual Host directive (ie, an IP address, or * for
al addresses). Inside each <Vi r t ual Host > block, you will need at minimum a ServerName directive to designate which host is

served and a DocumentRoot directive to show where in the filesystem the content for that host lives.

For example, suppose that both www.domain.tld and www.otherdomain.tld point at an IP address that the server is listening to.
Then you simply add the following to ht t pd. conf :

NaneVi r t ual Host *

<Vi rtual Host *>

Server Name www. donai n. tld
Docunent Root /ww/ donai n
</ Vi rt ual Host >

<Vi rtual Host *>

Server Name www. ot herdomain.tld
Docunent Root /ww/ ot her domai n
</ Vi rt ual Host >

Y ou can alternatively specify an explicit P addressin place of the * in both the NaneVi r t ual Host and <Vi r t ual Host >
directives. The IP addressis required in version 1.3.12 and earlier.

Many servers want to be accessible by more than one name. Thisis possible with the Ser ver Al i as directive, placed inside the
<VirtualHost> section. For exampleif you add thisto the first <VirtualHost> block above

ServerAlias domain.tld *.domain.tld

then requests for all hostsin thedomnai n. t | d domain will be served by the ww. domai n. t | d virtual host. The wildcard
characters* and ? can be used to match names. Of course, you can't just make up names and place themin Ser ver Nane or
Server Al i as. Youmust first have your DNS server properly configured to map those names to an | P address associated with
your server.

Finally, you can fine-tune the configuration of the virtual hosts by placing other directivesinside the <Vi r t ual Host > containers.
Most directives can be placed in these containers and will then change the configuration only of the relevant virtual host. To find out
if aparticular directive is allowed, check the Context of the directive. Configuration directives set in the main server context

(outside any <Vi r t ual Host > container) will be used only if they are not overriden by the virtual host settings.

Now when arequest arrives, the server will first check if it isusing an IP address that matches the NaneVi r t ual Host . If itis,
then it will look at each <Vi r t ual Host > section with amatching 1P address and try to find one where the Ser ver Nare or

Ser ver Al i as matches the requested hostname. If it finds one, then it uses the configuration for that server. If no matching virtual
host is found, then thefirst listed virtual host that matches the I P address will be used.

As a consequence, the first listed virtual host is the default virtual host. The Docunent Root from the main server will never be
used when an |P address matches the Nane Vi rt ual Host directive. If you would like to have a special configuration for requests

that do not match any particular virtual host, smply put that configuration in a<Vi r t ual Host > container and list it first in the
configuration file.

Compatibility with Older Browsers

As mentioned earlier, there are some clients who do not send the required data for the name-based virtual hosts to work properly.
These clients will always be sent the pages from the first virtual host listed for that | P address (the primary name-based virtual host).

There is a possible workaround with the Ser ver Pat h directive, albeit adightly cumbersome one:

Example configuration:
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NaneVirtual Host 111.22.33. 44

<Vi rtual Host 111.22. 33. 44>
Server Nane www. domai n.tld
ServerPath /domain
Docunent Root /web/ domai n
</ Vi r t ual Host >

What does this mean? It means that a request for any URI beginning with "/domain” will be served from the virtual host
www.domain.tld This means that the pages can be accessed asht t p: / / www. donwai n. t| d/ domai n/ for dl clients, although
clients sending a Host: header can also accessitasht t p: / / www. donai n. t1 d/.

In order to make this work, put alink on your primary virtual host's page to http://www.domain.tld/domain/ Then, in the virtua
host's pages, be sure to use either purely relative links (e.g., "file.html" or "../icongimage.gif" or links containing the prefacing
/domain/ (e.g., "http://www.domain.tld/domain/misc/file.html” or "/domain/misc/file.ntml").

This requires abit of discipline, but adherence to these guidelines will, for the most part, ensure that your pages will work with all
browsers, new and old.

See also: ServerPath configuration example

Apache HTTP Server Version 1.3
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Apache IP-based Virtual Host Support

See also: Name-based Virtual Hosts Support

System requirements

Asthe term |P-based indicates, the server must have a different | P address for each | P-based virtual host. This can be achieved
by the machine having several physical network connections, or by use of virtual interfaces which are supported by most modern
operating systems (see system documentation for details, these are frequently called "ip aliases’, and the "ifconfig" command is
most commonly used to set them up).

How to set up Apache

There are two ways of configuring apache to support multiple hosts. Either by running a separate httpd daemon for each hostname,
or by running a single daemon which supports all the virtual hosts.

Use multiple daemons when:

« There are security partitioning issues, such as company1 does not want anyone at company?2 to be able to read their data
except viathe web. In this case you would need two daemons, each running with different User, Group, Listen, and

ServerRoot settings.

« You can afford the memory and file descriptor requirements of listening to every IP alias on the machine. It's only possible
to Listen to the "wildcard" address, or to specific addresses. So if you have a need to listen to a specific address for

whatever reason, then you will need to listen to all specific addresses. (Although one httpd could listen to N-1 of the
addresses, and another could listen to the remaining address.)

Use a single daemon when:
« Sharing of the httpd configuration between virtual hosts is acceptable.

« The machine services alarge number of regquests, and so the performance 1oss in running separate daemons may be
significant.

Setting up multiple daemons

Create a separate httpd installation for each virtual host. For each installation, use the Listen directive in the configuration file to
select which | P address (or virtual host) that daemon services. e.g.

Li sten ww. smal | co. com 80
It is recommended that you use an |P address instead of a hostname (see DNS caveats).
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Setting up a single daemon with virtual hosts

For this case, asingle httpd will service requests for the main server and all the virtual hosts. The VirtualHost directive in the
configuration file is used to set the values of ServerAdmin, ServerName, DocumentRoot, ErrorL og and TransferL og or CustomL og
configuration directives to different values for each virtual host. e.g.

<Vi rt ual Host www. smal | co. conp

Server Admi n webnmaster @mi |l . snal | co. com
Docunent Root / groups/ smal | co/ www

Server Nane www. smal | co. com

ErrorLog /groups/smallco/logs/error_|og
TransferLog /groups/snallco/l ogs/access_| og
</ Vi r t ual Host >

<Vi rt ual Host www. baygr oup. or g>

Server Admi n webmast er @rai | . baygr oup. org
Docunent Root / groups/ baygr oup/ www

Server Nane www. baygr oup. org

ErrorLog /groups/ baygroup/l ogs/error_|og
TransferLog /groups/ baygroup/ | ogs/access_I og
</ Vi r tual Host >

It is recommended that you use an |P address instead of a hostname (see DNS caveats).

Almost any configuration directive can be put in the VirtualHost directive, with the exception of directives that control process
creation and afew other directives. To find out if adirective can be used in the VirtualHost directive, check the Context using the
directive index.

User and Group may be used inside a VirtualHost directive if the SUEXEC wrapper is used.

SECURITY: When specifying where to write log files, be aware of some security risks which are present if anyone other than the
user that starts Apache has write access to the directory where they are written. See the security tips document for details.

Apache HTTP Server Version 1.3
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Dynamically configured mass virtual hosting

This document describes how to efficiently serve an arbitrary number of virtual hosts with Apache 1.3.

Contents:

« Motivation
« Overview

« Simple dynamic virtua hosts

« A virtualy hosted homepages system

o Using more than one virtual hosting system on the same server
o More efficient | P-based virtual hosting

o Using older versions of Apache

o Simple dynamic virtual hostsusingnod_rewite

« A homepages systemusingnod_rewrite

o Using a separate virtual host configuration file

Motivation

The techniques described here are of interest if your ht t pd. conf containsmany <Vi r t ual Host > sectionsthat are

substantially the same, for example:

NaneVirtual Host 111.22.33. 44
<Virtual Host 111.22. 33. 44>
Ser ver Nanme WWW. cust oner-1. com
Docunent Root / ww// host s/ www. cust oner-1. com docs

ScriptAlias /cgi-bin/ [/ww hosts/ww.custoner-1.comcgi-bin

</ Vi r t ual Host >
<Virtual Host 111.22. 33. 44>
Ser ver Nanme WWW. cuSst onmer-2. com
Docunent Root /[ ww// host s/ www. cust oner - 2. com docs

ScriptAlias /cgi-bin/ [/ww hosts/ww. custoner-2.comcgi-bin

</ Vi r t ual Host >
# bl ah bl ah bl ah
<Virtual Host 111.22. 33. 44>
Ser ver Nanme wWww. cust oner - N. com
Docunent Root / ww// host s/ www. cust oner - N. com docs

ScriptAlias /cgi-bin/ [/ww hosts/ww. custoner-N. com cgi-bin

</ Vi r t ual Host >
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The basic ideaisto replace al of the static <Vi r t ual Host > configuration with a mechanism that works it out dynamically. This
has a number of advantages:

1. Your configuration fileis smaller so Apache starts faster and uses less memory.

2. Adding virtual hostsis simply a matter of creating the appropriate directoriesin the filesystem and entriesin the DNS - you
don't need to reconfigure or restart Apache.

The main disadvantage is that you cannot have a different log file for each virtual host; however if you have very many virtual hosts
then doing this is dubious anyway because it eats file descriptors. It is better to log to a pipe or afifo and arrange for the process at
the other end to distribute the logs to the customers (it can also accumulate statistics, etc.).

Overview

A virtual host is defined by two pieces of information: its |P address, and the contents of the Host : header in the HTTP request.
The dynamic mass virtual hosting technique is based on automatically inserting this information into the pathname of thefilethat is
used to satisfy the request. Thisis done most easily using nbd_vhost _al i as, but if you are using aversion of Apache up to

1.3.6 then you must use nod_r ewr i t e. Both of these modules are disabled by default; you must enable one of them when
configuring and building Apache if you want to use this technique.

A couple of things need to be "faked' to make the dynamic virtual host look like anormal one. The most important is the server
name which is used by Apache to generate self-referential URLS, etc. It is configured with the Ser ver Nane directive, anditis
availableto CGlsviathe SERVER NANME environment variable. The actual value used at run timeis controlled by the

UseCanoni cal Nane setting. With UseCanoni cal Name O f the server name comes from the contents of the Host : header
in the request. With UseCanoni cal Nane DNS it comesfrom areverse DNS lookup of the virtual host's IP address. The former
setting is used for name-based dynamic virtual hosting, and the latter is used for 1P-based hosting. If Apache cannot work out the
server name because thereisno Host : header or the DNS lookup fails then the value configured with Ser ver Nane is used
instead.

The other thing to “fake' is the document root (configured with Docurrent Root and available to CGls via the DOCUMENT _ROOT
environment variable). In anormal configuration this setting is used by the core module when mapping URIs to filenames, but when
the server is configured to do dynamic virtual hosting that job is taken over by another module (either nod_vhost _al i as or
nmod_r ewr i t e) which has adifferent way of doing the mapping. Neither of these modulesis responsible for setting the
DOCUNMENT _ROOT environment variable so if any CGls or SSI documents make use of it they will get a misleading value.

Simple dynamic virtual hosts

Thisextract from ht t pd. conf implements the virtual host arrangement outlined in the Motivation section above, but in a generic
fashionusing nod_vhost _al i as.

# get the server nane fromthe Host: header
UseCanoni cal Nane O f

# this log format can be split per-virtual -host based on the first field
LogFormat "%/ % % % % \"%\" % %" vcommon
Custonlog | ogs/ access_| og vcommon

# include the server nane in the filenanmes used to satisfy requests
Vi r t ual Docunent Root /www host s/ %8/ docs
Virtual ScriptAlias /ww/ hosts/ %)/ cgi-bin

This configuration can be changed into an | P-based virtual hosting solution by just turning UseCanoni cal Nane O f into
UseCanoni cal Nanme DNS. The server name that isinserted into the filename is then derived from the | P address of the virtual
host.
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A virtually hosted homepages system

Thisis an adjustment of the above system tailored for an | SP's homepages server. Using a slightly more complicated configuration
we can select substrings of the server name to use in the filename so that e.g. the documents for www.user.isp.com are found in
/ home/ user/ . ltusesasinglecgi - bi n directory instead of one per virtual host.

# all the prelimnary stuff is the same as above, then

# include part of the server nane in the fil enanes
Vi rt ual Docunent Root /www host s/ %2/ docs

# single cgi-bin directory
ScriptAlias /cgi-bin/ [ww std-cgi/

There are examples of more complicated Vi rt ual Docunent Root settingsinthenod_vhost _al i as_documentation.

Using more than one virtual hosting system on the same server

With more complicated setups you can use Apache's normal <Vi r t ual Host > directives to control the scope of the various virtual
hosting configurations. For example, you could have one I P address for homepages customers and another for commercial
customers with the following setup. This can of course be combined with conventional <Vi r t ual Host > configuration sections.

UseCanoni cal Name O f
LogFormat "%/ % % % % \"%\" % %" vcommon

<Di rectory /ww/ comrer ci al >
Opti ons Fol | owSynii nks
Al'l owOverride All
</Directory>

<Di rectory /ww/ honmepages>
Opti ons Fol | owSynii nks
Al'l owOverri de None
</Directory>

<Virtual Host 111.22. 33. 44>
Ser ver Nane www. conmrer ci al . i sp. com

CustonLog | ogs/ access_| og. cormerci al vconmon

Vi rt ual Docunent Root /www commer ci al / %0/ docs

Virtual ScriptAlias /ww comercial/ %/ cgi-bin
</ Vi r t ual Host >

<Virtual Host 111.22. 33. 45>
Ser ver Nanme www. honepages. i sp. com

CustonLog | ogs/ access_| og. homepages vcomon
Vi rt ual Docunent Root /www honepages/ %9/ docs

ScriptAlias /cgi-bin/ /ww std-cgi/
</ Vi r t ual Host >
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More efficient IP-based virtual hosting

After the first example | noted that it is easy to turn it into an IP-based virtual hosting setup. Unfortunately that configuration is not
very efficient because it requires a DNS lookup for every request. This can be avoided by laying out the filesystem according to the
I P addresses themselves rather than the corresponding names and changing the logging similarly. Apache will then usually not need
to work out the server name and so incur a DNS lookup.

# get the server nane fromthe reverse DNS of the | P address
UseCanoni cal Name DNS

# include the I P address in the logs so they may be split
LogFormat "%A % % % % \"%\" % %" vconmon
CustonLog | ogs/ access_| og vconmon

# include the | P address in the fil enanes
Vi rt ual Docunment Root | P / ww/ host s/ %9/ docs
Virtual ScriptAliaslP /ww/ hosts/ %/ cgi-bin

Using older versions of Apache

The examples aboverely onnod_vhost _al i as which appeared after version 1.3.6. If you are using aversion of Apache without
nod_vhost _al i as then you can implement this technique with mod_r ewr i t e asillustrated below, but only for
Host:-header-based virtual hosts.

In addition there are some things to beware of with logging. Apache 1.3.6 isthefirst version to include the %/ log format directive;
inversions 1.3.0 - 1.3.3 the %v option did what %/ does; version 1.3.4 has no equivalent. In al these versions of Apache the
UseCanoni cal Nare directive can appear in. ht access files which means that customers can cause the wrong thing to be
logged. Therefore the best thing to do is use the 9% Host } i directive which logsthe Host : header directly; note that this may
include: port onthe end which is not the case for %v/.

Simple dynamic virtual hosts using nod _rewite

Thisextract fromht t pd. conf doesthe same thing as the first example. Thefirst half isvery similar to the corresponding part

above but with some changes for backward compatibility and to makethemod_r ewr i t e part work properly; the second half
configuresmod_r ewr i t e to do the actual work.

There are a couple of especialy tricky bits: By default, mod_r ewr i t e runs before the other URI translation modules
(nrod_al i as etc.) soif they are used then nrod_r ewr i t e must be configured to accommodate them. Also, mome magic must be
performed to do a per-dynamic-virtual-host equivalent of Scri pt Al i as.

# get the server nanme fromthe Host: header
UseCanoni cal Nane O f

# splittable | ogs
LogFormat "% Host}i 9% % % % \"%\" 9% %" vconmon
CustonLog | ogs/ access_| og vconmon

<Di rectory /ww/ host s>
# ExecCdE is needed here because we can't force
# CA execution in the way that ScriptAias does
Opti ons Fol | owSyniLi nks ExecCQ3

</Directory>

# now for the hard bit
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Rewrit eEngi ne On

# a ServerName derived froma Host: header may be any case at all
RewriteMap |owercase int:tolower

## deal with normal docunments first:

# allow Alias /icons/ to work - repeat for other aliases

RewriteCond 9% REQUEST URI} !”~/icons/

# allow C@s to work

RewriteCond 9% REQUEST URI} !~/ cgi-bin/

# do the magic

RewriteRule ~/(.*)$ /ww/ hosts/${l owercase: % SERVER_NAME}}/ docs/ $1

## and now deal with CA@s - we have to force a M ME type

RewriteCond 9% REQUEST URI} ~/cgi-bin/

RewriteRule ~/(.*)$ /ww/ hosts/${l owercase: % SERVER NAME}}/ cgi - bi n/ $1
[ T=appl i cati on/ x- htt pd-cgi]

# that's it!

A homepages system using nod_rewrite

This does the same thing as the second example.

Rewri t eEngi ne on
Rewrit eMap | owercase int:tol ower

# allow Cds to work
RewriteCond 9% REQUEST URI} !~/ cgi-bin/

# check the hostnane is right so that the RewiteRul e works
RewiteCond ${Ilowercase: %4 SERVER NAME}} ~ww)\.[a-z-]+\.isp\.con®

# concatenate the virtual host nanme onto the start of the UR
# the [C] means do the next rewite on the result of this one
RewriteRule ~(.+) ${lowercase: % SERVER NAME}}$1 [ (]

# now create the real file nane
RewiteRule ~wwW\.([a-z-]+)\.isp\.com (.*) /hone/$1/$2

# define the global CA directory
ScriptAlias /cgi-bin/ [/ww std-cgi/

Using a separate virtual host configuration file

This arrangement uses more advanced nod_r ewr i t e featuresto get the trandation from virtual host to document root from a
separate configuration file. This provides more flexibility but requires more complicated configuration.

Thevhost . nap file contains something like this:

wWWw. cust omer-1. com /ww/ custoners/1
WWW. cust omer-2. com /www/ custoners/ 2
# ...

www. cust omrer - N.com /www cust oners/ N
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Thehtt p. conf containsthis:

Rewr i t eEngi ne on
Rewr i t eMap | onercase int:tolower

# define the map file

Rewr i t eMap vhost t xt:/www conf/vhost. map

# deal with aliases as above

RewriteCond % REQUEST_ URI} IMicons/
RewriteCond % REQUEST_ URI} A cgi-bin/

RewriteCond ${l owercase: % SERVER NAMVE}} ~(.+)$
# this does the file-based remap

RewriteCond ${vhost: %} NTL*) S
RewriteRule ~/(.*)$ %/ docs/ $1
RewriteCond % REQUEST_ URI} N cgi - bin/
RewriteCond ${l owercase: % SERVER NAMVE}} ~(.+)$
RewriteCond ${vhost: %} NLL*) S
RewriteRule ~/(.*)$ %/ cgi - bi n/ $1

Apache HTTP Server Version 1.3
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Virtual Host examples for common setups

Base configuration

« Simple name-based vhosting

« More complicated name-based vhosts
o |P-based vhosts

« Mixed name-/IP-based vhosts

« Port-based vhosts

Additional features

o Using _def aul t _ vhosts
« Migrating a named-based vhost to an | P-based vhost

« Using the Ser ver Pat h directive

Simple name-based vhosting

« Compatibility: This syntax was added in Apache 1.3.13.

o Setup: The server machine has a primary name server.domain.tld. There are two aliases (CNAMEs) www.domain.tld and
www.sub.domain.tld for the address server.domain.tld.

Server configuration:
Port 80
Server Nane server.donmnin.tld
NaneVi r t ual Host *
<Vi rt ual Host *>
Docunment Root /www domai n
Server Nanme www. donmin.tld
</ Vi rt ual Host >
<Vi rt ual Host *>
Docunent Root /www/ subdomai n

Server Nanme www. sub. donain.tld

</ Vi rt ual Host >
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The asterisks match all addresses, so the main server serves no requests. Due to the fact that
www.domain.tld isfirst in the configuration file, it has the highest priority and can be seen as the default or
primary server.

More complicated name-based vhosts

o Setup 1: The server machine has one I P address (111.22.33.44) which resolves to the name server.domain.tld. There are
two aliases (CNAMEs) www.domain.tld and www.sub.domain.tld for the address 111.22.33.44.

Server configuration:

Port 80
Server Nane server.donmnin.tld
NaneVirtual Host 111.22.33. 44

<Virtual Host 111.22. 33. 44>
Docunent Root /www/ donmai n
Server Name www. donmin.tld

</ Vi rt ual Host >

<Virtual Host 111.22. 33. 44>
Docunent Root /ww\// subdomai n
Server Name www. sub. donmin.tld

</ Vi rt ual Host >

Apart from localhost there are no unspecified addresses/ports, therefore the main server only serves
localhost requests. Due to the fact that www.domain.tld has the highest priority it can be seen as the default
Or primary server.

o Setup 2: The server machine has two |P addresses (111.22.33.44 and 111.22.33.55) which resolve to the names
serverl.domain.tld and server2.domain.tld respectively. The alias www.domain.tld should be used for the main server
which should also catch any unspecified addresses. We want to use avirtual host for the alias www.otherdomain.tld and
another virtual host, with server name www.sub.domain.tld, should catch any request to hostnames of the form
*.sub.domain.tld. The address 111.22.33.55 should be used for the virtual hosts.

Server configuration:
Port 80
Server Name www. donmmai n. tld
Docunent Root /www domai n
NaneVirtual Host 111.22.33.55
<Vi rtual Host 111.22. 33. 55>

Docunent Root / ww/ ot her domai n
Server Nane www. ot herdomain.tld

</\ﬁ rt ual Host >
<Vi rtual Host 111.22. 33. 55>
Docunment Root /www/ subdomai n

Server Nane www. sub. donmin.tld
ServerAlias *.sub.domnin.tld

</ Vi r t ual Host >
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Any request to an address other than 111.22.33.55 will be served from the main server. A request to
111.22.33.55 with an unknown or no Host : header will be served from www.otherdomain.tld.

» Setup 3: The server machine has two I P addresses (192.168.1.1 and 111.22.33.55). The machine is sitting between an
internal (intranet) network and an external (internet) network. Outside of the network, the name serverl.domain.tld resolves
to the external address (111.22.33.55), but inside the network, that same name resolves to the internal address (192.168.1.1).

The server can be made to respond to internal and external reguests with the same content, with just one Vi r t ual Host

section.

Server configuration:

Now requests from both networks will be served from the same Vi r t ual Host

« Setup 4: Y ou have multiple domains going to the same IP and also want to serve multiple ports. By defining the portsin the
"NameVirtualHost" tag, you can allow thisto work. If you try using <VirtualHost name:port> without the NameVirtual Host
name:port or you try to use the Port directive, your configuration will not work.

NameVi rt ual Host 192. 168. 1. 1
NaneVirtual Host 111.22.33.55

<Virtual Host 192.168.1.1 111.22.33.55>

Docunment Root /ww/ server 1l
Server Nane serverl.donmmin.tld
ServerAlias serverl

</ Vi r t ual Host >

Server configuration:

NaneVi rt ual Host 111. 22. 33. 44: 80
NanmeVi rt ual Host 111, 22. 33. 44 8080

<Vi rtual Host 111.22. 33. 44: 80>
Server Name www. domai n. tld
Docunent Root /www/ domai n- 80
</ Vi r t ual Host >

<Vi rtual Host 111.22. 33. 44: 8080>
Server Name www. domai n. tld
Docunent Root /ww\/ donai n- 8080
</ Vi rt ual Host >

<Vi rtual Host 111.22. 33. 44: 80>
Server Name www. ot herdomain.tld
Docunent Root /ww/ ot her domai n- 80
</ Vi rt ual Host >

<Vi rtual Host 111.22. 33. 44: 8080>
Server Name www. ot herdomain.tld
Docunent Root /www ot her donmai n- 8080
</ Vi r t ual Host >
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IP-based vhosts

» Setup 1: The server machine has two I P addresses (111.22.33.44 and 111.22.33.55) which resolve to the names
server.domain.tld and www.otherdomain.tld respectively. The hostname www.domain.tld is an alias (CNAME) for
server.domain.tld and will represent the main server.

Server configuration:

Port 80
Docunment Root /www domai n
Server Nane wwww. donmin.tld

<Vi rtual Host 111.22. 33. 55>
Docunment Root /ww/ ot her domai n
Server Nane wwww. ot herdomain.tld

</ Vi r t ual Host >

www.otherdomain.tld can only be reached through the address 111.22.33.55, while www.domain.tld can
only be reached through 111.22.33.44 (which represents our main server).

o Setup 2: Same as setup 1, but we don't want to have a dedicated main server.

Server configuration:

Port 80
Server Name server.dommin.tld

<Virtual Host 111.22. 33. 44>
Docunent Root /www domai n
Server Name www. donmmai n. tld

'<)'\ﬂrtual Host >

<Virtual Host 111.22. 33. 55>
Docunent Root /ww/ ot her domai n
Server Name www. ot herdomain.tld

'<)'\ﬂrtual Host >

The main server can never catch arequest, because al 1P addresses of our machine are in use for 1P-based
virtual hosts (only localhost requests can hit the main server).

o Setup 3: The server machine has two |P addresses (111.22.33.44 and 111.22.33.55) which resolve to the names
server.domain.tld and www-cache.domain.tld respectively. The hostname www.domain.tld is an alias (CNAME) for
server.domain.tld and will represent the main server. www-cache.domain.tld will become our proxy-cache listening on port
8080, while the web server itself uses the default port 80.

Server configuration:

Port 80

Li sten 111.22. 33. 44: 80

Li sten 111.22. 33.55: 8080
Server Name server.donmain.tld

<Virtual Host 111.22. 33. 44: 80>

Docunent Root /www/ donmai n
Server Name wwww. donmin.tld
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.<).\ﬁrtual Host >

<Virtual Host 111.22.33.55: 8080>
Server Name www cache. domain.tld

<Directory proxy:>
Order Deny, Al |l ow
Deny from all
Al ow from 111. 22. 33
</Directory>

</ Vi rt ual Host >

The main server can never catch arequest, because al |P addresses (apart from localhost) of our machine
arein usefor |P-based virtual hosts. The web server can only be reached on the first address through port
80 and the proxy only on the second address through port 8080.

Mixed name-/IP-based vhosts

o Setup: The server machine has three | P addresses (111.22.33.44, 111.22.33.55 and 111.22.33.66) which resolve to the
names server.domain.tld, www.otherdomainl.tld and www.otherdomain2.tld respectively. The address 111.22.33.44 should
we used for a couple of name-based vhosts and the other addresses for |P-based vhosts.
Server configuration:

Port 80

Server Nane server.donmnin.tld
NaneVirtual Host 111.22.33.44
<Virtual Host 111.22. 33. 44>
Docunent Root /wwww/ donmai n
Server Name wwww. donmin.tld

</\ﬁ rtual Host >

<Virtual Host 111.22. 33. 44>
Docunent Root /www/ subdonai nl
Server Name wwww. subl. donain.tld
</\ﬁ rt ual Host >

<Virtual Host 111.22. 33. 44>
Docunent Root /wwww/ subdonai n2
Server Name wwww. sub2. donain.tld
</\ﬁ rt ual Host >

<Virtual Host 111.22. 33.55>
Docunent Root /www ot her donai nl
Server Name www. ot herdonai nl.tl d
</\ﬁ rt ual Host >

<Virtual Host 111.22. 33. 66>

Docunent Root /www ot her donai n2
Server Name www. ot herdonai n2.tl d
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</ Vi rtual Host >

Port-based vhosts

« Setup: The server machine has one | P address (111.22.33.44) which resolves to the name www.domain.tld. If we don't have
the option to get another address or alias for our server we can use port-based vhosts if we need avirtual host with a
different configuration.

Server configuration:
L| éten 80
Li sten 8080
Server Name www. donmin.tld

Docunent Root /wwww/ donmai n

<Virtual Host 111.22. 33. 44: 8080>
Docunent Root /wwww/ domai n2

</ Vi rt ual Host >

A reguest to www.domain.tld on port 80 is served from the main server and a request to port 8080 is served
from the virtual host.

Using _default _vhosts

« Setup 1: Catching every request to any unspecified P address and port, i.e., an address/port combination that is not used for
any other virtual host.

Server configuration:

<Vi rt ual Host _default_:*>
Docunent Root /wwww def aul t

.<).\ﬁrtual Host >

Using such adefault vhost with awildcard port effectively prevents any regquest going to the main server.
A default vhost never serves arequest that was sent to an address/port that is used for name-based vhosts. If
the request contained an unknown or no Host : header it is always served from the primary name-based
vhost (the vhost for that address/port appearing first in the configuration file).
Youcanuse Al i asivat ch or Rewr i t eRul e to rewrite any request to a single information page (or
script).
« Setup 2: Same as setup 1, but the server listens on several ports and we want to use asecond _def aul t _ vhost for port
80.

Server configuration:

<\A rtual Host _default :80>
Docunent Root /www\/ def aul t 80

</ Vi r tual Host >
<Virtual Host _default_:*>
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Docunent Root /ww/ def aul t

.<).\ﬁrtual Host >

The default vhost for port 80 (which must appear before any default vhost with awildcard port) catches all
requests that were sent to an unspecified |P address. The main server is never used to serve areguest.

« Setup 3: We want to have a default vhost for port 80, but no other default vhosts.

Server configuration:

<\A rtual Host _default :80>
Docunent Root /www/ def aul t

</ Vi rt ual Host >

A reguest to an unspecified address on port 80 is served from the default vhost any other request to an
unspecified address and port is served from the main server.

Migrating a name-based vhost to an IP-based vhost

o Setup: The name-based vhost with the hostname www.otherdomain.tld (from our name-based example, setup 2) should get
itsown |P address. To avoid problems with name servers or proxies who cached the old IP address for the name-based

vhost we want to provide both variants during a migration phase.
The solution is easy, because we can simply add the new | P address (111.22.33.66) to the Vi r t ual Host directive.

Server configuration:
Port 80
Server Name www. domai n. t 1 d
Docunent Root /www dormai n
NaneVirtual Host 111.22.33.55
<Virtual Host 111.22.33.55 111.22.33. 66>
Docunent Root /ww/ ot her domai n
Server Name www. ot herdomain.tld
</\ﬁ rt ual Host >
<Virtual Host 111.22. 33. 55>
Docunent Root /wwwW subdomai n
Server Name www. sub. donmin.tld

ServerAlias *.sub.domnin.tld

.<).\ﬁrtual Host >

The vhost can how be accessed through the new address (as an | P-based vhost) and through the old address
(as aname-based vhost).
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Using the Ser ver Pat h directive

« Setup: We have a server with two name-based vhosts. In order to match the correct virtual host a client must send the
correct Host : header. Old HTTP/1.0 clients do not send such a header and Apache has no clue what vhost the client tried
to reach (and serves the request from the primary vhost). To provide as much backward compatibility as possible we create
aprimary vhost which returns a single page containing links with an URL prefix to the name-based virtual hosts.

Server configuration:

NaneVi rt ual Host 111. 22. 33. 44

<Virtual Host 111.22. 33. 44>

# primary vhost

Docunent Root /www subdonai n

Rewr i t eEngi ne On

RewiteRule ~/.* /ww/ subdonai n/i ndex. ht m

</ Vi rt ual Host >

<Virtual Host 111.22. 33. 44>

Docunent Root /www/ subdonmai n/ subl

Server Nane www. subl. domain.tld
ServerPath /subl/

Rewr i t eEngi ne On

RewiteRule ~(/subl/.*) /ww subdomai n$1

</ Vi rt ual Host >

<Virtual Host 111.22. 33. 44>

Docunent Root /www subdonmai n/ sub2

Server Nane www. sub2. domain.tld

Server Path /sub2/

Rewr i t eEngi ne On

RewriteRule ~(/sub2/.*) /ww subdomai n$1

</ Vi rt ual Host >

Dueto the Ser ver Pat h directive arequest to the URL http://www.subl.domain.tid/subl/ is always

served from the subl-vhost.

A request to the URL http://www.subl.domain.tld/ is only served from the sub1-vhost if the client sent a
correct Host : header. If no Host : header is sent the client gets the information page from the primary
host.

Please note that there is one oddity: A request to http://www.sub2.domain.tld/subl/ is also served from the
subl-vhost if the client sent no Host : header.

TheRewr i t eRul e directives are used to make sure that a client which sent acorrect Host : header can
use both URL variants, i.e., with or without URL prefix.

Apache HTTP Server Version 1.3
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Apache HTTP Server Version 1.3

An In-Depth Discussion of Virtual Host Matching

The virtual host code was completely rewritten in Apache 1.3. This document attempts to explain exactly what Apache does when
deciding what virtual host to serve ahit from. With the help of the new NameVirtualHost directive virtua host configuration should

be alot easier and safer than with versions prior to 1.3.

If you just want to make it work without understanding how, here are some examples.

Config File Parsing

Thereisamain_server which consists of al the definitions appearing outside of <Vi r t ual Host > sections. There are virtual
servers, called vhosts, which are defined by <VirtualHost> sections.

The directives Port, ServerName, ServerPath, and ServerAlias can appear anywhere within the definition of a server. However, each
appearance overrides the previous appearance (within that server).

The default value of the Por t field for main_server is 80. The main_server has no default Ser ver Pat h, or Ser ver Al i as. The
default Ser ver Nane is deduced from the servers | P address.

The main_server Port directive has two functions due to legacy compatibility with NCSA configuration files. One function isto
determine the default network port Apache will bind to. This default is overridden by the existence of any Li st en directives. The

second function is to specify the port number which is used in absolute URIs during redirects.
Unlike the main_server, vhost ports do not affect what ports Apache listens for connections on.

Each address appearing in the Vi r t ual Host directive can have an optional port. If the port is unspecified it defaults to the value
of the main_server's most recent Por t statement. The special port * indicates awildcard that matches any port. Collectively the
entire set of addresses (including multiple A record results from DNS lookups) are called the vhost's address set.

Unless aNameVirtualHost directive is used for a specific | P address the first vhost with that address is treated as an |P-based vhost.
In 1.3.13 and later that includes the IP address * .

If name-based vhosts should be used aNaneVi r t ual Host directive must appear with the I P address set to be used for the
name-based vhosts. In other words, you must specify the I P address that holds the hosthame aliases (CNAMES) for your
name-based vhostsviaaNamneVi r t ual Host directive in your configuration file.

Multiple NaneVi r t ual Host directives can be used each with aset of Vi r t ual Host directives but only one
NanmeVi r t ual Host directive should be used for each specific | P:port pair.

The ordering of NanmeVi r t ual Host and Vi r t ual Host directivesis not important which makes the following two examples
identical (only the order of the Vi r t ual Host directivesfor one address set isimportant, see below):

I
NarmeVi rtual Host 111.22.33.44 | <Virtual Host 111.22. 33. 44>
<Virtual Host 111.22. 33. 44> | # server A
# server A | </Virtual Host >
C | <Virtual Host 111.22.33.55>
</ Vi r t ual Host > | # server C
<Virtual Host 111.22. 33. 44> | ...
# server B | </Virtual Host >
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. | <Virtual Host 111.22.33. 44>
</ Vi r t ual Host > | # server B

| ...
NaneVi rtual Host 111.22.33.55 | </Virtual Host >
<Vi rtual Host 111.22. 33. 55> | <Virtual Host 111.22.33.55>
# server C | # server D

c. | ...
</ Vi rt ual Host > | </Virtual Host >
<Vi rtual Host 111.22. 33. 55> |
# server D | NaneVirtual Host 111.22.33.44
. | NaneVirtual Host 111.22. 33.55
</ Vi r t ual Host > |
I

(To aid the readability of your configuration you should prefer the left variant.)

After parsing the Vi r t ual Host directive, the vhost server is given adefault Por t equal to the port assigned to the first namein
itsVi r t ual Host directive.

The complete list of namesinthe Vi r t ual Host directive are treated just likea Ser ver Al i as (but are not overridden by any
Server Al i as statement) if all names resolve to the same address set. Note that subsequent Por t statements for this vhost will
not affect the ports assigned in the address set.

During initialization alist for each |P address is generated and inserted into an hash table. If the IP addressisused in a

NameVi rt ual Host directivethelist contains all name-based vhosts for the given | P address. If there are no vhosts defined for
that addressthe NanmeVi r t ual Host directive isignored and an error islogged. For an |P-based vhost the list in the hash tableis
empty.

Dueto afast hashing function the overhead of hashing an |P address during a request is minimal and almost not existent.
Additionally the table is optimized for | P addresses which vary in the last octet.

For every vhost various default values are set. In particular:

1. If avhost hasno Ser ver Adni n, Resour ceConfi g, AccessConfi g, Ti neout , KeepAl i veTi neout ,
KeepAl i ve, MaxKeepAl i veRequest s, or SendBuf f er Si ze directive then the respective value isinherited from
themain_server. (That is, inherited from whatever the final setting of that value isin the main_server.)

2. The"lookup defaults' that define the default directory permissions for a vhost are merged with those of the main_server.
Thisincludes any per-directory configuration information for any module.

3. The per-server configs for each module from the main_server are merged into the vhost server.

Essentially, the main_server istreated as "defaults’ or a"base" on which to build each vhost. But the positioning of these
main_server definitions in the config fileislargely irrelevant -- the entire config of the main_server has been parsed when this final
merging occurs. So even if amain_server definition appears after avhost definition it might affect the vhost definition.

If the main_server has no Ser ver Nane at this point, then the hostname of the machine that httpd is running on is used instead. We
will call the main_server address set those | P addresses returned by a DNS lookup on the Ser ver Nane of the main_server.

For any undefined Ser ver Nane fields, a name-based vhost defaults to the address given first in the Vi r t ual Host statement
defining the vhost.

Any vhost that includes the magic _default_ wildcard is given the same Ser ver Namne asthe main_server.
Virtual Host Matching

The server determines which vhost to use for arequest as follows:

Hash table lookup

When the connection isfirst made by a client, the I P address to which the client connected is looked up in the internal |P hash table.

If the lookup fails (the I P address wasn't found) the request is served from the _default_ vhost if thereis such avhost for the port to
which the client sent the request. If thereis no matching _default_ vhost the request is served from the main_server.

http://httpd.apache.org/docs/vhosts/details.html (2 of 4) [12/05/2001 4:49:06 PM]



An In-Depth Discussion of Virtual Host Matching

In Apache 1.3.13 and later, if the P addressis not found in the hash table then the match against the port number may also result in
an entry corresponding to aNaneVi r t ual Host *, which is subsequently handled like other name-based vhosts.

If the lookup succeeded (a corresponding list for the | P address was found) the next step isto decide if we have to deal with an
I P-based or a name-base vhost.

IP-based vhost

If the entry we found has an empty name list then we have found an | P-based vhost, no further actions are performed and the request
is served from that vhost.

Name-based vhost

If the entry corresponds to a name-based vhost the name list contains one or more vhost structures. This list contains the vhostsin
the same order asthe Vi r t ual Host directives appear in the config file.

Thefirst vhost on thislist (the first vhost in the config file with the specified |P address) has the highest priority and catches any
reguest to an unknown server name or arequest without aHost : header field.

If the client provided aHost : header field the list is searched for a matching vhost and the first hit on a Ser ver Nane or
Server Al i as istaken and the request is served from that vhost. A Host : header field can contain a port number, but Apache
aways matches against the real port to which the client sent the request.

If the client submitted a HTTP/1.0 request without Host : header field we don't know to what server the client tried to connect and
any existing Ser ver Pat h is matched against the URI from the request. The first matching path on the list is used and the request
is served from that vhost.

If no matching vhost could be found the request is served from the first vhost with a matching port number that is on the list for the
IP to which the client connected (as already mentioned before).

Persistent connections

The IP lookup described above is only done once for a particular TCP/IP session while the name lookup is done on every request
during a KeepAlive/persistent connection. In other words a client may request pages from different name-based vhosts during a
single persistent connection.

Absolute URI

If the URI from the request is an absolute URI, and its hostname and port match the main server or one of the configured virtual
hosts and match the address and port to which the client sent the request, then the scheme/hostname/port prefix is stripped off and
the remaining relative URI is served by the corresponding main server or virtual host. If it does not match, then the URI remains
untouched and the reguest is taken to be a proxy request.

Observations

« A name-based vhost can never interfere with an I P-base vhost and vice versa. |P-based vhosts can only be reached through
an |P address of its own address set and never through any other address. The same applies to name-based vhosts, they can
only be reached through an | P address of the corresponding address set which must be defined with aNaneVi r t ual Host
directive.

« Server Al i as and Ser ver Pat h checks are never performed for an IP-based vhost.

« Theorder of name-/IP-based, the _default vhost and the NaneVi r t ual Host directive within the config fileis not
important. Only the ordering of name-based vhosts for a specific address set is significant. The one hame-based vhosts that
comes first in the configuration file has the highest priority for its corresponding address set.

« For security reasons the port number givenin aHost : header field is never used during the matching process. Apache
always uses the real port to which the client sent the request.

« If aServer Pat h directive exists which is a prefix of another Ser ver Pat h directive that appears later in the
configuration file, then the former will always be matched and the latter will never be matched. (That is assuming that no
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Host : header field was avail able to disambiguate the two.)

« If two IP-based vhosts have an address in common, the vhost appearing first in the config file is always matched. Such a
thing might happen inadvertently. The server will give awarning in the error logfile when it detects this.

« A _default_ vhost catchesarequest only if thereis no other vhost with a matching 1P address and a matching port
number for the request. The request is only caught if the port number to which the client sent the request matches the port
number of your _def aul t _ vhost which isyour standard Por t by default. A wildcard port can be specified (i.e.,
_defaul t _: *) to catch requests to any available port. In Apache 1.3.13 and later this also applies to
NameVi r t ual Host * vhosts.

» Themain_server isonly used to serve arequest if the IP address and port number to which the client connected is
unspecified and does not match any other vhost (including a_def aul t _ vhost). In other words the main_server only
catches arequest for an unspecified address/port combination (unlessthereisa_def aul t _ vhost which matches that

port).
« A _default_ vhost or the main_server is never matched for arequest with an unknown or missing Host : header field if
the client connected to an address (and port) which is used for name-based vhosts, e.g., inaNanmeVi r t ual Host directive.
« You should never specify DNS namesin Vi rt ual Host directives because it will force your server to rely on DNSto
boot. Furthermore it poses a security threat if you do not control the DNS for all the domains listed. There's more
information available on this and the next two topics.

« Ser ver Nane should always be set for each vhost. Otherwise A DNS lookup is required for each vhost.
Tips

In addition to the tips on the DNS Issues page, here are some further tips:

» Placeall main_server definitions beforeany Vi r t ual Host definitions. (Thisisto aid the readability of the configuration
-- the post-config merging process makes it non-obvious that definitions mixed in around virtual hosts might affect all
virtual hosts.)

» Group corresponding NanmeVi r t ual Host and Vi r t ual Host definitionsin your configuration to ensure better
readability.

« Avoid Ser ver Pat hs which are prefixes of other Ser ver Pat hs. If you cannot avoid this then you have to ensure that
the longer (more specific) prefix vhost appears earlier in the configuration file than the shorter (less specific) prefix (i.e.,
"ServerPath /abc" should appear after " ServerPath /abc/def").

Apache HTTP Server Version 1.3

http://httpd.apache.org/docs/vhosts/details.html (4 of 4) [12/05/2001 4:49:06 PM]


http://httpd.apache.org/docs/vhosts/

Apache Server Virtual Host Support

Apache HTTP Server Version 1.3

File Descriptor Limits

When using alarge number of Virtual Hosts, Apache may run out of available file descriptors (sometimes called file handlesif each
Virtual Host specifies different log files. The total number of file descriptors used by Apacheis one for each distinct error log file,
one for every other log file directive, plus 10-20 for internal use. Unix operating systems limit the number of file descriptors that
may be used by a process; the limit is typically 64, and may usually be increased up to alarge hard-limit.
Although Apache attempts to increase the limit as required, this may not work if:

1. Your system does not provide the setrlimit() system call.

2. The setrlimit(RLIMIT_NOFILE) call does not function on your system (such as Solaris 2.3)

3. The number of file descriptors required exceeds the hard limit.

4. Your system imposes other limits on file descriptors, such as alimit on stdio streams only using file descriptors below 256.
(Solaris 2)

In the event of problems you can:
« Reduce the number of log files; don't specify log filesin the VirtualHost sections, but only log to the main log files.
« If you system fallsinto 1 or 2 (above), then increase the file descriptor limit before starting Apache, using a script like

#!/ bin/sh
ulimt -S -n 100
exec httpd

Please see the Descriptors and Apache document containing further details about file descriptor problems and how they can be
solved on your operating system.

Apache HTTP Server Version 1.3
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Issues Regarding DNS and Apache

This page could be summarized with the statement: don't require Apache to use DNSfor any parsing of the configuration files. If
Apache has to use DNS to parse the configuration files then your server may be subject to reliability problems (it might not boot), or
denial and theft of service attacks (including users able to steal hits from other users).

A Simple Example

Consider this configuration snippet:

<Vi rt ual Host www. abc. done
Server Adni n webgi rl @bc. dom
Docunent Root /www abc

</ Vi r t ual Host >

In order for Apache to function properly it absolutely needs to have two pieces of information about each virtual host: the
Ser ver Nane and at least one IP address that the server responds to. This example does not include the | P address, so Apache must

use DNSto find the address of ww. abc. dom If for some reason DNSis not available at the time your server is parsing its config
file, then thisvirtual host will not be configured. It won't be able to respond to any hitsto this virtual host (prior to Apache version
1.2 the server would not even boot).

Suppose that ww. abc. domhas address 10.0.0.1. Then consider this configuration snippet:

<Vi rtual Host 10.0.0. 1>
Server Adni n webgi rl @bc. dom
Docunent Root /www abc

</ Vi rt ual Host >

Now Apache needs to use reverse DNSto find the Ser ver Name for thisvirtualhost. If that reverse lookup fails then it will
partialy disable the virtualhost (prior to Apache version 1.2 the server would not even boot). If the virtual host is name-based then it
will effectively be totally disabled, but if it is |P-based then it will mostly work. However if Apache should ever have to generate a
full URL for the server which includes the server name then it will fail to generate avalid URL.

Here is a snippet that avoids both of these problems.

<Vi rtual Host 10.0.0. 1>
Server Nane www. abc. dom
Server Adni n webgi rl @bc. dom
Docunent Root /www abc

</ Vi rt ual Host >

Denial of Service

There are (at least) two forms that denial of service can comein. If you are running a version of Apache prior to version 1.2 then
your server will not even boot if one of the two DNS lookups mentioned above fails for any of your virtual hosts. In some cases this
DNS lookup may not even be under your control. For example, if abc. domis one of your customers and they control their own
DNS then they can force your (pre-1.2) server to fail while booting ssimply by deleting the wawv. abc. domrecord.

Another form isfar more insidious. Consider this configuration snippet:
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<Vi rt ual Host www. abc. done
Server Adnmi n webgi rl @bc. dom
Docunent Root /www abc

</ Vi r t ual Host >

<Vi rt ual Host www. def . don®
Server Adni n webguy @ef . dom
Docunent Root /ww/ def

</ Vi r t ual Host >

Suppose that you've assighed 10.0.0.1 to www. abc. domand 10.0.0.2 to ww. def . dom Furthermore, suppose that def . com
has control of their own DNS. With this config you have put def . cominto a position where they can steal al traffic destined to
abc. com Todo so, all they haveto doisset www. def . domto 10.0.0.1. Since they control their own DNS you can't stop them
from pointing the wamv. def . comrecord wherever they wish.

Requests coming in to 10.0.0.1 (including al those where users typed in URLs of theform ht t p: / / www. abc. doni what ever)

will al be served by the def . comvirtual host. To better understand why this happens requires a more in-depth discussion of how
Apache matches up incoming requests with the virtual host that will serveit. A rough document describing thisis available.

The "main server" Address

The addition of name-based virtual host support in Apache 1.1 requires Apache to know the IP address(es) of the host that httpd is

running on. To get this address it uses either the global Ser ver Nane (if present) or callsthe C function get host nane (which
should return the same as typing "hostname" at the command prompt). Then it performs a DNS lookup on this address. At present
there is no way to avoid this lookup.

If you fear that this lookup might fail because your DNS server is down then you can insert the hostnamein/ et ¢/ host s (where
you probably aready have it so that the machine can boot properly). Then ensure that your machine is configured to use

/ et ¢/ host s in the event that DNSfails. Depending on what OS you are using this might be accomplished by editing
[etc/resolv. conf,ormaybe/ et c/ nssw tch. conf.

If your server doesn't have to perform DNS for any other reason then you might be able to get away with running Apache with the
HOSTRESORDER environment variable set to "local”. This all depends on what OS and resolver libraries you are using. It also
affects CGls unless you use nod_env to control the environment. It's best to consult the man pages or FAQs for your OS.

Tips to Avoid these problems

o uselPaddressesin<Virt ual Host >

o uselPaddressesinLi st en

o uselP addressesin Bi ndAddr ess

« ensureall virtual hosts have an explicit Ser ver Nane

o Createa<Virtual Host _defaul t_: *> server that has no pagesto serve

Appendix: Future Directions

The situation regarding DNS is highly undesirable. For Apache 1.2 we've attempted to make the server at least continue booting in
the event of failed DNS, but it might not be the best we can do. In any event requiring the use of explicit IP addressesin
configuration filesis highly undesirable in today's I nternet where renumbering is a necessity.

A possible work around to the theft of service attack described above would be to perform areverse DNS lookup on the ip address
returned by the forward lookup and compare the two names. In the event of a mismatch the virtualhost would be disabled. This
would require reverse DNS to be configured properly (which is something that most admins are familiar with because of the
common use of "double-reverse® DNS lookups by FTP servers and TCP wrappers).

In any event it doesn't seem possible to reliably boot a virtual-hosted web server when DNS has failed unless | P addresses are used.
Partial solutions such as disabling portions of the configuration might be worse than not booting at all depending on what the
webserver is supposed to accomplish.
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AsSHTTP/1.1 isdeployed and browsers and proxies start issuing the Host header it will become possible to avoid the use of
IP-based virtua hosts entirely. In this event awebserver has no requirement to do DNS lookups during configuration. But as of
March 1997 these features have not been deployed widely enough to be put into use on critical webservers.

Apache HTTP Server
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Apache Server Frequently Asked Questions

$Revision: 1.149 $ ($Date: 2001/10/08 01:26:54 $)

The latest version of this FAQ is always available from the main Apache web site, at <http://httpd.apache.org/docs/misc/FAQ.html>.

If you are reading a text-only version of this FAQ, you may find numbers enclosed in brackets (such as "[12]"). These refer to the list of
reference URL s to be found at the end of the document. These references do not appear, and are not needed, for the hypertext version.

The Questions

. Background
1. What is Apache?

How and why was Apache created?

Why the name "Apache'?

OK, so0 how does A pache compare to other servers?
How thoroughly tested is Apache?

What are the future plans for Apache?

Whom do | contact for support?

|s there any more information on Apache?

© © N O g &~ WD

Where can | get Apache?

10. May | use the Apache logo on my product or Web site?

B. General Technical Questions
1. "Why can't| ...? Why won't ... work?' What to do in case of problems

How compatible is Apache with my existing NCSA 1.3 setup?

Is Apache Y ear 2000 compliant?

How do | submit a patch to the Apache Group?

Why has Apache stolen my favourite site's I nternet address?

Why am | getting spam mail from the Apache site?

May | include the Apache software on a CD or other package I'm distributing?
What's the best hardware/operating system/... How do | get the most out of my Apache Web server?
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What are "regular expressions'?

10. Why isn't there abinary for my platform?

C. Building Apache
1. Why do | get an error about an undefined referenceto” inet ntoa' or other inet * symbols?

2. Why won't Apache compile with my system's cc?

3. Why do | get complaints about redefinition of "st r uct i ovec" when compiling under Linux?

4, 1'musing gcc and | get some compilation errors, what is wrong?
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5.

I'm using RedHat Linux 5.0, or some other glibc-based Linux system, and | get errors with the cr ypt function when |
attempt to build Apache 1.2.

D. Error Log Messages and Problems Starting Apache

1
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Why do | get "setgid: Invalid argument"” at startup?
Why am | getting "httpd: could not set socket option TCP NODELAY" in my error log?

Why am | getting "connection reset by peer" in my error log?

The errorlog says Apache dumped core, but where's the dump file?

When | run it under Linux | get "shmget: function not found", what should | do?

Server hangs, or fails to start, and/or error log fillswith "fcntl: F SETLKW: No record locks available" or similar
messages
Why am | getting "Expected </Directory> but saw </Directory>" when | try to start Apache?

8. I'musing RedHat Linux and | have problems with httpd dying randomly or not restarting properly

10.

11.
12.

13.

14.

| upgraded from an Apache version earlier than 1.2.0 and suddenly | have problems with Apache dying randomly or not
restarting properly

When | try to start Apache from a DOS window, | get a message like " Cannot determine host name. Use ServerName
directive to set it manually." What does this mean?

When | try to start Apache for Windows, | get a message like "Unable To Locate WS2 32.DLL...". What should | do?

Apache for Windows does not start. Error log contains this message "[crit] (10045) The attempted operation is not
supported for the type of object referenced: Parent: WSA DuplicateSocket failed for socket ###". What does this mean?

When | try to start Apache on Windows, | get amessage like"Syst em error 1067 has occurred. The
process term nated unexpect edly." What does this mean?

On a SuUSE Linux system, | try and confiqure access control using basic authentication. Although | follow the example
exactly, authentication fails, and an error message"adm n: _not a valid FDN:. ...."islogged.

E. Configuration Questions

1
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10.
11
12.
13.
14.
15.

16.
17.

Why can't | run more than <n> virtual hosts?
Canl increase FD SETSIZE on FreeBSD?
Why doesn't my Er r or Docunent 401 work?

Why does Apache send a cookie on every response?

Why don't my cookies work, | even compiled in mod cookies?

Why do my Java app[let]s give me plain text when | request an URL from an Apache server?

How do | get Apacheto send aMIDI file so the browser can play it?

How do | add browsers and referrers to my logs?

Why does accessing directories only work when | include the trailing "/" (e.g., http://foo.domain.com/~user/) but not
when | omit it (e.g., http://foo.domain.com/~user)?

Why doesn't mod info list any directives?

| upgraded to Apache 1.3 and now my virtual hosts don't work!

I'm using RedHat Linux and my .htm files are showing up as HTML source rather than being formatted!

My . ht access files are being ignored.

Why do | get a"Forbidden" message whenever | try to access a particular directory?

Why do | get a"Forbidden/Y ou don't have permission to access/ on this server" message whenever | try to access my
server?

Why do my files appear correctly in Internet Explorer, but show up as source or trigger a save window with Netscape?

My siteis accessible under many different hostnames; how do | redirect clients so that they see only a single name?

F. Dynamic Content (CGI and SSI)

http://httpd.apache.org/docs/misc/FAQ.html (2 of 24) [12/05/2001 4:49:18 PM]



Apache Server Frequently Asked Questions

© © N o g kM w DR

e =
N PO

How do | enable CGI execution in directories other than the ScriptAlias?

What does it mean when my CGlsfail with "Premature end of script headers'?

Why do | keep getting "Method Not Allowed" for form POST requests?

How can | get my script's output without Apache buffering it? Why doesn't my server push work?
Where can | find the "CGlI specification"?

Why isn't FastCGl included with Apache any more?

How do | enable SSI (parsed HTML)?

Why don't my parsed files get cached?

How can | have my script output parsed?

SSIs don't work for VirtualHosts and/or user home directories

. How can | use Er r or Docunent and SSI to simplify customized error messages?
. Why isthe environment variable REMOTE USER not set?
13.

How do | allow each of my user directories to have a cgi-bin directory?

G. Authentication and Access Restrictions

1

Why isn't restricting access by host or domain name working correctly?

2. How do | set up Apache to require a username and password to access certain documents?

w
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How do | set up Apache to allow access to certain documents only if asiteis either alocal site or the user supplies a
password and username?

Why does my authentication give me a server error?

Do | have to keep the (mSOL) authentication information on the same machine?

Why is my mSOL authentication terribly slow?

Can | use my /etc/passwd file for Web page authentication?

Why does Apache ask for my password twice before serving afile?

H. URL Rewriting
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Where can | find mod rewrite rulesets which already solve particular URL -related problems?

Where can | find any published information about URL -manipulations and mod rewrite?

Why is mod rewrite so difficult to learn and seems so complicated?

What can | do if my RewriteRules don't work as expected?

Why don't some of my URLSs get prefixed with DocumentRoot when using mod rewrite?

How can | make all my URLSs case-insensitive with mod rewrite?

Why are RewriteRulesin my VirtualHost partsignored?

How can | use strings with whitespacesin RewriteRule's ENV flag?

|. Features

1
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Does or will Apache act as a Proxy server?

What are "multiviews'?

Why can't | publish to my Apache server using PUT on Netscape Gold and other programs?
Why doesn't Apache include SSL ?

How can | attach afooter to my documents without using SSI?

Does Apache include a search engine?

How can | rotate my log files?

How do | keep certain requests from appearing in my logs?
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9. Does Apache include any sort of database integration?
10. Can | use Active Server Pages (ASP) with Apache?

11. Does Apache come with Java support?

The Answers

A. Background

1. What is Apache?

The Apache httpd server
o isapowerful, flexible, HTTP/1.1 compliant web server
o implements the latest protocols, including HTTP/1.1 (RFC2616)
o ishighly configurable and extensible with third-party modules
o can be customised by writing 'modules’ using the Apache module API
o provides full source code and comes with an unrestrictive license
o runson Windows NT/9x, Netware 5.x, OS2, and most versions of Unix, aswell as several other operating systems
o isactively being developed
o encourages user feedback through new ideas, bug reports and patches
o implements many frequently requested features, including:

DBM databases for authentication

alowsyou to easily set up password-protected pages with enormous numbers of authorized users, without
bogging down the server.

Customized responses to errors and problems

Allows you to set up files, or even CGlI scripts, which are returned by the server in response to errors and
problems, e.g. setup a script to intercept 500 Server Errors and perform on-the-fly diagnostics for both users and
yourself.

Multiple Directorylndex directives

Allowsyoutosay Di rect oryl ndex i ndex. htm i ndex. cgi,whichinstructsthe server to either send
back i ndex. ht ml orruni ndex. cgi when adirectory URL isrequested, whichever it finds in the directory.

Unlimited flexible URL rewriting and aiasing

Apache has no fixed limit on the numbers of Aliases and Redirects which may be declared in the config files. In
addition, a powerful rewriting engine can be used to solve most URL manipulation problems.

Content negotiation

i.e. the ability to automatically serve clients of varying sophistication and HTML level compliance, with
documents which offer the best representation of information that the client is capable of accepting.

Virtual Hosts

A much requested feature, sometimes known as multi-homed servers. This allows the server to distinguish
between requests made to different | P addresses or names (map